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What Is Kernel ?

g
® Modules or sub-systems that
provide the operating system
functions.

® The Core of OS




Types of kernels

W
® Micro kernel (Modular kernel)

® Monolithic kernel
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Micro kernel

-

" |t includes code only necessary to
allow the system to provide major
functionality.

HIPC
LISome memory management

HULow level process management &
scheduling

LHLow level input / output
® Such as Amoeba, Mach and ...



Monolithic kernel =

ih.l

® |t includes all the necessary
functions.

® Such as Linux and ...




Micro vs. Monolithic @

%
= Micro
LFlexible
LIModular
LIEasy to implement

® Monolithic
OPerformance
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Kernel Architecture @

mh__()ve rview

® User Space
® Kernel Space

User Space




User Space @

ih.l

® The User Space is the space in memory
where user processes run.

® This Space Is protected.

L The system prevents one process from
interfering with another process.

L Only Kernel processes can access a user
process
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Kernel Space @

-

® The kernel Space is the space in memory
where kernel processes run.

® The user has access to it only through the
system call.
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System Call £\

-
® User Space and Kernel Space are
In different spaces.

® When a System Call is executed,
the arguments to the call are
passed from

User Space to Kernel Space.

® A user process becomes a kernel
process when it executes a system
call.
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User Space and Kernel Space

Relationship
=

Data Flow

User

Space” T T T T T T T T
Kernel Space
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Kernel Functional
___Overview

" File System

® Process Management
® Device Driver

® Memory Management
® Networking
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Kernel Functional Overview::

"

The System Call Interface
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- Filesystem § . Character | Helwml:l
: Arch- Memaory i types : devices : subsystem
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CFU

Memaory

Disks & CDs
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Hetwork
interfaces

Homa!
subsystems

Features
implarmantaed

Software
support

Hardware
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File System 2

-

® |t is responsible for storing information on
disk and retrieving and updating this
information.

" The File System is accessed through
system calls such as : open, read, write, ...

® Example :
O FAT16, FAT32, NTFS

O ext2, ext3
O ...
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Type of Files 2

ih.

® The Unix system has the following types of
files:

L Ordinary Files

= Contain information entered into them by a user, an
application or ...

LI Directory Files
" Manage the cataloging of the file system

LI Special Files (devices)
® Used to access the peripheral devices

L FIFO Files for Pipes
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Extended File System 2

W
/ /\\
/bin Jetc /dev ... Jusr /home /root
/\ /\
s ping
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File System Structure 2

%

Boot
Block

Super
Block

________ 1
inode | Block !

| List | List |

Boot Block : information needs to boot the system
Super Block : File System Specifications

O Size

[0 Max. number of files

[ Free blocks
O Free inodes

inode List

Block List : The files data
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Inode
. o B
® Fach file has an inode structure that
IS identified by an i-number.

" The inode contains the information
required to access the file.

B |t doesn’t contain file name.

23



lnode (Cont.)

W

Inode

Inodes

Inodes

Inodes

Data Blocks
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h J

direct 1

direct 9

single
indirec
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\
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i
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Directories
%

File

inode Number
Name
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Virtual File System
® |t manages all the different file
system.

® |t is an abstraction layer between the
application program and the file
system implementations.
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Virtual File System (Cont.) (&

W

" |t describes the system’s file in terms
of superblocks and inodes (the same
way as the Ext2).

VFS

Ext2 MS-D0DS

Jrmpsrest J{1oppy/TEST
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Virtual File System (Cont.) (&
HF.
® |[node cache L -

® Directory Cacht ?\

Disk
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Process Management
® The Unix OS is a time-sharing
system.

® Every process is scheduled to run for
a period of time (time slice).

® Kernel creates, manages and deletes
the processes
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Process Management (Cont
-h.l

B Every process (except init) in the system is create
as the result of a fork system call.

® The fork system call splits a process into two
processes (Parent and Child).

® Each process has a unique identifier (Process D).
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Process Structure £

%

® Each process is represented by a
task struct data structure.

L1t contains the specifications of each process

h ] state
S u C a S ] flags
need_resched
counter
| S priarity
ta te next_task | e >
. . . prev_task | e -
nest_nm T
" Scheduling information & | ©
" o boot B tty Assoeiztad with the Froce
= |dentifier 0.0t —
peremnd —
[ 3 Current Diréciory
L B B ) tnl' e : ﬁES_S ttttt
tors to Fil
= Dasciiptors
I —
mn_struct
® 25 10
= gions Descriplor,
I
N e signal_struct
files
mm i Raceived
signal_lock
sig [ e
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Process Structure (cont.) @

W

® The task vector is an array of pointers to
every task struct data structure in the
system.

L This means that the maximum number of
processes in the system is limited by the size of
the task vector
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Type of Processes 2
%

® Running
U The process is either running or it is ready to run.
= Waiting
L The process is waiting for an event or for a resource.

® Stopped

L The process has been stopped, usually by receiving a
signal.

B Zombie

U This is a halted process which, for some reason, still has
a task_struct data structure in the task vector.
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Device Driver

-
® On of the purpose of an OS is to hide the
system’s hardware from user.

" |[nstead of putting code to manage the HW

controller into every application, the code
IS kept in the Linux kernel.

® |t abstracts the handling of devices.
LAl HW devices look like regular files.
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Type of devices £

%

® Character devices

[0 A character device is one that can be accessed
as a stream of bytes.

L Example : Keyboard, Mouse, ...
® Block devices

LA block device can be accessed only as
multiples of a block.

L Example : disk, ...
® Network devices
LU They are created by Linux kernel.
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Major Number and Minor Number@

%

® Major Number

U The major number identifies the driver
associated with the device.

® Minor Number

L The minor number is used only by the driver
specified by the major number; other parts of
the kernel don't use it.

L1t is common fora driver to control several
devices, the minor number provides a way for
the driver to differentiate among them.
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Device Driver (Cont.)

o B
CrW-rw-rw—- 1 root root 1, 3 Feh 23 1929 null
CEW——————— 1 root root 10, 1 Felh =23 1999 psaux
CEW——————— 1 rubini tty 4, 1 hug 1o 22122 ttyl
CrW-rWw-rw— 1 root diglout 4, 64 Jun 30 11:19 tty30
CrW-rw-rw—- 1 root dialout 4, 65 Aug 16 00:00 tevyial
CEW——————— 1 root SVS .01 Fekh 23 1999 ozl
CEW——————— 1 root Rt 7, 129 Feh 23 1999 wosal
CrW-rWw-rw— 1 root root 1, 5 Fekh 23 1999 =zero
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Memory Management 2

-
® Physical memory is limited.

® Virtual memory is developed to overcome
this limitation.
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Virtual memory
dh.l

" |Large Address space

" Protection

" Memory mapping

® Fair physical memory allocation
® Shared virtual memory
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Physical and Virtual memory

. e
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Swap memory @

g
" |t is a configurable partition on disk
treated in a manner similar to
memory.
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Network layers

ETHERNET FRAME

Destination Source
ethernet ethernet Protocol Diata Checksum
address address
[P PACKET
Souree Drestination
Length Protocol | Checksum Data

1P address

1P address

TCP PACKET

Source TCP

address

Destination
TCP address

SEQ | ACK

Data

46



Linux network layers

Network
Applications
Liger
Kemel
¥
BSD
Sockets
S ket t
Interfice
INET
Sockets
f |
TCP Lpp
Protecol
Lavers
3
P
1 ARP
: | : .
Network PPP SLIP Ethernet
Devices
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BSD socket layer @

dh.l
® |t is a general interface (abstract
layer).
LUsed in networking and IPC.
® Socket address families:
OUNIX
OINET
OAX25
O1PX
OAPPLETALK
LX25
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What Is socket? Q

%
main() main()
{ {
FILE *fd; int sockfd;
fd = fopen (),ﬁ sockfd = socket (...);
process (fd); process (sockfd);
fclose (fd); close (sockfd);

} }
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INET socket layer R

-

® |t supports the Internet address
family.

" |ts interface with BSD socket layer is
through a set of operation which is
registered with BSD socket layer.
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Type of sockets

%

® Stream Socket

U Provide a reliable, sequenced, two-way
connection (such as TCP).

® Datagram Socket

A connection-less and unreliable connection
(such as UDP).

® Raw Socket
[ Used for internal network protocols.
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