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Abstract

Autonomous AI agents challenge classical Identity and Access Management (IAM)
because valid credentials do not guarantee that an agent’s behaviour remains aligned
with the intent under which access was granted. Stochastic reasoning, persistent
memory, and autonomous tool use may cause an agent to drift during a session
without any identifiable credential compromise. This work therefore reformulates
runtime access control as a behaviour-driven control problem in which privileges are
adapted according to observed agent trajectories. A graph-structured enterprise
resource environment is developed to generate benign and adversarial interactions.
The general framework considers behavioural risk, historical trust, contextual
information, action criticality, and autonomy state. Its experimental instantiation
uses risk and historical trust to select one of four graded autonomy roles. The
controllers are evaluated through offline replay of 444 benign and 145 adversarial
episodes, comparing a linear soft-threshold policy, a discrete finite-horizon
quadratic-cost controller, and a barrier-inspired safety filter. On the primary
detection regime, consisting of successful and partial attacks not fully stopped by the
static auditor, the behavioural model achieves a ROC-AUC of 0.888 and a PR-AUC of
0.937, improving ROC-AUC by 0.243 over a metadata-only baseline. Historical trust
particularly improves successful-attack discrimination, raising ROC-AUC from 0.751
to 0.805. In the single-agent, discrete-role setting, the discrete finite-horizon
controller provides no measurable advantage over the linear policy, while the safety
net captures most of the achievable safety–utility trade-off. Under replay evaluation,
the integrated pipeline retrospectively denies approximately 94% of sensitive actions
occurring in attack episodes while allowing 75–80% of sensitive benign actions.
These results demonstrate the value of trajectory-level monitoring, history-aware
trust, and graded privilege adaptation, while identifying stealthy attacks, offline
replay, and the absence of cross-agent coupling as the main limitations.

Keywords
Agentic AI, Identity and Access Management, Risk and Trust-Based Access Control,
Behavioral Monitoring, Conditional Variational Autoencoder, Model Predictive
Control, POMDP
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1 Introduction

1.1 Background and Motivation

The contemporary enterprise environment is undergoing a structural transformation,
shifting from deterministic software execution models to non-deterministic,
autonomous multi-agent systems—systems capable of reasoning, planning, and
executing multi-step workflows with minimal human oversight—powered by
generative artificial intelligence (GenAI). This evolution represents a fundamental
change in how digital actions are initiated, processed, and governed, necessitating a
corresponding transformation in Identity and Access Management (IAM).
Traditional security paradigms are proving increasingly inadequate. These agents do
not merely respond to prompts in a stateless manner; they accumulate context across
interactions, exhibit emergent behaviors during execution, and operate across
complex, cross-system environments [1]. The emergence of the “Agentic Web”
therefore creates an urgent need for specialized IAM frameworks tailored to
Autonomous Non-Human Identities (A-NHIs).
Historically, IAM functioned as a gatekeeper, verifying human identities and a
limited set of static machine workloads to grant access to well-defined resources. As
AI agents evolve into digital employees capable of self-directed goal formation,
persistent memory accumulation, and dynamic tool orchestration, the foundational
assumptions of authentication and authorization are placed under strain. Agentic
systems introduce novel security vulnerabilities, most notably persistent prompt
injection and memory poisoning, which exploit stateful reasoning to achieve
compromise without traditional malware [2].
Existing standards bodies such as NIST, ISO, and OASIS model IAM from
complementary perspectives. Synthesizing these approaches allows IAM to be
structured into four core layers: (1) identity verification, (2) credential and token
management, (3) authorization decision logic, and (4) governance and lifecycle
control. However, these layers implicitly assume deterministic subjects. In the first
two layers, protocols such as OAuth 2.1 and OpenID Connect were designed for
deterministic clients operating under explicit user delegation. This assumption
collapses in the presence of stochastic reasoning and autonomous planning, where a
single malicious instruction may hijack execution across sessions. At the
authorization layer, models such as Role-Based Access Control (RBAC) and
Attribute-Based Access Control (ABAC) lack the granularity and adaptivity required
to govern entities whose behavior evolves dynamically.
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User/Workload Identity Provider Authorization Server Resource Server (API) Policy Decision Point Governance (IGA/Audit)

User/Workload Identity Provider Authorization Server Resource Server (API) Policy Decision Point Governance (IGA/Audit)

Authenticate (MFA)

Federated auth result / assertion

Access token (JWT or opaque)

Call API with token

(optional) Introspect / validate token

Authorize(request + verified claims + resource context)

Permit/Deny (+ obligations)

Response

Emit audit events (access, admin ops)

Emit token lifecycle events (issue/revoke)

Emit policy decision logs (optional)

Figure 1.1.1: Conventional IAM architecture showing authentication, token issuance, autho-
rization, resource access, and governance logging for deterministic users and workloads.

Consequently, a new paradigm is required. Autonomous AI agents introduce
non-deterministic, evolving behavior that demands an additional runtime governance
layer capable of continuous behavioral monitoring and dynamic privilege adaptation.
To address this attribution gap, this work proposes a control-theoretic IAM
architecture that combines stochastic behavioral modeling with optimal control. In
this framework, agent behavior is monitored in real time, and access privileges across
the foundational IAM layers are adjusted dynamically in proportion to observed risk.

1.2 Problem Statement

Classical Identity and Access Management (IAM) was designed around two
foundational assumptions: that the subject requesting access is a deterministic entity
whose behavior can be characterized by static credentials, and that authorization
decisions can be made at a single point in time based on identity, role, or attribute.
Both assumptions break down in the presence of autonomous AI agents.
Agentic systems are stochastic at multiple layers. At the model layer, generation is
probabilistic; at the system layer, reasoning trajectories and tool selection vary across
executions; and at the environment layer, interaction with external resources
introduces additional non-determinism. As a result, an agent authenticated with valid
credentials may, within the same session, exhibit behavior that diverges significantly
from the user’s original intent—whether due to prompt injection, memory poisoning,
emergent reasoning errors, or cascading failures across collaborating agents. This is
the attribution gap: the actions an agent performs are technically authorized, yet no
longer reflect the intent under which authorization was granted.
Existing approaches provide only partial responses to this problem. Dynamic and
context-aware access control models introduce adaptivity but treat risk as a
point-in-time quantity. Risk-based access control incorporates contextual signals but
depends on static weighting schemes and manually engineered risk factors. Runtime
governance frameworks such as MI9 and ATF advance continuous monitoring but
remain predominantly reactive, responding to observed deviations rather than
anticipating them. None of these approaches provide a principled, predictive
mechanism for regulating the trajectory of agent behavior over time.
The core problem addressed by this thesis is therefore the absence of an IAM
framework capable of (i) representing agent behavior as a stochastic,
temporally-evolving process; (ii) estimating risk and trust continuously from

2



CHAPTER 1. INTRODUCTION

observed behavior rather than static attributes; and (iii) adjusting access privileges
proactively based on predicted future behavior, subject to safety and policy
constraints. Addressing this problem requires reformulating access control
itself—from a discrete authorization decision into a closed-loop control process.

1.3 Research Questions

This thesis is guided by the following main research question:

RQ (Main). How can Identity and Access Management for autonomous
AI agents be reformulated as a closed-loop control problem, such that
access privileges are continuously adapted to an agent’s observed
behavior rather than fixed at authentication time?

This main question is decomposed into four sub-questions, each corresponding to a
core component of the proposed framework:

RQ1 (Behavioral Representation). How can the runtime behavior of an
autonomous agent be modeled as a stochastic, temporally-evolving process
suitable for online risk estimation, and to what extent does a CVAE+LSTM
architecture capture deviations from learned normal behavior in a multi-agent
environment?

RQ2 (Trust as Filtered History). How can historical trust in an agent be
formalized as a belief over latent safety states using a Partially Observable
Markov Decision Process (POMDP), and does this formulation detect slow,
subtle behavioral degradation that point-in-time risk scores miss?

RQ3 (Adaptive Access-Control Decisions). How can instantaneous
behavioural risk and history-aware trust be translated into adaptive autonomy
roles within a control-theoretic access-control framework, and how do different
role-selection policies trade off attack containment against preservation of
benign utility under offline replay?

RQ4 (Integrated Experimental Evaluation). When behavioural risk
estimation, belief-based trust filtering, and adaptive role assignment are
integrated into a single experimental pipeline, what safety–utility trade-offs are
observed, and what limitations remain before the proposed framework can be
evaluated as a true closed-loop system?

1.4 Purpose and Significance

The purpose of this thesis is to develop and evaluate a behavior-driven,
control-theoretic framework for Identity and Access Management in autonomous AI
agent systems. The framework integrates stochastic behavioral modeling,
probabilistic trust estimation, and optimal control to enable continuous, predictive
regulation of agent privileges at runtime.
The significance of this work is threefold. First, it addresses a concrete and growing
gap in enterprise security: as organizations deploy autonomous agents with access to
sensitive systems, existing IAM infrastructure lacks the mechanisms to constrain
agents whose behavior may deviate from intent without any identifiable credential

3
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compromise. Second, it contributes a methodological bridge between two fields that
have rarely been combined in the access control literature—deep probabilistic
behavioral modeling and control theory—by showing that access decisions can be
formulated and solved as a constrained optimal control problem. Third, it provides
an empirical foundation for evaluating behavior-aware IAM, including a reproducible
simulation environment, a dataset of benign and adversarial agent trajectories, and a
set of baselines and metrics against which future work can be compared.

1.5 Goals and Objectives

The overall goal of this thesis is to propose a closed-loop, behaviour-aware IAM
architecture and evaluate a simplified experimental instantiation through offline
replay. This goal is decomposed into the following concrete objectives:

1. Develop a threat model for autonomous AI agents that identifies the
protected assets, adversary profiles, attack surfaces, and trust boundaries
relevant to agentic IAM.

2. Design and implement a simulation environment representing a structured
enterprise resource graph, together with a multi-agent workflow capable of
generating both benign and adversarial behavioral trajectories.

3. Construct a behavioral model based on a Conditional Variational Autoencoder
with an LSTM backbone, capable of learning temporal patterns of normal
agent behavior and producing a continuous instantaneous risk signal.

4. Formalize historical trust as a belief over latent safety states using a POMDP,
and integrate it with the instantaneous risk signal to form a unified behavioral
state representation.

5. Implement a simplified experimental instantiation of the proposed
framework using reconstruction-based risk estimation, belief-based historical
trust, and adaptive autonomy-role assignment.

6. Evaluate the integrated pipeline retrospectively through offline replay and
quantify its safety–utility trade-off on benign and attack episodes.

7. Identify the methodological and experimental limitations that must be
resolved before evaluating the full framework in a genuinely closed-loop
environment.

1.6 Delimitation

This thesis focuses on behavior-aware, runtime-adaptive access control for
autonomous AI agents and deliberately narrows its scope along several dimensions.
The work targets neural, generative agentic systems—in particular, LLM-based agents
operating with tool use and inter-agent communication—rather than symbolic or
purely reinforcement-learning agents. The threat model considers three
representative attack classes drawn from the OWASP Top 10 for Agentic
Applications—goal hijacking, memory poisoning, and cascading failures—chosen
because they most directly exercise the assumptions that classical IAM fails to
enforce. Other attack vectors are acknowledged in the threat model but are not the
focus of empirical evaluation.
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On the infrastructure side, this thesis does not implement hardware- backed security
primitives such as Trusted Execution Environments, nor does it propose or evaluate
new cryptographic identity protocols. Although such mechanisms are relevant to a
complete agentic IAM architecture, they are treated as complementary and out of
scope for the behavioral and control-theoretic contribution presented here.
Finally, the experimental evaluation is conducted in a simulated enterprise resource
graph rather than a production deployment. This choice is motivated by the need for
controlled, reproducible scenarios and the absence of public datasets containing
agent behavior traces paired with ground-truth attack labels. The implications of this
design choice—including the generalizability of results and the transfer to real
deployments—are discussed in Chapter 8.

1.7 Thesis Outline

The remainder of this thesis is organized as follows. Chapter 2 introduces agentic AI
as a system-level paradigm, examines its architectural characteristics, and analyzes
the security implications of non-determinism, emergence, and long-horizon
execution. Chapter 3 reviews classical and modern Identity and Access Management,
including static, dynamic, context-aware, and risk-based access control models, and
motivates the shift toward a behavior-driven, control-theoretic perspective.
Chapter 4 develops the threat model for autonomous agents, synthesizing established
taxonomies with an architectural decomposition based on the MAESTRO and ATFAA
frameworks. Chapter 5 formalizes the proposed closed-loop IAM framework,
including behavioral modeling, trust estimation, and MPC-based access control.
Chapter 6 describes the experimental environment, scenario design, agent
architecture, and data generation pipeline. Chapter 7 presents the evaluation
methodology and results. Finally, Chapter 8 summarizes the contributions and
outlines directions for future work.
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2 Agentic AI

The emergence of agentic Artificial Intelligence (AI) represents a shift from static,
inference-based systems toward autonomous, goal-directed computational entities.
Unlike traditional AI models that perform isolated predictions, agentic systems are
persistent actors that iteratively perceive, reason, and act within dynamic
environments. This redefines the role of AI from a passive analytical tool into an
active participant in complex digital ecosystems.
This chapter establishes the kind of system the rest of the thesis is concerned with. It
first defines agentic AI and its architectural components, then characterises the
structural properties—non-determinism, emergence, and temporal evolution—that
distinguish agentic systems from both static models and traditional software
workloads. It closes by sketching the security implications that motivate the more
detailed treatment in Chapter 3 and Chapter 4, and by arguing that the trajectory of
the field toward fuller autonomy and physical embodiment makes a general,
behaviour-aware security approach necessary.

2.1 What is Agentic AI

Agentic AI is positioned in the literature as a shift away from passive, task-specific AI
tools toward autonomous systems that exhibit agency—the capacity to pursue goals
through iterative perception, reasoning, and action in an environment, rather than
producing a single static prediction or response [3, 4]. Modern agentic systems are
characterised by proactive planning, contextual and often persistent memory,
sophisticated tool use, and adaptation based on environmental feedback [3].
A useful conceptual boundary, particularly for security analysis, separates agentic AI
systems from AImodels. A foundation model—typically a Large Language Model
(LLM)—may be central to an agent, but agentic behaviour depends on system-level
modules (planning, memory, retrieval, tool execution) that transform a model into an
actor operating over time [4, 5]. Intelligence is therefore not only inferential
(mapping input to output) but also operational: selecting and executing actions
under uncertainty [3, 4].
A second useful boundary is between an individual agent and agentic AI as an
architectural approach that orchestrates multiple specialised agents into coordinated
workflows [3]. This orchestration framing is important because it highlights that
agentic AI is not merely a larger model; it is a larger system whose behaviour emerges
from interactions among components such as planner, memory, tools, and
inter-agent communication [3, 4].
The integration of autonomous AI agents into enterprise infrastructure represents a
structural shift in digital interaction [6]. Organisations are moving beyond
experimental use of LLMs toward the deployment of agents capable of executing
multi-step workflows with minimal human oversight [7]. Current projections indicate
that 25% of enterprises are expected to adopt autonomous AI pilots by 2025,
increasing to 50% by 2027 [6]. As these agents interact with multiple systems and
adapt to environmental feedback, their behaviour becomes increasingly difficult to
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predict and constrain using traditional system assumptions [1, 8].
At the architectural level, agentic systems implement an iterative control
loop—observe, plan, act, update—rather than a single inference step [4, 9]. Across
surveys, the recurring core modules are (i) a planning and decomposition layer that
converts high-level objectives into action sequences, (ii) memory and retrieval
mechanisms for temporal continuity and grounding, and (iii) tool-use mechanisms
that allow interaction with external resources such as APIs, software, web content, or
embodied actuators [4, 5, 3]. The practical significance is that agentic AI can pursue
complex goals in dynamic environments by chaining actions and reacting to feedback,
which is one reason these systems are increasingly considered for high-stakes settings
[3, 9].
A related architectural trend is the rise ofworld models as internal representations
supporting planning and decision-making, by encoding either the present state or
predicted future dynamics [10]. Because agents frequently operate in environments
where exploration is costly or risky, world models enable agents to plan with foresight
rather than only reacting [10]. As these models become more capable—driven by
progress in multimodal foundation models—the action space an agent can reason over
broadens, expanding both autonomy and the scope of possible failure modes [10].

2.2 Non-determinism, Emergence, and Temporal Evolution

Three structural properties of agentic systems matter for the security argument that
follows: non-determinism, emergent behaviour, and temporal evolution. They are
introduced together here because they are coupled: each amplifies the others.
Modern agentic systems—especially neural agents—are non-deterministic at multiple
layers [3, 4]. At the model layer, stochastic generation is a defining characteristic of
the neural lineage of agentic AI [3]. At the system layer, agents exhibit stochastic
reasoning and variable tool execution outcomes [4]. At the environment layer, tool
execution variability and environment non-determinism create challenges for
reproducibility, comparability, and interpretability [4]. The practical consequence is
that two executions of the same agent against the same prompt can produce
materially different action sequences.
This multi-layer non-determinism is closely coupled with emergent behaviour,
especially in multi-agent settings. Even small groups of interacting agents can
generate a vast number of possible interaction patterns, leading to emergent
behaviours that are not explicitly programmed by system designers [11].
Evaluation-oriented surveys trace how multi-agent systems force evaluation to
include cooperation, competition, and emergent behaviour, because the system
outcome is not reducible to any single agent’s local policy [4]. Emergent coordination
patterns can therefore produce unanticipated action sequences, making it difficult to
guarantee that a system will remain within intended operational boundaries using
static rules alone [4, 12].
Unpredictability is further reinforced by temporal evolution: agentic systems do not
remain static after deployment. A systematic literature review identifies a scarcity of
architectural frameworks supporting long-term resilience and dynamic behaviour
modification in unforeseen environments [12]. The self-evolving agents survey
emphasises that many deployed agents are effectively static after deployment,
motivating new approaches that automatically enhance agent behaviour using
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interaction data and environmental feedback [5]. Unpredictability is therefore not
merely an incidental artefact of stochastic inference; it can be an intended property of
systems designed to improve continuously post-deployment [5, 12].
Together, these properties mean that a security guarantee made at deployment time
does not transfer to behaviour at runtime: the system that gets certified is not the
system that gets executed.

2.3 Trajectory Toward Full Agency and Physical AI

The trajectory of the field is toward greater autonomy and broader operational scope,
not lesser. Two trends in the recent literature make this concrete.
The first is the move toward continuously evolving systems. The self-evolving agents
survey frames evolution techniques as a way to update prompts, memory, tools,
workflows, and inter-agent communication based on feedback loops, presenting
self-evolving agents as a bridging paradigm between static foundation models and
lifelong agentic systems [5]. A systematic review of the field similarly characterises
the present period as rapidly evolving, with an emphasis on operationalising
autonomy and a noted gap in adaptability and long-term resilience [12]. The
implication is that security controls must remain effective under continual
modification, which one-shot certification cannot deliver [4, 13].
The second is the extension of agentic AI into physical and embodied domains.
Agentic systems are increasingly deployed in robotics, drones, and autonomous
vehicles, where they must perceive, decide, and act under real-world operational
constraints [14]. Embodied AI for security highlights challenges that include
hardware and computational limits, real-world robustness, ethics and privacy,
interoperability with existing systems, and cybersecurity [14]. From a security-design
perspective, embodied settings are not a separate category from cyber agents; they
share the same core problem—an autonomous actor whose trajectory must be
governed at runtime—but with higher consequences when the trajectory goes wrong
[14, 3].
Both trends point toward the same design conclusion. A security approach tied
narrowly to a specific architecture, deployment context, or threat catalogue will
struggle to transfer as agents diversify and as their action spaces expand into the
physical world. The work in this thesis is therefore framed around the most general
property these systems share: they act as actors operating on behalf of human
intentions, and the fundamental security problem is keeping their executed behaviour
aligned with that delegated intent over time.

2.4 Security Implications

The properties above have direct consequences for how agentic systems can be
secured. A major synthesis on foundation agents organises the primary classes of
risks and vulnerabilities in agentic systems—prompt injection, hallucination,
misalignment, poisoning, and privacy concerns—and frames building safe and
beneficial AI agents as a core imperative [13]. This is significant because autonomy
and tool use transform classical model-level risks (incorrect or imprecise outputs)
into system-level operational risks, where errors can directly lead to unintended
actions in real-world or enterprise environments [3, 13]. Prompt injection is one
concrete example of this shift: it can hijack behaviour through both direct user
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prompts and indirect external content such as web pages or retrieved documents,
tying security risk directly to integration patterns rather than to the model alone [13,
4].
The combined effect of stochastic reasoning, emergent multi-agent behaviour, and
continuous post-deployment evolution is that traditional, point-in-time security
mechanisms cannot fully constrain agentic systems. Static performance metrics and
one-shot certification are insufficient; assurance must be statistical, behavioural, and
ongoing rather than purely deterministic and pre-deployment [4, 13]. A general
security strategy must control interfaces—inputs, tool channels, memory
updates—rather than only the core model [13, 4]. And because the field spans
architectures from symbolic to neural, from cyber to embodied, security solutions
need to be architecture-agnostic at the systems level rather than tied to a specific
implementation lineage [3, 14].
In the framing of this thesis, securing agentic AI is therefore less like model
hardening and more like securing an evolving autonomous software system, where
generality and scale come from controlling interfaces, monitoring behaviours over
time, and supporting architectural diversity [3, 13, 5, 4, 14]. The detailed treatment of
specific threats, attack surfaces, and trust boundaries is deferred to Chapter 4; this
chapter has only argued that such a treatment is needed.

2.5 Summary

Agentic AI systems differ from traditional software entities in three structural ways:
they are non-deterministic at multiple layers, they exhibit emergent behaviour in
multi-agent settings, and they evolve through interaction over time. The trajectory of
the field is toward greater autonomy and into physical domains, which makes a
narrow, architecture-specific security solution unlikely to transfer. These systems are
not passive subjects requesting access to resources; they are active decision-makers
that act on behalf of human intentions, and their identity must be understood in
terms of behaviour, intent, and execution context rather than static credentials.
This shift challenges the foundational assumptions of classical Identity and Access
Management, which were designed for deterministic users and machine workloads
with predictable behaviour. The next chapter examines whether existing IAM
frameworks can govern this new class of subject, and motivates the shift toward
behaviour-driven, control-theoretic access control that this thesis develops.
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3 Identity and Access Management

The maturation of classical Identity and Access Management (IAM) has been driven
by four converging forces: increasing technological complexity, rapid identity scale
expansion, evolving threat sophistication, and growing regulatory pressure. As digital
systems progressed from local enterprise networks to cloud-native and distributed
architectures, the number and diversity of identities expanded dramatically.
Simultaneously, attacks evolved from simple credential theft to complex lateral
movement and API abuse, while regulatory frameworks demanded stronger
governance and auditability. Together, these forces shaped the foundational structure
of modern IAM.
This chapter argues that the existing IAM toolset cannot govern the kind of system
Chapter 2 described. The argument has three steps. First, the identity object IAM is
built around has changed from human to machine to agent, and existing identity
protocols implicitly assume properties agents lack. Second, the access-control models
built on those protocols—from role-based to attribute-based, context-aware, and
risk-based—have made progress in adaptivity but still treat risk as a point-in-time
quantity rather than a property of behaviour over time. Third, the alternative this
thesis proposes is a behavioural, control-theoretic formulation, motivated by
analogous problems in other domains where decisions must be made under
uncertainty over time.

3.1 Classical Identity Management: From IAM to MIM

3.1.1 Human-Centric IAM

In the early stages of digital systems, the primary objective was the verification of
human personnel interacting with government or enterprise information systems
over local networks [15]. Access was typically granted based on a one-time validation
of credentials such as a username and password, assuming that once an entity was
authenticated it could be trusted throughout the session [16]. As organisational
complexity increased, static permissions assigned to individuals became
unmanageable, leading to the development of structured access control models.
Role-Based Access Control (RBAC), formalised and promoted by the National
Institute of Standards and Technology (NIST) in the 1990s, simplified administration
by bundling permissions into roles aligned with job functions [17]. This effectively
operationalised the principle of least privilege for human workforces but faced
limitations as software became more dynamic.

3.1.2 Machine Identity Management (MIM)

The rise of cloud-native architectures and microservices shifted the focus from
human identities to non-human identities (NHIs), which represent applications,
service accounts, IoT devices, and automated scripts that operate without direct
human intervention [18]. NHIs now outnumber human identities by a factor of 50 to
1, yet they are frequently managed with significantly less rigour than human accounts
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[19]. Unlike human subjects, machine identities rely on cryptographic credentials
such as Certificate Authority–issued certificates, API keys, and mutual TLS tokens
[19]. The management of these identities, known as Machine Identity Management
(MIM), focuses on the lifecycle of discovery, classification, issuance, and rotation of
credentials [19]. A recurring research gap concerns shadow and orphaned
credentials—machine identities created outside formal IAM governance, or accounts
that retain high-level permissions long after their primary workload has been
decommissioned [19]. The industry response to these challenges is reflected in NIST
SP 800-63 Revision 4, which introduces a risk-based Digital Identity Risk
Management framework that moves away from checklist-based compliance toward
continuous evaluation, defining Identity, Authenticator, and Federation Assurance
Levels and emphasising phishing-resistant MFA and verifiable credentials as a Zero
Trust prerequisite [20, 21].

3.1.3 Agent-Aware Identity Paradigm

Securing the agentic web requires recognising autonomous agents as a distinct
identity class requiring full lifecycle governance and dynamic authentication [8].
Traditional IAM protocols such as OAuth 2.1 and OpenID Connect were designed for
deterministic clients operating under explicit user delegation [22]. This assumption
collapses in agentic environments, where multi-agent systems share credentials,
invoke downstream services autonomously, and alter execution paths dynamically
[22].
A central challenge is the attribution gap. In many deployments, agents operate
indistinguishably from human users, making it difficult to trace which entity initiated
a specific action and under what reasoning context [2]. Standard OAuth tokens
cannot express lineage—identifying which agent invoked another and why—limiting
forensic traceability and accountability [22]. To address this limitation, advanced
identity protocols such as Agentic JWT (A-JWT) introduce cryptographic binding
between agent identity, user intent, and workflow state, assigning each agent a
unique checksum-derived identity and supporting chained delegation and
proof-of-possession mechanisms to prevent unauthorised lateral movement and
replay attacks [22]. These developments reflect a broader shift toward agent-aware
IAM, where identity must encode intent, lineage, and execution context rather than
merely authenticate a static principal.

3.2 Access Control Models

The main focus of this study is the conceptual foundations of identity and access
control, rather than governance frameworks or protocol specifications. NIST
provides the most formalised and widely cited definitions of RBAC and ABAC and is
therefore used as the primary reference for authorisation logic.
A clear distinction is made between authentication, authorisation, and access control.
Authentication verifies the identity of a subject; authorisation determines whether an
authenticated subject may perform a particular action on a particular resource; and
access control is the mechanism that enforces those authorisation policies in practice
[23]. An access control model can be described in terms of five elements—subjects,
actions, objects, privileges, and policies—and approaches are typically categorised by
decision-making behaviour as either static or dynamic [23].
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3.2.1 Static Access Control

Static access control models—DAC, MAC, RBAC, ABAC, and PBAC—use
predetermined policies that yield the same decision in different circumstances. RBAC
bundles permissions into job-function roles [17]; its limitations, particularly the
role-explosion phenomenon, motivated the move toward Attribute-Based Access
Control (ABAC) in the 2010s, which evaluates attributes such as user department,
resource sensitivity, and location at the time of access [24]. Policy-Based Access
Control (PBAC) generalises this further by evaluating requests against
organisation-defined policies through a policy decision component [25]. Mandatory
and Discretionary Access Control (MAC and DAC) round out the classical family:
MAC categorises objects by sensitivity level and enforces access through clearance
labels, while DAC delegates access decisions to object owners [23].
These models have served their original deployment contexts well, but they share a
structural limitation: their static and rigid policies cannot handle unpredicted
situations and cannot adapt to dynamic, distributed environments such as IoT and
cloud computing, which require contextual flexibility [23]. To address this limitation,
dynamic access-control methods incorporate not only static policies but also dynamic
and real-time features—context, trust, and security risk—into access decisions [23].

Table 3.2.1: Traditional Access Control Models

Model Description

DAC (Discretionary Ac-
cess Control)

Access is based on the identity and authoriza-
tion of the subject, where the owner of an ob-
ject has the discretion to grant or revoke access
permissions to other users.

MAC (Mandatory Access
Control)

Access is determined by security labels as-
signed to subjects and objects. Objects are
categorized according to sensitivity levels, and
subjects are granted access based on their
clearance level.

RBAC (Role-Based Access
Control)

Access is based on user roles within an orga-
nization. Roles are assigned permissions ac-
cording to job functions and responsibilities.

ABAC (Attribute-Based
Access Control)

Access is determined by attributes related to
the user, resource, and environment, which
can be evaluated at the time of access.

PBAC (Policy-Based Ac-
cess Control)

Access decisions are determined by evaluating
a set of security policies defined by the orga-
nization. These policies specify the conditions
under which a subject is allowed to access a re-
source.
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3.2.2 Dynamic, Context-Aware, and Risk-Based Access Control

Dynamic access-control models consider not only access policies but also dynamic
and contextual features collected at the time of the access request. This provides
flexibility and allows decisions to adjust to varying circumstances [23]. The
improvement over static models is significant, but dynamic models introduce their
own limitations: they are more complex to design and implement, the relevant
contextual attributes vary across domains, weight assignment is subjective, and
processing dynamic context introduces computational overhead [23].
Context-Aware Access Control (CAAC) is one of the principal approaches for
implementing dynamic access control. The notion of context awareness originates in
ubiquitous computing, where context is defined as any information that can be used
to characterise the situation of a person, place, or object relevant to an interaction
[25]. CAAC extends RBAC and ABAC by enabling access decisions to adapt to
changing contextual conditions through a four-stage lifecycle—context acquisition,
modelling, reasoning, and dissemination—and has been applied across cloud,
enterprise, healthcare, and IoT domains [25]. From an access-control perspective,
context can be classified into user-centric, resource-centric, and environment-centric
categories [25]. Higher-level access-control contexts can be inferred from lower-level
contexts, which is particularly relevant for handling uncertainty and probabilistic
scenarios when estimating risk [25]. This work adopts these well-established
context-classification and lifecycle concepts as a starting point for the agentic-AI
setting.
Risk-based access control extends conventional access control by evaluating the risk
associated with each request rather than relying solely on fixed rules. Risk is defined
as a measure of the extent to which an entity is threatened by a potential event, based
on the likelihood and impact of that event, and the request is permitted only when the
estimated risk remains below an acceptable threshold [23]. Risk-based models can
incorporate contextual, environmental, situational, mission-related, and trust-related
factors, and may include risk-mitigation mechanisms such as additional obligations
or controls applied before or after access is granted [23, 25].
Trust enters this picture as a complementary factor. Trust represents the level of
confidence a resource controller has that a subject will not misuse the accessed
resource [25]. In trust-based CAAC, evidence may be derived from behavioural
history, reputation, or security indicators; multidimensional trust models compute
trust using mechanisms such as fuzzy logic and classify entities into multiple trust
levels [25]. Quantified and adaptive variants such as QRACC map decisions onto
multiple risk bands, each associated with a different mitigation action such as
increased auditing or sandboxing, and architect the system around explicit Trust
Estimation, Risk Estimation, Adjustment, and Risk-Aware Access Control modules
[25]. The argument that emerges is that access decisions should result from a
balanced assessment of both risk and trustworthiness rather than from static
authorisation rules alone [25].
This thesis adopts that argument as its starting point. Static models such as RBAC
and ABAC are not adequate for agentic systems, and the appropriate direction is
risk-aware and trust-aware access control. The remainder of this chapter examines
what behavioural grounding is needed to make risk and trust meaningful in this
setting, and how analogous problems have been solved in other domains.
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3.2.3 Risk Estimation in Risk-Based Access Control

Mathematically, the most common formulation expresses risk as the likelihood of an
incident occurring multiplied by its impact [23]. The risk-estimation stage is the
central component of any risk-based access-control model: it analyses access
requests, gathers the relevant risk factors, and estimates the security risk value that is
then compared against access policies to determine the access decision [23].
Determining the appropriate technique for this stage is non-trivial because the choice
depends heavily on the deployment context and on the availability of data describing
risk likelihood and impact [23]. A systematic literature review of 44 risk-based
access-control studies reports that mathematical-equation approaches are often
dependent on domain-specific variables and difficult to generalise; fuzzy-logic
systems suffer from subjectivity and require domain experts to define variables and
rules; risk-assessment techniques identify and prioritise risks but do not directly
produce numeric values; and machine-learning and game-theoretic approaches
remain under-explored, mainly due to the lack of suitable datasets [23]. The same
review concludes that the availability of datasets describing risk likelihood and
impact is one of the key challenges in implementing effective risk-based
access-control models, encouraging researchers to build and share such datasets to
introduce learning capability into existing approaches [23].

3.3 Zero Trust and Runtime Governance

Traditional perimeter-based security architectures rely on a trusted internal network
protected by mechanisms such as Demilitarised Zones and firewalls, but this model
becomes vulnerable once an attacker gains internal access [25]. The increasing
complexity of modern enterprise environments—driven by cloud computing, BYOD,
IoT, edge computing, and remote work—has weakened perimeter-based security and
led to more distributed and dynamic architectures [25]. Zero Trust (ZT) emerged as a
response: internal and external networks are treated as equally untrusted, every
access is validated on a per-session basis, and policy enforcement is dynamic, taking
device, user, behavioural, and environmental attributes into account [25]. NIST
defines a Zero Trust architecture around five principles: all data and services are
resources, access is granted per session and may be reviewed during the session,
decisions are determined by dynamic policy on the observable state of the requester,
decisions are evaluated by a trust algorithm that may consider history (singular
versus contextual), and the enterprise continuously monitors asset and environment
state [26]. Architecturally, ZT is built around a Policy Engine that decides, a Policy
Administrator that establishes or terminates communication, and a Policy
Enforcement Point that enforces the decision [26, 25].
In response to AI-specific risks, governance frameworks tailored to agentic systems
have been built on top of these principles. The NIST AI Risk Management
Framework emphasises AI systems that are valid, reliable, safe, secure, and resilient
[27]. The AWS Agentic AI Security Scoping Matrix classifies deployments by levels of
connectivity and autonomy, recommending progressively stronger controls as agents
approach full autonomy [28]. The Agentic Trust Framework (ATF) operationalises
Zero Trust for AI agents by requiring globally unique agent identities, behavioural
monitoring, data governance controls, segmentation, and auditable human override
[29].
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Practical runtime-governance frameworks complement these governance documents.
The MI9 framework shifts assurance from pre-deployment validation to live,
in-session oversight through behavioural telemetry, continuous authentication, drift
detection, and graduated containment [30]. Programmable privilege control systems
such as Progent demonstrate the feasibility of deterministic, fine-grained
enforcement at the tool-call level, intercepting runtime tool invocations and applying
argument-level constraints to provide symbolic guarantees independent of
probabilistic LLM reasoning [31].
These frameworks are closer to what agentic IAM needs than classical access control,
but they remain largely reactive and rule-based. None of them provides a formal
framework for modelling behavioural evolution and proactively regulating agent
actions over time. The continuous-evaluation machinery is in place; what is missing
is a principled way to turn observed behaviour into a forward-looking policy signal.

3.4 Limitations of Existing Models

The limitations of risk- and trust-based access control models stem primarily from
their complexity and the difficulty of accurately modelling dynamic human and
environmental factors [32]. While these models offer more flexibility than static
policies, they face significant hurdles in implementation and consistency [33]. The
four limitations identified below define the gap that the methodology in Chapter 5 is
built to address. They are organised so that each maps to one design choice in the
proposed framework: behavioural grounding (the CVAE+LSTM detector), temporal
reasoning (the POMDP trust filter), dynamic risk assessment (the closed-loop
integration), and quantification (the calibrated risk signal).

3.4.1 Lack of Behavioural Grounding

A major limitation of risk- and trust-based models is that they often rely on
credentials that do not strictly bind a user to their actual behaviour [34]. Credentials
verify identity at a point in time but convey no information about the bearer’s
behaviour between issuance and use [34]. Many models are context-insensitive,
ignoring the activity patterns and intent needed to detect insider threats or account
takeovers [32]. Static policies built by security analysts are unable to resolve
unidentified threats in real time because they can only address problems that were
recognised before the policy was written [23].
Several studies argue that behaviour is needed to reduce misuse by authorised users
but stop short of specifying validated behavioural models. The adaptive IoT model in
[35] explicitly frames this gap: once access is granted, traditional approaches have
limited ability to prevent misuse by an authorised subject; the proposed mitigation is
to observe behaviour and adjust permissions, but the behavioural model itself is not
formally defined at the policy level [35]. The trust-score model in [32] formalises user
behaviour as a factor within a trust score, but behaviour remains a component score
derived from operational sub-metrics rather than an explicit behavioural process
model [32].
The consequence of weakly grounded behaviour—credential proxies, coarse history,
undefined abnormality—is that the access decision becomes brittle: the policy engine
cannot robustly distinguish between (i) benign novelty and malicious novelty, (ii)
authorised-but-misusing insiders and authorised legitimate users, or (iii) transient
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anomalies and persistent compromise. If the underlying behavioural classifier is
weak or poorly grounded, both false positives and false negatives increase. Behaviour
monitoring is therefore not only essential for dynamic authorisation; the
characteristics of the behavioural model materially affect the resulting decisions.

3.4.2 Weak Temporal Reasoning

Many access-control systems perform authentication only at the initial point of
access, lacking continuous validation throughout a session [32]. Even in dynamic
models, time tends to be treated quasi-statically: as a context attribute at decision
time, as a session boundary for repeated checks, or as a coarse history scalar [36].
While Zero Trust principles advocate for always verify, many practical
implementations fail to reflect rapidly changing threats or behaviour in real time
[32]. With the emergence of agents that have long-context memory and attack vectors
such as indirect prompt injection, this problem becomes directly relevant in the
agentic-AI setting [34].
When the temporal model is limited to per-session rechecks and pointwise
thresholds, the policy engine struggles to detect risk that emerges from action
ordering, repetition, and timing patterns. The success of any such system depends on
both detection precision and detection timing; time is not a background variable but
is coupled to detection performance [37]. Systems that do not model timing and
sequences explicitly risk policy lag: by the time a per-session check triggers, the
threat may have already progressed.

3.4.3 Dynamic Risk Assessment Limitations

Dynamic risk assessment is frequently hindered by computational complexity and
resource burdens, especially in constrained environments such as IoT [36]. In
collaborative settings such as Bring Your Own Device, models can become
unqualified for new shared scenarios because they lack the specific contextual
experience needed for accurate decisions [37]. If the underlying data is heavily
biased—for instance, if the majority of historical decisions were positive—automated
models tend to predict positive outcomes and fail to detect subtle abnormalities [37].
Scalability and computational cost are first-class concerns in data-intensive, highly
dynamic environments: AI-, fuzzy-, and neuro-fuzzy–based approaches provide
accuracy and adaptability but face resource demands and scalability challenges [38].

3.4.4 Limitations in Quantifying Risks

Quantifying risk is inherently difficult because there is no global agreement on the
meaning of trust or trustworthiness [37]. Four quantitative challenges recur across
the literature. First, subjectivity: it is often impossible to define precise semantics for
the numbers used [37]. Second, weight assignment: there is significant subjectivity in
assigning weights to contextual features, and poorly chosen weights produce
inaccurate risk scores [23]. Third, data scarcity: the lack of comprehensive datasets
describing risk likelihood and impact prevents many models from generating precise
numeric risk values [23]. Fourth, incomplete information: when the risk-estimation
process is based on imprecise or incomplete information, identifying the true value of
the protected information becomes difficult [23].
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3.5 Behavioural Grounding from Adjacent Domains

The pattern of behavioural modelling, anomaly and risk scoring, and trust
aggregation is not specific to access control. It recurs in domains that share three
structural properties: (i) high-volume event streams, (ii) evolving context, and (iii)
asymmetric costs of mistakes (false accept versus false reject) [38, 39, 37]. These are
the core characteristics of agentic systems, and the same properties are present in
financial markets, IoT, and IoV—domains in which the modelling and
decision-making patterns this thesis adopts have been independently developed. The
cross-domain analogies are therefore used here to motivate the chosen design rather
than to claim novelty for the framing itself.
In finance-oriented transaction environments, security events occur asynchronously
during transaction execution and carry direct financial loss implications. A formal
model for transaction processing under threat emphasises that intrusion detection is
central, that false positives and false negatives shape risk outcomes and
decision-making, and that risk mitigation can be framed through sequential decision
strategies in which observations are partially informative and decisions must balance
security and operational utility [37]. Although the model is presented for financial
transaction control, it is explicitly motivated as applicable to other domains in which
human error, malfunction, or external intervention events introduce
uncertainty—precisely the conditions that motivate behavioural trust updates [37].
In IoT systems, the recurring characteristics are openness, heterogeneity, and
sensitivity to deployment circumstances. Static access control does not match
dynamic requirements, and risk-based access control therefore emphasises real-time
contextual inputs and continuous behavioural monitoring as adaptive features [40,
41]. A survey of fourteen IoT risk-based access-control models reports that
AI-enhanced methods achieve precise risk estimation and adaptivity but frequently
introduce resource demands and scalability concerns, while resource-efficient
designs may trade off security effectiveness or adaptability [38]—a
deployment-versus-capability trade-off that recurs in agentic settings.
In IoV and connected-vehicle settings, two complementary characteristics emerge.
Connected-car ecosystems collect personal data through in-vehicle technologies and
companion applications, creating empirically measurable privacy and cybersecurity
concerns at population scale [37]. The IoT risk-based access-control survey describes
the use of AI-based approaches for risk prediction and real-time assessment in
vehicular networks, highlighting that IoV inherits IoT’s dynamism but adds mobility
and safety-critical interactions [38].
Closer to the technical mechanism this thesis uses, several systems explicitly couple
anomaly detection to enforcement. Behavioural analytics is described as detecting
anomalies relative to established baselines, with anomalies treated as triggers for
security response and access-control optimisation [42]. A dynamic access-control
design uses activity-log and context analysis to identify anomalies such as irregular
login times or unfamiliar devices, producing risk scores that drive permission
adjustments [43]. A log-based formulation in [44] is particularly explicit: rather than
requiring binary anomalous-versus-normal labels, the stated requirement is a scoring
function that describes how risky a user access could be, positioning anomaly
detection outputs as a continuous risk measure [44]. Stacked LSTM layers are trained
to predict the next event identifier from previous events, with the learning objective
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explicitly tied to capturing user behaviour patterns over time [44].
Continuous-authentication research applies similar deep-learning
classifiers—including multilayer perceptrons and convolutional LSTM
architectures—to behavioural-biometric signals such as typing dynamics, while
noting practical drawbacks such as complexity and resource intensity in constrained
environments [45].
A particularly relevant trust formalisation appears in mobile-device communication
under Zero Trust [39]. A dynamic trust evaluation model combines static attributes
with historical interaction data, defines trust computation using direct and indirect
trust, and introduces a time-decay factor alongside a sliding-window strategy for
dynamic threshold updates [39]. This is a concrete mechanism for making “trust is
history” precise in an implementable way: recent events matter more, and thresholds
adapt as behaviour shifts [39]. The cloud authorisation model of [36] similarly
introduces a user behaviour risk value and a user trust degree, and explicitly maps
trust levels to permissions—turning trust into a control variable that mediates
authorisation [36].
A final caveat: risk depends not only on detection but on detection error
characteristics. False positives and false negatives materially affect security risks and
countermeasure decisions during transaction processing under threat [37]. Any
risk-from-anomaly pipeline must therefore consider error trade-offs explicitly,
because trust updates and access restrictions are sensitive to these errors over time
[37].
The cumulative implication of these adjacent-domain patterns is that the right design
for agentic IAM is not a new framework invented from scratch, but a synthesis:
behavioural modelling as a sequence model, risk as a continuous calibrated signal
derived from the model, trust as a temporally-filtered aggregate of risk evidence, and
access decisions as control outputs informed by both. This is the synthesis Chapter 5
formalises.

3.6 Toward a Control-Theoretic IAM

The limitations identified above suggest that IAM for agentic systems cannot be
addressed adequately through static policies or purely reactive enforcement. A
framework is needed that reasons about behaviour as it evolves over time, under
uncertainty, and in interaction with complex environments. This motivates a shift
toward a control-theoretic perspective on IAM.
At the conceptual level, agentic systems can be interpreted as dynamic systems whose
internal state—goals, memory, intermediate reasoning—evolves in response to inputs
and environmental feedback. Access-control decisions are no longer discrete
authorisation events, but continuous control inputs that shape the trajectory of agent
behaviour. The objective of IAM becomes analogous to regulating a system: keeping
the agent within acceptable safety, security, and policy constraints while preserving
functional performance.
This perspective enables a natural mapping. Observed agent behaviour acts as the
system state; access privileges and constraints act as control inputs that shape future
actions; risk and trust metrics act as state-dependent costs guiding the system toward
desirable operating regions; and monitoring telemetry provides the feedback that
updates state estimates under uncertainty. The advantages of this formulation are its
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explicit handling of non-determinism and temporal dependencies—properties
intrinsic to agentic AI—and its ability to incorporate constraints such as safety
boundaries, policy requirements, and resource limits directly into the decision
process. Rather than enforcing constraints after an action is taken, the system
optimises control inputs so that future behaviour remains within acceptable bounds,
shifting IAM from a reactive enforcement paradigm to a predictive and preventive
one.
Building on these principles, a behaviour-aware IAM architecture can integrate
continuous monitoring, probabilistic state estimation, and optimal control. Models of
agent behaviour learned from interaction data estimate current state and predict
future trajectories; control mechanisms then adjust access privileges dynamically,
minimising risk while preserving operational utility. This is the framework the next
chapter formalises after Chapter 4 establishes the specific threats it must address.

3.7 Research Gap and Motivation

The preceding analysis identifies a coherent gap. Classical access-control models rely
on static identities and predefined policies. Dynamic and context-aware approaches
introduce adaptability but remain dependent on instantaneous decision logic.
Risk-based access control extends the paradigm by incorporating contextual risk
signals, but largely treats risk as a point-in-time estimate rather than a temporally
evolving property. Recent runtime-governance frameworks emphasise continuous
monitoring and enforcement, yet remain predominantly reactive: they respond to
observed deviations rather than anticipating them.
Collectively, these approaches lack a unified framework for modelling and regulating
the evolution of agent behaviour over time. There is no formal mechanism to (i)
represent behavioural trajectories, (ii) predict future states under uncertainty, and
(iii) systematically adjust access decisions to guide behaviour toward desired
operational constraints. This gap is critical in agentic environments, where autonomy,
non-determinism, and long-horizon decision-making introduce dynamics that cannot
be managed effectively through static policies or rule-based adaptations alone.
This work addresses the gap by proposing a behaviour-driven, control-theoretic
framework for IAM in agentic systems. The central premise is that agent behaviour
can be modelled as a stochastic, evolving process, enabling probabilistic models to
estimate system state and predict future behaviour. Building on this representation,
access control is reformulated as an optimal control problem: permissions and
constraints are dynamically adjusted to minimise risk while maintaining functional
performance. This approach enables proactive governance by incorporating
prediction, feedback, and constraint-aware optimisation into the decision-making
process. By integrating behavioural modelling with control-theoretic principles, the
proposed framework shifts IAM from a static, reactive paradigm toward a predictive,
adaptive, and continuously regulated system. The next chapter formalises the specific
threats this framework must address; Chapter 5 specifies the framework itself.
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4 Threat Model

As organisations move beyond Large Language Model (LLM) experimentation toward
the deployment of agentic systems—entities capable of reasoning, recursive planning,
and executing complex workflows with minimal human oversight—the structural
assumptions of legacy Identity and Access Management (IAM) have become
inadequate. Traditional IAM protocols such as OAuth 2.1 and OpenID Connect were
architected on the premise of deterministic clients acting under explicit, well-defined
user delegation. This premise collapses when confronted with the stochastic nature of
agentic reasoning, where an autonomous entity can independently spawn sub-agents,
revise its own objectives, and chain together tool invocations in ways that neither the
developer nor the human user could have fully anticipated.
Agentic AI represents the next, most volatile evolution of the non-human identity
class. Unlike static software workloads, AI agents possess agency, autonomy, and
persistent memory. They do not merely execute deterministic scripts; they use
probabilistic reasoning to decompose high-level goals into sub-tasks, interacting with
external environments through a Model Context Protocol (MCP) or specialised API
tool sets, and with other agents through inter-agent (A2A) protocols.
The fundamental challenge in securing autonomous non-human identities lies in the
attribution gap and the intent–execution separation problem. Traditional protocols
assume that the client application is a faithful representative of the user’s intent. In
an agentic system, the LLM-based orchestrator sits between the user’s command and
the final execution. If an adversary manipulates the agent’s reasoning path through
prompt injection or memory poisoning, the agent may execute actions that are
technically authorised by the client’s credentials but represent a complete subversion
of the user’s original intent.
This chapter proceeds in three steps. Section 4.1 characterises the agentic threat
landscape qualitatively. Sections 4.2 and 4.3 review traditional and agentic-specific
threat-modelling frameworks, identifying the elements this thesis adopts. Section 4.4
introduces the proposed threat model, which synthesises elements of MAESTRO and
ATFAA with a control-oriented severity-scoring requirement that the methodology in
Chapter 5 fulfils.

4.1 Agentic Threat Landscape

The threat landscape for autonomous AI agents extends beyond transient
prompt-level vulnerabilities into persistent, architectural exploit vectors [46]. As
agents incorporate reasoning engines, external tools, and long-term memory,
attackers increasingly target these structural elements rather than isolated model
outputs. The attack surface spans the orchestrator (reasoning layer), the tool
interface (execution layer), and the memory subsystem (persistence layer) [46].
Beyond industry taxonomies, academic research has proposed structured
threat-modelling frameworks such as the Advanced Threat Framework for
Autonomous AI Agents (ATFAA), which categorises risks across cognitive
architecture vulnerabilities, temporal persistence threats, operational execution
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manipulation, trust boundary violations, and governance circumvention [2]. ATFAA
emphasises that threats such as reasoning-path hijacking, objective-function drift,
and oversight saturation are not isolated events but systemic weaknesses emerging
from autonomy and persistent state. Complementing this, the MAESTRO framework
provides a layered architectural perspective for analysing vulnerabilities across the
full AI stack, spanning foundation models, data operations, agent frameworks,
infrastructure, observability, security controls, and the broader agent ecosystem [47].
Unlike traditional threat-modelling approaches, MAESTRO accounts explicitly for
emergent behaviours arising from multi-agent interaction and stochastic reasoning,
reinforcing the view that agentic threats are architectural rather than purely
application-level [47].
The release of the OWASP Top 10 for Agentic Applications in December 2025
provides the first standardised taxonomy for autonomous AI security risks [48].
These risks reflect a shift from perimeter-based vulnerabilities toward logic-layer
manipulation and identity exploitation. Among them, memory poisoning and
cascading failures present the most recurrent architectural risks: they persist across
sessions, exploit autonomy and memory, and cannot be addressed by static IAM.
Memory poisoning is one of the most insidious threat classes. Through indirect
prompt injection, attackers implant malicious directives into an agent’s long-term
context, allowing compromises to remain dormant before activation [49]. The MINJA
(Memory Injection Attack) lifecycle demonstrates how subtle injection, dormant
storage, and later semantic triggering can produce delayed, high-impact compromise
[49]. Similar research has shown that persistent prompt injection can corrupt session
summaries, embedding malicious instructions that survive across future interactions
[50]. Securing an agent’s memory therefore requires cognitive security—treating an
agent’s recollections with the same scepticism applied to untrusted user input [49].
In multi-agent environments, stochastic reasoning chains amplify risk propagation. A
compromised agent can influence downstream agents, enabling cascading failures
that spread at machine speed; in simulated environments, a single compromised
agent has been shown to poison 87% of downstream decision-making within four
hours [46]. This phenomenon is compounded by stochastic sampling in LLMs, where
a malicious prompt may succeed on one execution and fail on the next, making
deterministic filtering extremely difficult [51]. The gradient of subtlety in modern
injections—including invisible Unicode direction overrides—allows payloads to
bypass heuristic filters while still succeeding in manipulating the model’s
instruction-following behaviour. The resulting threat landscape is persistent,
adaptive, and architectural in nature.

4.2 Traditional Threat-Modelling Frameworks

Securing digital systems requires a systematic process to identify, enumerate, and
prioritise threats. Traditional threat-modelling methodologies, developed over the
last three decades, provided a robust framework for assessing vulnerabilities in
software and networks. They were architected before the emergence of stochastic
reasoning engines, however, and are primarily centred on static applications and
fixed trust assumptions.
A common structural limitation across these methodologies is that they are designed
for systems with relatively stable components, trust boundaries, and
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principals—typically modelled through Data Flow Diagrams (DFDs), process flows, or
organisational workshops. Tool-integrated LLM agents operate on untrusted
natural-language inputs and may be manipulated, for example through prompt
injection, into performing actions that exploit the agent’s ambient authority and
delegated access [52]. This mismatch is particularly pronounced for IAM in agentic
AI, where agent identity is dynamic and characterised by a complex lifecycle involving
creation, delegation, rotation, revocation, provenance, and audit. Delegation
semantics—who is acting on whose behalf, with what scope, for how long, and under
what constraints—are central to preventing confused-deputy behaviour and privilege
escalation [53]. The six methodologies summarised below are each established within
their original domain; each is described briefly, and the consolidated limitations for
agentic systems are discussed at the end of the section.

4.2.1 STRIDE

STRIDE, developed by Loren Kohnfelder and Praerit Garg at Microsoft in 1999, is the
most mature and widely adopted threat-modelling framework. It is an acronym for
six threat categories—Spoofing, Tampering, Repudiation, Information disclosure,
Denial of service, and Elevation of privilege—each corresponding to a core
information-security principle [54]. The process involves building DFDs to identify
entities, processes, data stores, and trust boundaries [54]. STRIDE’s primary focus is
on design and architecture, which can miss runtime-emergent threats; threat counts
grow rapidly with system complexity, leading to a moderately high false-negative rate
[54, 55].

4.2.2 PASTA

The Process for Attack Simulation and Threat Analysis (PASTA), introduced in 2012,
is a risk-centric, seven-stage iterative process aligning risk modelling with business
objectives [54]. The stages are: define objectives, define technical scope, application
decomposition, threat analysis, vulnerability and weakness analysis, attack
modelling, and risk and impact analysis [54]. PASTA is comprehensive and
business-centric, integrating governance into security discussions from the outset,
but is described as labour-intensive and difficult to scale in fast-paced development
environments. While more realistic than STRIDE, it operates within relatively fixed
system boundaries that may not be applicable to evolving agentic behaviour [55].

4.2.3 LINDDUN

LINDDUN, developed at KU Leuven, extends traditional security modelling to focus
explicitly on privacy. The acronym stands for Linkability, Identifiability,
Non-repudiation, Detectability, Disclosure of Information, Unawareness, and
Non-compliance [56]. It is widely recognised for its extensive privacy knowledge base
and is well positioned to examine privacy-relevant attack surfaces in agentic AI such
as prompts, tool outputs, retrieval contexts, logs, and memory [55]. However,
LINDDUN is intentionally bounded to privacy concerns, whereas agentic-AI security
incidents frequently span privacy, integrity, and authorisation simultaneously [57].
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4.2.4 VAST

VAST is a scalable, automatable threat-modelling methodology suited to agile
development environments. It supports the SDLC through two complementary
perspectives: an operational threat model, which applies an attacker-oriented DFD
view to infrastructure, and an application threat model, which uses process-flow
mapping to capture developer-facing functionality and communication [58]. This
separation is advantageous in agentic-AI programmes, where architectures span
application logic, orchestration layers, and operational toolchains [58].

4.2.5 OCTAVE

OCTAVE is an organisationally grounded risk-assessment methodology defining
self-directed activities for identifying and managing information-security risks. It
concentrates on mission-critical assets, associated threats and vulnerabilities, and
protection strategies aligned with organisational risk tolerances [59]. Its principal
strength is governance: it ensures that threats are analysed within their broader
organisational context, including people, technology, processes, and facilities [59].
These characteristics remain relevant for agentic-AI deployments, where risk is
inherently socio-technical and extends beyond software components [58].

4.2.6 Trike

Trike is a risk-management-oriented security-auditing framework that applies threat
modelling to generate reliable and repeatable results. It explicitly separates a
requirements model—comprising actors, assets, intended actions, and an
actor–asset–action matrix—from an implementation model that includes DFDs and
use flows, with the objective of supporting partial automation and ensuring
consistent communication across stakeholders [60]. The actor–asset–action
representation is conceptually well aligned with agentic AI, since such systems
require a clear specification of what actions an agent is expected to perform and
which assets those actions may affect [60].

4.2.7 Common Limitations for Agentic Systems

These six methodologies share a structural blind spot that is particularly
consequential for agentic AI. Their underlying representations—DFDs, process flows,
actor–asset–action matrices, and organisational workshops—are designed for
systems whose principals are deterministic and whose trust boundaries are stable.
They under-represent the core agent loop (reasoning, tool selection, action, memory
update) and the fact that, in tool-integrated LLM applications, natural-language
inputs can function as control data [55]. This is precisely the condition exploited by
direct and indirect prompt injection.
From an IAM perspective, these methodologies’ categories of spoofing and elevation
of privilege remain useful but are too coarse to capture agentic security challenges,
where the dominant hazards arise from delegation and ambient authority rather than
simple endpoint impersonation. The confused-deputy pattern—in which a
component possessing its own authority is induced to misuse that authority on behalf
of another party—is a classic access-control failure mode that becomes especially
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prevalent when an agent holds broad API tokens and is prompted to invoke tools [61].
The standard workflows of these frameworks do not natively encode formal acts-for
or on-behalf-of relationships, delegation scope, or multi-principal policy
composition, despite the fact that these are well-established foundations in
distributed access-control logics [62]. In practice, this creates gaps in modelling: (a)
credential-lifecycle management, including issuance, rotation, revocation, and
binding; (b) multi-agent authorisation, including agent-to-agent calls and chained
tool execution; and (c) identity provenance, namely how a given agent identity is
established and verified across sessions and tool boundaries [63, 64, 57]. A further
empirical observation is that strong procedural guidance can constrain analyst
creativity: in evaluation settings, participants often fail to identify threats that fall
outside the provided catalogue [65], which becomes a structural concern in agentic AI
where attack techniques and IAM abuse patterns evolve rapidly.
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Table 4.2.1: Comparison of Traditional Threat Modeling Methods in the Context of Agentic AI

Methodology Scope AI-agent-specific gaps IAM-specific gaps for agentic AI

STRIDE Software- and
system-centric
security analysis
(DFD-based)

Limited treatment of
instruction channels,
memory, and
tool-mediated autonomy;
weak coverage of indirect
prompt injection and
related control-flow
manipulation

Lacks native support for
delegation semantics,
scoped authority,
credential lifecycle
control, and identity
provenance across
chained agents

PASTA Risk-centric
analysis using
abuse cases and
attack modeling

Difficult to represent
non-deterministic agent
behavior and untrusted
natural-language inputs
as part of the control
surface

Delegation, token
binding, and authority
composition are often
implicit, which may
obscure authorization
drift in multi-agent
settings

LINDDUN Privacy threat
modeling based
on DFDs and
privacy threat
trees

Strong privacy
orientation may
underrepresent emergent
agent security issues,
particularly those
involving integrity,
authorization, and tool
use

Emphasizes identity as a
privacy concern rather
than as an authentication
and authorization
construct; limited
support for delegation
and agent identity
lifecycle modeling

VAST Enterprise-scale,
agile-oriented
threat modeling
for operational
and application
contexts

Remains largely
architecture-centric and
offers limited abstraction
for instruction-boundary
attacks, reasoning-state
exposure, and
memory-related threats

Provides limited
formalization of
“on-behalf-of” actions,
scoped delegation, and
credential governance in
agentic environments

OCTAVE Organizational
risk assessment
focused on critical
assets and
workshops

Its high-level perspective
may overlook concrete
agent-level threats such
as indirect prompt
injection and
manipulation through
tool-integrated workflows

Tends to treat agent
identity and delegation as
implementation details,
with limited explicit
modeling of delegated
authority and multi-agent
authorization chains

Trike Risk-based
security auditing
with
requirements and
implementation
models

Its action-centered
structure is less stable for
LLM agents whose
behavior is adaptive,
planning-driven, and
influenced by untrusted
content

Offers a useful basis for
access modeling, but
remains incomplete
without explicit
treatment of delegation,
provenance, revocation,
and policy composition

4.3 Agentic-Specific Threat-Modelling Frameworks

In contrast to the traditional methodologies above, several frameworks have been
developed specifically for agentic AI. They fall into two groups: taxonomies and
scoping matrices that catalogue threats, and structured frameworks that provide
architectural decomposition and threat-localisation methodology. This thesis adopts
elements of the structured frameworks and treats the taxonomies as inputs.
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4.3.1 Threat Taxonomies and Scoping Matrices

Agentic-AI security guidance has rapidly proliferated in the form of threat
taxonomies and scoping matrices, including the OWASP Top 10 for Agentic
Applications 2026 [2] and the AWS Agentic AI Security Scoping Matrix [28]. These
artefacts are valuable because they standardise vocabulary, highlight high-impact
failure modes, and provide an initial prioritisation compass for practitioners.
As inputs to threat modelling rather than substitutes for it, however, they have
structural limitations. Taxonomies and matrices are vector-centric: they list or
classify attack types, but do not force a structured decomposition of the deployed
agentic system, its trust boundaries, its agent/tool/identity relationships, or the
lifecycle of agent authorities. The OWASP Top 10 enumerates agent-specific threats
such as goal hijack, tool misuse, identity and privilege abuse, insecure inter-agent
communication, and memory poisoning, which is essential for coverage; but the Top
10 format does not produce system-specific threat traces that connect where a threat
enters, how it propagates across planning, memory, and tool boundaries, and which
IAM control plane must enforce constraints at each step [2]. The AWS Scoping
Matrix classifies agentic use cases into four scopes based on agency and oversight
[28]; this is useful for posture and control-maturity scoping by autonomy level but is
not by itself a threat model: it does not enumerate trust boundaries, derive attack
chains, or provide explicit threat-to-architecture mappings [28].
Beyond these two, other matrix-like resources are commonly used to orient security
analysis. MITRE ATLAS positions adversarial-ML attacks in an ATT&CK-style matrix
to help analysts orient themselves to ML threats [66, 47]. NIST AI 100-2e2023
provides a standardised taxonomy and terminology of adversarial-ML attacks and
mitigations [67]. The NIST AI Risk Management Framework 1.0 is
governance-oriented and intended to help organisations manage AI risks across
lifecycle stages, providing a risk-management structure rather than an
operationalised agentic threat model [68]. These resources are highly relevant for AI
security coverage but, like the OWASP Top 10 and AWS matrix, remain knowledge
bases or taxonomies rather than complete threat-modelling workflows that produce
architecture-specific artefacts [47].
This thesis treats taxonomies and matrices as inputs and validation checklists,
primarily to define attack vectors and the system state, while selecting agentic
threat-modelling frameworks that (i) structure analysis around agent architecture and
emergent behaviours, and (ii) surface IAM requirements central to agent autonomy.

4.3.2 MAESTRO

The MAESTRO framework is a multilayer threat-modelling architecture for agentic
systems that decomposes the operational stack into seven connected layers to localise
threats and support mitigation at the appropriate layer [55]:

• L1 Foundation Models

• L2 Data Operations (pipelines, labelling, storage)

• L3 Agent Frameworks (orchestration and decision-making between agents)

• L4 Deployment and Infrastructure (container/cloud hosting)

• L5 Evaluation and Observability (monitoring and integrity)
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• L6 Security and Compliance (privacy, access control, regulatory
assurance)

• L7 Agent Ecosystem (multi-agent collaboration and interaction with
external items)

This layered decomposition addresses a key weakness of traditional approaches:
conventional methodologies often assume static components and stable trust
boundaries, whereas agentic systems require explicit attention to memory, planning,
and tool invocation as first-class attack surfaces [47]. MAESTRO’s most relevant
structural contribution for IAM is that it forces placement of identity and control
questions into Layer 6 while still enabling cross-layer propagation analysis—for
example, prompt or input manipulation in L7 or L3 leading to unauthorised tool
behaviours that must be constrained by IAM policy enforcement at L6 [47]. This
creates a stable anchor for the question “where do IAM controls live?” even when
agent behaviour is dynamic.

4.3.3 ATFAA

The Advanced Threat Framework for Autonomous AI Agents (ATFAA) is a threat
model tailored to generative AI agents that “reason, remember, and act,” often
embedded in enterprise systems with minimal human oversight. ATFAA explicitly
argues that many existing frameworks treat LLMs as isolated components and
therefore do not capture the emergent security properties created by autonomy,
long-term memory, and dynamic tool use [69]. It organises agentic threats into five
domains and identifies nine primary threats, mapped to STRIDE categories and
paired with a mitigation framework (SHIELD) [69].

ATFAA Framework

Governance
Circumvention

5
Focus: attacks that overwhelm or evade oversight mech-
anisms and accountability.
Threats: T8 Oversight Saturation Attacks; T9 Gover-
nance Evasion & Obfuscation.

Trust Boundary
Violations

4
Focus: exploitation of identity, attribution, and hu-
man/agent trust interfaces across boundaries.
Threats: T6 Identity Spoofing & Trust Exploitation; T7
Human-Agent Trust Manipulation.

Operational
Execution

Vulnerabilities

3
Focus: misuse of tools, action interfaces, and resource
allocation to cause unauthorized outcomes or disruption.
Threats: T4 Unauthorized Action Execution; T5 Com-
putational Resource Manipulation.

Temporal Persistence
Threats

2
Focus: long-term memory/knowledge compromise and
persistence effects that manifest later.
Threats: T3 Knowledge/Memory Poisoning & Belief
Loops.

Cognitive Ar-
chitecture

Vulnerabilities

1

Focus: manipulation of reasoning pathways and ob-
jective/goal integrity in agent planning and decision-
making.
Threats: T1 Reasoning Path Hijacking; T2 Objective
Function Corruption & Drift.

Figure 4.3.1: ATFAA domains and mapped threats

ATFAA provides unusually direct coverage of agentic IAM dynamics in two ways.
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First, it elevates IAM as a first-class threat surface via T6 (Identity Spoofing and Trust
Exploitation), which targets weaknesses in identity verification and “identity
transition zones” where agent actions become attributed to human identities, as well
as inter-agent trust attestation channels [69]. This aligns with the enterprise reality
that many agent compromises manifest not as pure model failures but as
authorisation-context corruption. Second, ATFAA explicitly characterises the identity
fluidity problem: the blurry line between user identity and agent identity creates new
impersonation and privilege-escalation opportunities that challenge traditional
authentication and authorisation models [69].
ATFAA has limitations that motivate how it is extended in this thesis. First, ATFAA
itself calls for future empirical validation and the development of quantitative
risk-assessment methodologies tailored to agentic threats, confirming that its threat
coverage is not yet fully ground-truthed and that its risk-scoring approach remains
primarily qualitative [69]. Second, ATFAA is a threat taxonomy and does not, by
itself, provide a detailed layered reference architecture comparable to MAESTRO;
applying ATFAA in practice can therefore benefit from architectural decomposition to
ensure coverage across model, memory, tooling, infrastructure, and ecosystem layers
[69].
These limitations motivate the combined approach this thesis adopts: ATFAA
provides the threat-model foundation, while MAESTRO is used as a layer-mapping
scaffold to ensure architectural completeness and traceability.

4.4 Proposed Threat Model

The proposed threat model is grounded in a systematic decomposition of the agentic
ecosystem into the seven MAESTRO layers [47]. This layered approach ensures that
the analysis of assets, adversaries, and attack surfaces is not confined to isolated
software components but accounts for the complex dependencies inherent in
autonomous systems [47]. The architectural scope encompasses Foundation Models
(L1), Data Operations (L2), Agent Frameworks (L3), Deployment and Infrastructure
(L4), Evaluation and Observability (L5), Security and Compliance (L6), and the Agent
Ecosystem (L7) [47].
By adopting this seven-layer architecture, the threat model provides a mapping
scaffold that links technical vulnerabilities to operational impact across the “reason,
remember, act” lifecycle [47]. The subsequent subsections define seven analytical
dimensions: protected assets, adversary profile, attack vectors and mechanisms,
attack surface, attack methods, trust boundaries, and failure propagation paths. The
model follows an analytical path: identifyingwhat to protect (assets),whomight
attack (adversaries), how they enter (surface and vectors),where the intent is lost
(trust boundaries), and how far the damage spreads (propagation) [70, 55]. A
separate section then discusses risk assessment and severity scoring as a requirement
that the methodology in Chapter 5 fulfils.

4.4.1 Assets

The threat model adopts an asset-centric perspective, identifying the critical
components whose compromise could enable adversarial manipulation of
autonomous agent behaviour [70, 69].
At the cognitive level, assets include the foundation-model weights, reasoning logic,
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and system prompts that govern decision-making; corruption at this level may lead to
reasoning subversion or model inversion [70]. Closely related are contextual assets
such as long-term memory stores, session summaries, and retrieval-augmented
generation corpora, which represent persistent state and are primary targets for
delayed or long-horizon poisoning attacks [2]. Identity-related assets form a further
critical category, encompassing cryptographic identifiers, delegation tokens, and
proof-of-possession keys that bind agent actions to authorised intent; compromise of
these assets threatens traceability, accountability, and trust enforcement across
workflows [22]. Execution infrastructure—secure runtimes, containers,
hardware-backed keys, and trusted execution environments—provides the
computational foundation upon which agent behaviour is executed and protected
[70]. Operational assets include external tool interfaces, APIs, and privileged
execution capabilities through which agents interact with external systems; since
agents can autonomously invoke tools, these interfaces significantly expand the
attack surface and require strict governance. Finally, governance
telemetry—behavioural logs, reasoning traces, and operational metadata—constitutes
a critical defensive asset, as it enables forensic analysis, anomaly detection, and
continuous verification [69].

Agentic Platform Assets

Execution In-
frastructure

1
Execution substrate supporting agent operation, includ-
ing trusted execution environments, containers, servers,
schedulers, and runtime hosting platforms.

Operational
Toolsets

2
External and internal tools exposed to the platform, in-
cluding APIs, endpoints, plugins, privileged interfaces,
and action-capable integrations.

Identity and
Cryptographic

Assets

3
Identity-bearing and trust-establishing artifacts such as
agent checksums, agent JWTs, proof-of-possession keys,
certificates, and delegated credentials.

Contextual and
Memory Assets

4
State and knowledge resources used by agents, including
vector databases, summaries, retrieval-augmented cor-
pora, conversation state, and long-term memory stores.

Governance
Telemetry

5
Governance-relevant observability outputs such as logs,
traces, coordination metadata, decision records, audit arti-
facts, and control-plane telemetry.

Cognitive Assets 6
Core reasoning resources of the platform, including model
weights, reasoning procedures, decision logic, planning
policies, and internal control heuristics.

Figure 4.4.1: Six protected asset categories in the agentic platform (asset-centric threat-
modelling view).

4.4.2 Adversary Profile

Adversaries are characterised by knowledge level, access capabilities, and operational
objectives. White-box adversaries possess full visibility into the system’s internal
components, including model weights, prompts, tool configurations, and execution
logic. Such adversaries typically emerge from insider threats or leaked system
artefacts and aim at precise reasoning hijacking, optimal evasion of defences, or
targeted manipulation of agent behaviour [70]. Gray-box adversaries operate with
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partial knowledge—typically from metadata exposure, inference APIs, or indirect
access to retrieval pipelines—and exploit structural understanding of data flows to
conduct targeted poisoning, model inversion, or context-accumulation manipulation
[70]. Black-box adversaries have no internal visibility and rely on observable
behaviour through public or user-facing interfaces, employing indirect prompt
injection, social engineering, or iterative probing to influence agent decision-making;
despite limited visibility, they remain effective due to the probabilistic nature of agent
reasoning and the difficulty of distinguishing malicious instructions from legitimate
inputs [70].
Across all categories, adversarial objectives extend beyond traditional data theft
toward subverting institutional trust and manipulating agent intent while remaining
within technically authorised execution boundaries, thereby exploiting the attribution
gap inherent to autonomous systems.

4.4.3 Attack Vectors and Mechanisms

Agentic systems introduce a diverse set of attack vectors that target the cognitive,
contextual, and operational layers of autonomous agents. These vectors include
reasoning-path manipulation through indirect prompt injection, memory and context
poisoning, cascading failures in multi-agent environments, parameter pollution,
action chaining, inference-based model extraction, adversarial evasion, tool
manipulation, and supply-chain or infrastructure-level compromise [2]. Collectively,
these vectors illustrate a shift from transient software vulnerabilities toward
persistent, architectural exploitation of agent autonomy and identity boundaries.
While the complete attack surface is broad, this work focuses on three representative
attack vectors: goal hijacking (ASI01), memory poisoning (ASI06), and cascading
failures (ASI08) [2]. These were selected because they represent structural risks that
persist across sessions, exploit stochastic reasoning and autonomy, and directly
expose limitations in static IAM [70]. Goal hijacking targets the cognitive layer by
manipulating reasoning trajectories; memory poisoning exploits persistent contextual
storage to introduce delayed malicious behaviour; and cascading failures demonstrate
how compromise propagates across collaborative agent networks at machine speed.
By focusing on these three vectors, the proposed framework addresses the core
behavioural mechanisms underlying many agentic threats. The combination of
behavioural anomaly detection and adaptive privilege control enables runtime
mitigation of reasoning deviation, unsafe tool invocation, and uncontrolled agent
propagation. Although not every underlying vector is explicitly prevented, this
behavioural governance approach mitigates a substantial portion of the OWASP Top
10 for Agentic Applications at the execution level by continuously monitoring agent
behaviour and dynamically constraining privileges based on observed risk.

Scope of Attacks in the Threat Model versus the Experimental Dataset

A deliberate scope asymmetry exists between the threat model and the experimental
dataset in Chapter 6, and it should be made explicit. Chapter 4 focuses on three
structural attack classes—goal hijacking, memory poisoning, and cascading
failures—because these represent the fundamental ways in which an agent’s
behaviour can diverge from authorised intent while its credentials remain valid. They
are chosen not because they exhaust the agentic threat surface, but because they
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directly exercise the assumptions that classical IAM cannot enforce: stochastic
reasoning, persistent context, and autonomous delegation. The proposed
behaviour-driven framework is designed to address these three classes at the
mechanism level, independent of the surface form of the attack.
The experimental dataset, however, contains a broader set of attack variants drawn
from the OWASP Top 10 for LLM Applications, the OWASP Top 10 for Agentic
Applications, and supplementary categories covering network and physical-layer
perturbations. This broader set serves three purposes. First, it provides concrete
instantiations of the three structural classes: goal hijacking is realised through direct
prompt injection (attack_inject_skip), orchestration hijacking (attack_hijack), and
excessive-agency attacks (attack_admin_delete); memory poisoning through indirect
prompt injection via observation payloads (attack_indirect) and inter-agent
manipulation (attack_manipulate); and cascading failures through oscillation
(attack_oscillation), denial-of-service loops (attack_dos_loop), and logic-skipping
attacks (attack_skip_node). Without multiple concrete instantiations of each
structural class, the evaluation could not distinguish whether the framework
generalises across surface forms or merely memorises a single attack signature.
Second, the broader set functions as a set of out-of-distribution robustness probes.
Attacks such as information leakage (attack_leakage), context padding
(attack_dos_padding), sensor spoofing (attack_spoof_low), and network latency
injection (attack_latency) do not correspond directly to any of the three structural
classes. Including them allows measurement of the framework’s behaviour on
adversarial inputs that it was not explicitly trained or designed to catch: if the
behavioural detector flags them, the learned representation captures a broader notion
of deviation than the three target classes alone; if it does not, the result quantifies the
framework’s generalisation boundary.
Third, the broader set enables meaningful false-positive and utility analysis. A
detector that responds only to the three target classes could achieve high detection
rates by over-flagging unusual behaviour. Including adversarial scenarios outside the
design envelope, together with diverse normal scenarios, allows the evaluation to
distinguish genuine behavioural signal from indiscriminate anomaly sensitivity. This
is reinforced by the dataset’s regime structure: attack episodes are graded into
successful, partial, and blocked outcomes, producing a four-regime evaluation space
(normal, successful, partial, blocked) in which the framework’s discrimination ability
can be measured at finer granularity than a binary normal-versus-attack split would
allow. In summary, the three structural classes define what the framework is
designed to address; the broader attack set defines what it is evaluated against.

4.4.4 Attack Surface

The attack surface of autonomous AI agents expands significantly compared to
traditional software systems due to their ability to reason, maintain persistent state,
and autonomously interact with external tools and other agents. Exposure is not
limited to external network interfaces but includes internal cognitive and execution
pathways where decisions are formed and actions are delegated.
The first surface consists of input channels: user prompts, retrieved documents, web
pages, and other external data sources that enter the agent’s contextual state. Because
agents continuously ingest untrusted information, these interfaces are primary entry
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points for indirect prompt injection and contextual manipulation [70]. A second
surface emerges within the planning and reasoning layer, where the orchestrator
decomposes objectives and determines execution strategies; manipulation at this
stage can redirect goals without violating explicit authorisation constraints [47]. A
third surface appears at the tool-execution boundary, where agents invoke external
APIs, system commands, or enterprise services; here, inherited credentials and
implicit trust relationships introduce risks such as parameter pollution and
unauthorised tool usage [71]. Persistent memory systems form a fourth surface, as
long-term storage allows malicious context to remain latent and influence future
reasoning [47]. Finally, inter-agent communication constitutes a fifth surface, where
compromised agents can propagate malicious instructions or false consensus to
downstream collaborators [72].

Input Surfaces
Agent

Tools

Memory & State

Users

Webpages

Files

Orchestrator

Agent A Agent B

MCP Servers

External APIs

Vector DB

State Store

Zone 1

Zone 2
Zone 3

Zone 4
Zone 5

Figure 4.4.2: Attack surface decomposition across five zones in an agentic system architec-
ture.

4.4.5 Attack Methods

The taxonomy of adversarial techniques is bifurcated into foundational
machine-learning vulnerabilities and agent-specific operational risks [66]. The
foundational methods—evasion, poisoning, and inference—are derived from the NIST
AI 100-2 standard, the authoritative baseline for adversarial machine learning [27].
Evasion exploits inference-time vulnerabilities through adversarial perturbations or
linguistic manipulations to bypass safety guardrails; poisoning corrupts the
underlying logic through training data or retrieved context; inference attacks target
the extraction of proprietary model weights or sensitive data through systematic API
querying [70].
To address the specialised challenges introduced by autonomous entities, the
framework also incorporates operational methods identified in the OWASP Top 10
for Agentic Applications and ATFAA. Action chaining and rug-pull attacks exploit the
agency gap where probabilistic reasoning loops interact with distributed toolsets [2].
Action chaining strategically sequences individually benign operations to achieve an
unauthorised aggregate outcome, such as exfiltration through encoded parameters
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[2]. Rug-pull attacks address supply-chain vulnerabilities where the metadata or
functional behaviour of an approved tool or prompt template is mutated
post-authorisation to execute malicious instructions [2].

4.4.6 Trust Boundaries

Trust boundaries define the points within an agentic system where assumptions
about intent, authority, or execution integrity change, and where Zero-Trust controls
must be explicitly enforced. This is one of the main reasons that classical IAM fails to
achieve the principle of least privilege or Zero-Trust principles within agentic
systems: there is an inevitable gap between resource-owner intent and the actions
taken by the agent acting on its behalf.
The first boundary exists between humans and agents, where user instructions are
translated into internal goals and reasoning trajectories. Misalignment at this stage
leads to intent–execution separation, allowing an agent to perform technically
authorised actions that no longer reflect the user’s original objective [2]. A second
boundary appears between collaborating agents in multi-agent systems, where
delegation and message exchange introduce risks of impersonation, collusion, or
malicious context propagation [72]. A third boundary lies between the infrastructure
and the model runtime, where secure execution environments must prevent
host-level compromise from exposing cryptographic assets or altering agent
behaviour [70]. Finally, the boundary between agents and external tools represents a
critical point of trust transfer, as agents inherit permissions to interact with APIs and
enterprise systems, creating potential confused-deputy scenarios if execution is not
continuously verified [2].
Identifying and enforcing these trust boundaries is essential for restoring Zero-Trust
principles in agentic ecosystems, ensuring that intent, identity, and execution remain
continuously verified rather than implicitly trusted.

4.4.7 Failure Propagation Paths

Identifying failure-propagation paths is essential for managing the systemic risks
inherent in autonomous multi-agent systems, where security incidents can cascade at
machine speed through complex delegation chains [72]. Unlike traditional software,
where vulnerabilities are often contained within isolated process or memory
boundaries, agentic compromises tend to move fluidly across architectural layers and
trust zones [47]. A primary propagation vector is the exploitation of trust
relationships between specialised agents [55]: a single compromised upstream agent
can contaminate the reasoning context of the entire network through false consensus
messages or malicious instruction propagation, a phenomenon categorised as
Cascading Failures (ASI08) [55, 2].
Propagation can be analysed through cross-layer threat identification, tracing how a
minor vulnerability in one MAESTRO layer is leveraged to create catastrophic failure
in another [47]. For example, a latent prompt-injection trigger at the Foundation
Model layer (L1) can propagate through planning logic in the Agent Framework (L3)
to manifest as unauthorised tool execution in the Agent Ecosystem (L7) [47]. Spatial
propagation occurs across concurrently running agents; temporal propagation occurs
when poisoned contextual data remains dormant in memory (L2) until specific
semantic triggers activate a high-impact malicious workflow in future sessions. With
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current trends toward long context windows in agentic applications, tracking
long-persistent indirect prompt injections placed in long-term memory can be
extremely hard; this is discussed further in Chapter 8.
Detailed analysis indicates that propagation is often driven by state-synchronisation
failures: stale-state propagation, where an agent operates on outdated information
because a peer’s update was not received in time, and conflicting state updates, where
concurrent modifications to shared state corrupt logical consistency [55]. Using the
five-zone lens—input, reasoning, tool execution, memory, and communication—the
threat model identifies critical bifurcation points where an adversary can redirect the
agent’s goal trajectory across multiple execution cycles. This structural analysis
informs the placement of circuit-breaker mechanisms and determines where the
Model Predictive Control logic in the methodology must enforce graduated
containment to prevent system-wide instability.

4.4.8 Risk Assessment and Severity Scoring

A threat model for autonomous agents is incomplete without a corresponding
mechanism for quantifying the severity of observed behaviour. Classical IAM systems
do not require runtime severity scoring because authorisation decisions are binary
and made once per session. In agentic systems, however, risk evolves continuously as
the agent reasons, invokes tools, and interacts with external resources, and severity
must therefore be expressed as a time-varying quantity that can drive adaptive
responses [70, 69].
Existing AI governance frameworks, including the NIST AI Risk Management
Framework [27] and scoring rubrics such as the OWASP AI Vulnerability Scoring
System (AIVSS) [72], provide valuable qualitative structure but remain primarily
descriptive. They are intended for pre-deployment risk review and organisational
governance rather than for runtime intervention at machine speed [69]. In
production environments where agents execute multi-step plans across delegated
sub-agents and external APIs, manual point-in-time assessments are impractical, and
a quantitative, continuously computed severity signal is required [69].
Any severity-scoring mechanism suitable for closed-loop IAMmust therefore satisfy
three properties. First, it must be continuous and online, producing an updated score
at every decision step rather than only at session boundaries. Second, it must be
behaviourally grounded, deriving its signal from observed agent trajectories rather
than from static attributes or credentials, so that the same identity can be associated
with different severity levels at different times depending on how it behaves. Third, it
must be calibrated, in the sense that its numerical output can be mapped consistently
onto operational severity levels that downstream controllers can act upon.
This thesis treats the threat model as defining the requirements for such a scoring
mechanism and defers its concrete instantiation to Chapter 5, where the
instantaneous severity signal is derived from the reconstruction behaviour of a
CVAE+LSTMmodel trained on normal agent trajectories and is combined with a
POMDP-based historical trust estimate to form the state vector used by the Model
Predictive Control access controller. The threat model’s role here is not to specify the
algorithm, but to establish that severity scoring is a first-class requirement of agentic
IAM and that its output must feed directly into the access decision process.
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4.5 Threat Model Summary

The overall threat model assumes that autonomous AI agents are not merely software
clients, but stochastic, identity-bearing actors whose reasoning, memory, and tool use
can be subverted while still operating under technically valid credentials. The central
risk is therefore the attribution gap and the intent–execution separation problem: an
agent may execute an action that is formally authorised by the client’s credentials but
no longer reflects the original user intent. To capture this, the model adopts an
asset-centric, bottom-up perspective and identifies six protected asset classes within
the agentic platform: cognitive assets, contextual and memory assets, identity and
cryptographic assets, execution infrastructure, operational toolsets, and governance
telemetry. This framing reflects the fact that attacks against agentic systems are
typically architectural and cross-layer, rather than isolated software bugs.
On this basis, the threat model characterises adversaries by knowledge level and
access capability, ranging from black-box prompt injectors to gray-box data-flow
manipulators and white-box insiders with visibility into prompts, tools, and
execution logic. It maps the main attack vectors to the core trust boundaries of the
system, with particular emphasis on goal hijacking, memory poisoning, and
cascading failures, since these threats exploit persistent state, stochastic reasoning,
and autonomous tool invocation in ways that static IAM cannot adequately contain.
The summary conclusion is that securing agentic systems requires continuous,
behaviour-aware governance across the full stack, which directly motivates the
methodology developed in the next chapter.

Protected Assets 1
Cognitive assets, contextual and memory assets, identity
and cryptographic assets, execution infrastructure, opera-
tional toolsets, and governance telemetry

Adversary Profiles 2 White-box, gray-box, and black-box adversaries

Attack Vectors
& Surfaces

3 Goal hijacking, prompt injection, memory poisoning, tool
misuse, identity abuse, and cascading failures

Trust Boundaries 4 Human–agent interaction, inter-agent coordination, agent–
tool invocation, and infrastructure–model separation

Failure Prop-
agation
Paths

5
Cross-layer compromise, cascading delegation, corrupted
reasoning chains, poisoned memory reuse, and indirect am-
plification through orchestration dependencies

Figure 4.5.1: Suggested threat model
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5 Proposed Methodological Framework

This chapter presents the general methodological framework proposed for
behaviour-aware Identity and Access Management in autonomous agentic systems. It
defines the target architecture and the mathematical relationships between
behavioural risk estimation, historical trust, predictive access control, and hard safety
constraints. The framework is therefore broader than the exact experimental
implementation evaluated in Chapters 6 and 7.

Because of limitations in the available simulation environment, dataset,
computational resources, and project scope, not every component of the proposed
framework could be implemented in its full form. The experiments consequently use
simplified instantiations of the proposed modules while preserving the main
information flow:

behavioural observations → risk → historical trust → adaptive access decision. (5.0.1)

The exact code-level implementation and its mathematical formulation are
documented in Appendix A.

5.1 Overview

We consider an agentic AI system where each agent 𝑖 is associated with a static
identity ID𝑖 ∈ ℐ and a time-varying security state derived from behavioral
observations.

At time 𝑡, the agent requests a set of actions 𝒜req
𝑖,𝑡 . The system computes a dynamic

claim vector
𝜉𝑖,𝑡 = [𝑟𝑖,𝑡, 𝜏𝑖,𝑡, 𝑐𝑖,𝑡, 𝑞𝑖,𝑡], (5.1.1)

where:

• 𝑟𝑖,𝑡 ∈ [0, 1] is instantaneous risk,

• 𝜏𝑖,𝑡 ∈ [0, 1] is historical trust,

• 𝑐𝑖,𝑡 is contextual information,

• 𝑞𝑖,𝑡 is action criticality.

The runtime principal is therefore

Principal𝑖,𝑡 = (ID𝑖, 𝜉𝑖,𝑡). (5.1.2)

The goal is to compute a control decision consisting of:

𝑢𝑖,𝑡 = (ℎ𝑖,𝑡, 𝑚𝑖,𝑡), (5.1.3)

where:
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• ℎ𝑖,𝑡 ∈ ℋ is the autonomy level,

• 𝑚𝑖,𝑡 ∈ {0, 1}𝑁𝑡 is the action permission vector.

Latent behavioural clustering is considered as a theoretical extension of this state
representation. In the experimental implementation, no explicit cluster assignment is
supplied to the trust estimator or access controller; the downstream components use
the calibrated reconstruction-based risk signal 𝑟𝑖,𝑡 instead.

5.2 Behavioral Modeling via a Conditional Recurrent Latent-Variable
Model (CVAE+LSTM)

Wemodel agent behavior with a conditional sequential latent-variable model, and
motivate the choice from the inference problem it must solve, rather than from the
architecture itself. The threat model (Chapter 4) characterizes a compromised agent
by a hidden security state—faithful versus subverted—that is never observed directly
and can only be inferred from behavioral emissions. Estimating this state online is
therefore a Bayesian filtering problem: we require the posterior over a latent state
given the history of observations. The exact filter (the POMDP belief update of
Section 5.3, following [73]) presupposes an observation model over a
high-dimensional, multimodal, nonlinear behavioral space that cannot be specified
by hand. The variational autoencoder learns exactly such an intractable likelihood
model from data, as amortized variational Bayesian inference [74]; this is the reason
the behavioral model is built on it. Three properties of the problem then fix the
architecture.

Generative and one-class, hence a calibrated likelihood-based risk. Attacks are
rare, diverse, and partly unseen at training time (Chapter 1), so we model the
distribution of normal behavior and score deviations by how poorly the model
explains new behavior, rather than training a discriminative classifier that would
require labeled attacks. The VAE provides this as a probabilistic encoder–decoder
trained to maximize a variational lower bound on the marginal log-likelihood [74];
scoring anomalies by the model’s reconstruction probability [75] yields a continuous,
calibratable signal, which is precisely the scoring-function-not-binary-label
requirement of behavioral risk evaluation [44] and the continuous, online, calibrated
severity signal required by the threat model (Section 4.4.8) [69]. A learnable
Gaussian-mixture prior is also evaluated (Section 7.3.1) to examine whether a
multimodal latent distribution better represents distinct modes of normal behaviour
(Section 5.2.2). The mixture components may provide an interpretable basis for
latent behavioural clustering [76]; however, explicit component assignments are not
used by the trust estimator or controller in the experimental implementation.

Recurrent, hence history-conditioned normality. The attacks of interest (e.g. goal
hijacking, memory poisoning, cascading failures) are defined by trajectories, not
single requests: a poisoned memory remains latent and shapes future steps, and a
successful attack can appear benign step by step while being adversarial in where the
trajectory ends. A memoryless model cannot, in principle, detect such drift. We
therefore condition the latent model on a recurrent summary of history ℎ𝑖,𝑡−1
produced by an LSTM [77], so that the encoding and decoding describe what is
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normal given the trajectory so far (meaning history-conditioned normality rather
than static normality). Conditioning a VAE on a recurrent state in this way is exactly
the variational RNN (VRNN) construction [78], a conditional generative model [79]
in which the conditioning variable is the recurrent state; we adopt this construction
and refer to it as CVAE+LSTM. The same VAE-with-recurrence pattern has been used
to turn behavioral and sensor streams into continuous risk and anomaly scores in
adjacent domains [80] [44], which supports the choice empirically.

Let 𝑥𝑖,𝑡 ∈ ℝ𝑑 denote the observed behavioral feature vector. Temporal context is
modeled via an LSTM,

ℎ𝑖,𝑡 = LSTM(𝑥𝑖,𝑡, ℎ𝑖,𝑡−1), ℎ𝑖,𝑡 ∈ ℝ𝑚, (5.2.1)

where ℎ𝑖,𝑡 is the recurrent hidden state. The CVAE conditions the latent encoding and
decoding on this temporal state, so the model learns history-conditioned normality:

𝑞𝜙(𝑧𝑖,𝑡 ∣ 𝑥𝑖,𝑡, ℎ𝑖,𝑡−1) , 𝑝𝜃(𝑥𝑖,𝑡 ∣ 𝑧𝑖,𝑡, ℎ𝑖,𝑡−1) . (5.2.2)

The training objective is the conditional evidence lower bound (ELBO),

ℒ𝑡 = 𝔼𝑞𝜙 [log 𝑝𝜃(𝑥𝑖,𝑡 ∣ 𝑧𝑖,𝑡, ℎ𝑖,𝑡−1)] − 𝐷KL(𝑞𝜙(𝑧𝑖,𝑡 ∣ 𝑥𝑖,𝑡, ℎ𝑖,𝑡−1) ∥ 𝑝(𝑧)) , (5.2.3)

and for a full sequence of length 𝑇 ,

ℒ(𝜙, 𝜃) =
𝑇

∑
𝑡=1

ℒ𝑡(𝜙, 𝜃). (5.2.4)

Why this model rather than the alternatives. A plain autoencoder or a
discriminative classifier yields no calibrated likelihood and requires labeled attacks; a
hidden Markov or linear-Gaussian filter is the correct Bayesian-filtering ancestor but
cannot represent a high-dimensional, multimodal, nonlinear behavioral emission
(the VRNN is the deep nonlinear realization of the same idea [78]); a GAN provides
no encoder and no tractable likelihood and is unstable on sequential data; a
deterministic next-step predictor returns a point estimate rather than the posterior
the belief filter consumes. Among models that simultaneously provide (i) a
likelihood-based calibrated score, (ii) a latent representation capable of modelling
multimodal behavioural structure, (iii) native temporal conditioning, and (iv) cheap
online inference, the conditional recurrent latent-variable model is the one that
satisfies all four (which is what allows the POMDP trust filter (Section 5.3) and the
MPC controller (section 5.4.3, [81]) to be layered on top of it) .

Link to the trust filter. The CVAE–LSTM converts each behavioural window into a
reconstruction error, which is calibrated to obtain the instantaneous risk signal 𝑟𝑖,𝑡. In
the experimental implementation, this risk signal is discretized into observation
categories and supplied to the POMDP belief update. The latent posterior and
possible mixture-component assignments are analysed as learned representations
but are not direct inputs to the trust filter.

The complete implemented network architecture and tensor dimensions are provided
in Appendix A, Figure A.3.1.
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5.2.1 Instantaneous Risk Estimation

Reconstruction error is defined as

𝑒𝑖,𝑡 = ℓ(𝑥𝑖,𝑡, ̂𝑥𝑖,𝑡), ̂𝑥𝑖,𝑡 ∼ 𝑝𝜃(⋅ ∣ 𝑧𝑖,𝑡, ℎ𝑖,𝑡−1). (5.2.5)

Risk is obtained via calibration:

𝑟𝑖,𝑡 = 𝜑(𝑒𝑖,𝑡) ∈ [0, 1], (5.2.6)

where 𝜑 is a normalization or probabilistic calibration function. A robust practical
choice is percentile normalization on normal-validation data:

𝑟𝑖,𝑡 = min(1,max(0, 𝑒𝑖,𝑡 − 𝑞0.50
𝑞0.99 − 𝑞0.50

)) , (5.2.7)

where 𝑞0.50 and 𝑞0.99 are the median and high quantile of reconstruction error under
normal behavior.

5.2.2 Latent Behavioral Clustering

For a Gaussian-mixture latent prior, a component assignment may be defined as

̂𝑐𝑧
𝑖,𝑡 = argmax

𝑘
𝑃(𝑐𝑧

𝑖,𝑡 = 𝑘 ∣ 𝑥𝑖,𝑡, ℎ𝑖,𝑡−1) . (5.2.8)

The resulting component may be interpreted as an unsupervised behavioural mode.
It should not be interpreted directly as an attack class or risk-severity label, since the
model is trained only on benign trajectories. Explicit component assignments are not
used by the POMDP or access controller in the experimental implementation; this
formulation is retained as a theoretical extension.

5.3 POMDP-Based Historical Trust

We define a POMDP:
𝒫 = (𝒮, 𝒜, 𝒪, 𝑇 , 𝑂, 𝑅, 𝛾), (5.3.1)

where:

• 𝒮 is the hidden trust/safety state space,

• 𝒜 is the action space,

• 𝒪 is the observation space,

• 𝑇 is the state transition kernel,

• 𝑂 is the observation kernel,

• 𝑅 is the reward or negative cost,

• 𝛾 ∈ (0, 1] is the discount factor.

Trust is modelled as a posterior belief over partially observed safety states, with
belief-threshold decisions used to trigger intervention. To represent gradual
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behavioural degradation, the hidden state space is defined as

𝒮 = {safe,degraded,danger,deadend}. (5.3.2)

The belief state is:
𝑏𝑖,𝑡(𝑠) = 𝑃(𝑠𝑖,𝑡 = 𝑠 ∣ 𝑜𝑖,1∶𝑡, 𝑢𝑖,1∶𝑡−1). (5.3.3)

Belief update:
𝑏𝑖,𝑡(𝑠′) = 𝜂 𝑂(𝑜𝑖,𝑡 ∣ 𝑠′, 𝑢𝑖,𝑡−1) ∑

𝑠∈𝒮
𝑇 (𝑠′ ∣ 𝑠, 𝑢𝑖,𝑡−1)𝑏𝑖,𝑡−1(𝑠). (5.3.4)

Trust is defined as:
𝜏𝑖,𝑡 = ∑

𝑠∈𝒮
𝑤𝑠 𝑏𝑖,𝑡(𝑠), (5.3.5)

where 𝑤𝑠 ∈ [0, 1] assigns trust scores to states. This makes trust a filtered,
history-aware quantity rather than a moving average.

5.4 Control State Representation

Define the control state:

𝑧𝑖,𝑡 =

⎡
⎢
⎢
⎢
⎢
⎣

𝑟𝑖,𝑡

𝜏𝑖,𝑡

𝑞𝑖,𝑡

𝜂(ℎ𝑖,𝑡−1)

⎤
⎥
⎥
⎥
⎥
⎦

. (5.4.1)

An extended controller could augment this state with an encoding of the latent
behavioural mode. This extension is not evaluated in the present experiments.

5.4.1 Autonomy Levels and Control Variables

Define the autonomy set:

ℋ = {Full,Supervised,Prescribed,Quarantined}. (5.4.2)

The control input is:
𝑢𝑖,𝑡 = (ℎ𝑖,𝑡, 𝑚𝑖,𝑡), (5.4.3)

subject to:
𝑚𝑖,𝑡 ∈ ℳ(ℎ𝑖,𝑡), (5.4.4)

where ℳ(ℎ) encodes role-based constraints.

5.4.2 System Dynamics

We assume approximate dynamics:

𝑧𝑖,𝑡+1 = 𝑓(𝑧𝑖,𝑡, 𝑢𝑖,𝑡, 𝑤𝑖,𝑡), (5.4.5)

where 𝑤𝑖,𝑡 captures uncertainty.
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5.4.3 Model Predictive Control Formulation

At time 𝑡, we solve:

min
𝑢𝑖,𝑡∶𝑡+𝐻−1

𝐻−1
∑
𝑘=0

ℓ(𝑧𝑖,𝑡+𝑘, 𝑢𝑖,𝑡+𝑘) + ℓ𝑓(𝑧𝑖,𝑡+𝐻), (5.4.6)

subject to system dynamics and constraints.

Stage cost:

ℓ(𝑧𝑡, 𝑢𝑡) = 𝜆𝑟𝑟𝑡 + 𝜆𝜏 (1 − 𝜏𝑡) + 𝜆𝑞𝑞⊤
𝑡 𝑚𝑡 + 𝜆𝑠switch(ℎ𝑡, ℎ𝑡−1) − 𝜆𝑢𝑈(𝑚𝑡). (5.4.7)

Where:

• 𝜆𝑟𝑟: penalizes high current risk

• 𝜆𝜏 (1 − 𝜏): penalizes low trust

• 𝜆𝑞𝑞⊤𝑚: penalizes allowing critical actions under risk

• 𝜆𝑠switch: penalizes unstable role oscillations

• −𝜆𝑢𝑈(𝑚): rewards operational utility or productivity.

5.4.4 Safety Constraints

For a high-consequence action j, define barrier functions:

ℎ𝑗(𝑧𝑖,𝑡) = 𝜏𝑖,𝑡 − 𝛽𝑟𝑟𝑖,𝑡 − 𝛽𝑞𝑞𝑖,𝑡,𝑗 − 𝑏𝑗. (5.4.8)

Safety constraint (action is admissible only if):

ℎ𝑗(𝑧𝑖,𝑡) ≥ 0. (5.4.9)

Equivalently, in logical form:

𝑚𝑖,𝑡,𝑗 = 0 if ℎ𝑗(𝑧𝑖,𝑡) < 0. (5.4.10)

This constraint acts as an explicit safety override: an action is prohibited whenever
the corresponding barrier condition is violated, independently of the optimizer’s
utility objective.
A cluster-dependent safety margin could be introduced in an extended formulation,
but it is omitted from the implemented controller because explicit latent cluster
assignments are not used in the experiments.

5.4.5 Receding Horizon Interpretation

The horizon 𝐻 denotes the number of future decision steps considered during
optimization. At each time step, the controller computes:

𝑢𝑖,𝑡, 𝑢𝑖,𝑡+1, … , 𝑢𝑖,𝑡+𝐻−1, (5.4.11)

but applies only 𝑢𝑖,𝑡. The optimization is repeated at the next time step using updated
observations.
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5.4.6 Final Access Decision

The final permission set is:

Πfinal𝑖,𝑡 = ΠRBAC(ℎ𝑖,𝑡) ∩ ΠMPC(𝑚𝑖,𝑡) ∩ Πsafety(𝑧𝑖,𝑡). (5.4.12)

Where ΠRBAC(ℎ) denote the permission set attached to role ℎ, and Πsafety(𝑧𝑖,𝑡) is the
safety-feasible set. This intersection captures the complete access-decision logic.
RBAC defines the permissions available under the selected autonomy role, MPC
determines which permissions should be granted under the current risk and trust
state, and the safety layer removes actions that violate hard constraints.

MPC Controller ∩ Final Access
Decision

Control State
𝑧𝑡

RBAC Safety

Policy & Safety Layer

CVAE+LSTM POMDP Context

Behavioral Risk / Trust Estimation

Monitoring
& Logs

Agent / Environment

𝑧𝑡 candidate control

permissions

obsfeatures

𝑟𝑡, 𝜏𝑡, 𝑏𝑡

Figure 5.4.1: Closed-loop dynamic IAM architecture for autonomous agents.

5.5 Experimental Instantiation and Simplifications

The experimental implementation preserves the principal structure of the proposed
framework but introduces several simplifications required by the available
environment and data.

• The behavioural model is implemented as a CVAE–LSTM trained on normal
trajectories. Instantaneous risk is derived from reconstruction error. Latent
behavioural clustering is analysed as a theoretical extension but is not used by
the downstream trust estimator or controller.

• Historical trust is implemented through the belief-filtering component of the
proposed POMDP. The transition and observation kernels are
action-independent and partly specified from empirical error rates and
modelling assumptions; no POMDP control policy is solved.

• The experimental access controller primarily uses instantaneous risk and
historical trust to assign one of four autonomy roles. Context, action criticality,
and explicit optimisation of the binary permission vector are retained in the
general formulation but are not directly optimised in the experiment.

• The general MPC formulation is approximated by a discrete finite-horizon
quadratic-cost role-selection policy. The formal safety constraint is
approximated experimentally by a barrier-inspired threshold filter.

• Controller evaluation is performed through offline replay of trajectories
originally collected under full privilege. Consequently, a controller decision
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does not modify the agent’s subsequent recorded behaviour, and the results
should be interpreted as comparative fixed-trajectory evaluations rather than
closed-loop deployment guarantees.

A complete description of the implemented architecture, numerical parameters, loss
functions, trust-filter equations, controller rules, and replay protocol is provided in
Appendix A.
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6 Experiment Design

This thesis investigates dynamic, behaviour-aware IAM as a complement to static
policy. The central hypothesis is that the trajectory of an agent through an enterprise
resource graph — the sequence of nodes it visits, the tools it invokes, the order in
which it does so, and the side-channels around those actions — carries enough signal
to distinguish benign operation from manipulation in real time. If that signal can be
captured, a closed-loop controller can adjust an agent’s permissions on the fly,
restricting access when behaviour drifts from a learned baseline and restoring it when
trust is re-established.
Building such a controller requires a representative dataset of agent behaviour, both
benign and adversarial. There is no public benchmark for this task: existing
LLM-agent datasets either focus on task success on isolated tools or contain only
adversarial prompts without the corresponding execution traces.
The design of the experimental environment is grounded in the fundamental shift
introduced by agentic AI systems, as discussed in Chapter 2. In this paradigm,
autonomous agents are no longer passive tools, but active entities that operate on
behalf of user intent to achieve high-level goals. These agents perceive, reason, and
act within digital environments, making decisions that can have cascading effects
across interconnected systems.
While agentic systems primarily operate in digital domains, their influence is not
inherently confined to them. Through the integration of cyber-physical systems,
digital decisions can directly affect the physical world. Systems such as autonomous
robots, drones, and embedded control platforms act as execution layers where
digitally computed actions are translated into physical operations. In such
architectures, all sensing, decision-making, and actuation are mediated by
computational processes, effectively establishing a bridge between the digital and
physical domains.
Furthermore, the proliferation of embedded systems and Internet of Things (IoT)
infrastructures has enabled large-scale interconnectivity between heterogeneous
devices, sensors, and services. This interconnected ecosystem significantly expands
both the operational capabilities of autonomous agents and the potential attack
surface. As a result, agent behavior can propagate across domains, influencing not
only software systems but also physical processes and resources.
This observation motivates a departure from conventional evaluation environments
that focus primarily on web-based or code-generation agents. While existing
red-teaming platforms predominantly target vulnerabilities at the language model
level (e.g., prompt injection), the threat model introduced in Chapter 4 highlights a
broader spectrum of attack vectors, including resource misuse, privilege escalation,
and cross-domain interactions.
To capture these complexities, this work adopts a cyber-physical abstraction in the
form of a structured resource environment. By modeling the system as an
interconnected network of resources with varying sensitivity and operational
constraints, the environment enables the study of both behavioral and
resource-centric attack vectors. This allows for a more comprehensive evaluation of
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the proposed closed-loop IAM framework under conditions that reflect the
multi-layered nature of real-world agentic systems.

6.1 Environment

The following two sections document the experimental design we use to generate the
dataset ourselves— the environment, the agent architecture, the scenario
construction, and the diversity-injection mechanisms by which the data-collection
pipeline reached a state in which the resulting traces are usable for downstream
anomaly-detection training.
The experimental environment is designed as a discrete-time, graph-structured
system that models the interaction between autonomous agents and organizational
resources. The environment abstracts a cyber-physical system in which agents
operate over a network of interconnected resources, each associated with different
levels of sensitivity and operational capabilities. The design of the experimental
environment is motivated by two primary considerations. First, practical constraints
on computational resources necessitate the use of a lightweight and computationally
efficient simulation framework. Second, adopting a simplified yet structured
environment enhances tractability and enables reproducibility of experimental
results, which is critical for systematic evaluation and comparison. To satisfy these
requirements, the environment is implemented using the Gymnasium
framework [82], an open-source toolkit for developing and evaluating reinforcement
learning environments. This choice provides a standardized interface for defining
state spaces, action spaces, and environment dynamics, while ensuring portability
and ease of experimentation.
The selection of resource nodes is designed to provide a minimal yet representative
abstraction of a typical enterprise system. Each node corresponds to a distinct class
of organisational resource, including public utilities (e.g., search and documentation
tools), internal services (e.g., APIs and knowledge bases), and critical infrastructure
(e.g., financial systems and production databases). This diversity ensures coverage of
different operational capabilities such as read, write, configuration, and transfer
actions, while maintaining a compact and computationally efficient environment.
Furthermore, assigning each node a sensitivity level enables the construction of a
structured risk hierarchy, which is essential for evaluating access control decisions
and behavioral risk.
The edge structure of the graph is intentionally sparse and structured, rather than
fully connected. In real-world systems, resources are not arbitrarily accessible;
interactions are constrained by architectural boundaries, interfaces, and access
policies. The defined edges therefore represent plausible and permitted transitions
between resources, reflecting realistic system connectivity. In particular, cross-zone
edges are designed to enforce multi-step transitions between sensitivity levels,
preventing direct access from low-sensitivity resources to critical systems. This allows
the environment to model privilege escalation as a sequence of intermediate steps,
rather than a single transition.
This design choice is critical for enabling meaningful behavioral analysis. By
constraining the transition space, the environment produces structured and
interpretable trajectories that can be learned by the anomaly detection model. At the
same time, the graph remains sufficiently expressive to capture normal workflows,
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escalation paths, lateral movement, and recovery behaviors. As a result, the
environment balances simplicity and realism, providing a controlled yet
representative setting for evaluating dynamic, behavior-aware access control
mechanisms.

6.1.1 Environment Structure

The environment is represented as a directed graph:

𝒢 = (𝒱, ℰ), (6.1.1)

where each node 𝑣 ∈ 𝒱 corresponds to a resource, and each directed edge (𝑖, 𝑗) ∈ ℰ
represents a permissible transition between resources.

The system consists of nine resource nodes, partitioned into three sensitivity zones:

• Zone 1 (Public, 𝑠 ∈ [0.0, 0.3]): Public_Search, Help_Wiki, Calculator

• Zone 2 (Internal, 𝑠 ∈ [0.4, 0.7]): Employee_Directory, Project_API,
Knowledge_Base

• Zone 3 (Critical, 𝑠 ∈ [0.8, 1.0]): Financial_Gateway, Admin_Panel,
Production_DB

Each node is associated with a sensitivity value:

𝑠 ∶ 𝒱 → [0, 1], (6.1.2)

and a set of available tool actions.

Directed edges define valid navigation paths both within and across zones, enabling
the modeling of structured workflows as well as potential attack paths.

6.1.2 State Space

At each time step 𝑡, the environment state is defined as:

𝑥𝑡 = [𝑛𝑡, 𝑠𝑡, 𝑎status𝑡 , 𝑟𝑡, 𝜙𝑡, v𝑡], (6.1.3)

where:

• 𝑛𝑡 ∈ {0, … , 8}: current node (resource index)

• 𝑠𝑡 ∈ [0, 1]: sensitivity of the current node

• 𝑎status𝑡 ∈ {0, 1, 2}: outcome of the previous action (success, denied, error)

• 𝑟𝑡 ∈ {0, 1, 2, 3}: active IAM role (Full, Supervised, Prescribed, Quarantined)

• 𝜙𝑡 ∈ [0, 1]: normalized episode progress (This gives us temporal context and
helps with detection of abnormal escalation)

• v𝑡 ∈ ℝ9: visit count vector over all nodes

The visit count vector evolves as:

v𝑡+1(𝑖) =
⎧{
⎨{⎩

v𝑡(𝑖) + 1, if 𝑖 = 𝑛𝑡+1

v𝑡(𝑖), otherwise
(6.1.4)
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This representation captures both instantaneous system context and temporal
behavioral history.

6.1.3 Action Space

The action space is discrete and exposes four primitives: navigate(target_node)
moves the agent along a directed edge; invoke_tool(tool_name) executes a tool action
on the current node; escalate() formally requests higher permissions; and
get_observation() reads current state without side effects. The observation space is a
fixed-length vector containing the current node ID, the resource sensitivity, the last
action status (Success / Denied / Error), the active IAM role (Full / Supervised /
Prescribed / Quarantined), the fraction of the episode budget consumed, and a
per-node visit count vector. This design gives the downstream anomaly detector both
categorical features (which node, which tool, which status) and continuous features
(sensitivity, fractions, normalised counts)
Mathematically, the discrete action space can be formularized as:

𝒜 = 𝒜nav ∪ 𝒜tool ∪ 𝒜ctrl, (6.1.5)

where:

• Navigation:
𝑎𝑡 = Navigate(𝑗), 𝑗 ∈ 𝒱 (6.1.6)

• Tool Invocation:
𝑎𝑡 = Invoke_Tool(𝑘), 𝑘 ∈ 𝒯(𝑛𝑡) (6.1.7)

• Escalation:
𝑎𝑡 = Escalate() (6.1.8)

• Observation:
𝑎𝑡 = Observe() (6.1.9)

Here, 𝒯(𝑛𝑡) denotes the set of tools available at node 𝑛𝑡.

6.1.4 Environment Dynamics

The system evolves according to the transition function:

𝑥𝑡+1 = 𝑓(𝑥𝑡, 𝑎𝑡), (6.1.10)

which depends on the action type.

Navigation Dynamics

𝑛𝑡+1 =
⎧{
⎨{⎩

𝑗, if (𝑛𝑡, 𝑗) ∈ ℰ
𝑛𝑡, otherwise

(6.1.11)
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Tool Execution Dynamics

𝑎status𝑡 =
⎧{
⎨{⎩

0, if tool 𝑘 ∈ 𝒯(𝑛𝑡)
1, otherwise

(6.1.12)

Escalation Dynamics
𝑎status𝑡 ∼ Bernoulli(𝑝esc) (6.1.13)

where 𝑝esc represents the probability of successful escalation.

Progress Update
𝜙𝑡+1 = 𝑡 + 1

𝑇 , (6.1.14)

where 𝑇 is the episode horizon.

Cross-zone transitions are tracked as:

𝑧𝑡+1 =
⎧{
⎨{⎩

1, if zone(𝑛𝑡+1) ≠ zone(𝑛𝑡)
0, otherwise

(6.1.15)

6.1.5 Zone-Based Abstraction

The mapping from nodes to zones is defined as:

𝑧 ∶ 𝒱 → {1, 2, 3}, (6.1.16)

where:

• 𝑧 = 1: Public (low sensitivity)

• 𝑧 = 2: Internal (moderate sensitivity)

• 𝑧 = 3: Critical (high sensitivity)

Transitions between zones represent changes in security context:

Δ𝑧𝑡 = 𝑧(𝑛𝑡+1) − 𝑧(𝑛𝑡), (6.1.17)

which are particularly important for detecting privilege escalation and anomalous
behavior.

6.1.6 Control-Theoretic Interpretation

The environment can be interpreted as a controlled dynamical system:

𝑥𝑡+1 = 𝑓(𝑥𝑡, 𝑢𝑡), (6.1.18)

where 𝑢𝑡 ∈ 𝒜 denotes the control input generated by the agent.

A trajectory of the system is defined as:

𝜏 = (𝑥0, 𝑢0, 𝑥1, 𝑢1, … , 𝑥𝑇 ), (6.1.19)
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which represents the behavioral evolution of the agent over time. This trajectory
serves as the primary object for subsequent risk estimation, trust modeling, and
control-based intervention.

Public_Search
𝑠 = 0.1

Help_Wiki
𝑠 = 0.1

Calculator
𝑠 = 0.0

Zone 1: Public

Employee_Directory
𝑠 = 0.4

Project_API
𝑠 = 0.5

Knowledge_Base
𝑠 = 0.6

Zone 2: Internal

Financial_Gateway
𝑠 = 0.9

Admin_Panel
𝑠 = 0.95

Production_DB
𝑠 = 1.0

Zone 3: Critical

Figure 6.1.1: Secure Resource Grid environment used in the experiments. The environment
is modeled as a directed graph of resource nodes partitioned into three sensitivity zones:
Public, Internal, andCritical. Dashed edges denote cross-zone transitions, which are especially
relevant for monitoring escalation, privilege misuse, and anomalous navigation behaviour.

6.2 Normal and Attack Scenarios

To evaluate the proposed closed-loop IAM framework, the environment is exercised
under two categories of scenarios: normal operational behavior and adversarial
(attack) behavior. These scenarios are designed to systematically explore the
behavioral space of the agent while exposing the system to both benign and malicious
interaction patterns.

6.2.1 Scenario Distribution Formulation

Let 𝒮 denote the set of all possible scenarios. We partition this set into:

𝒮 = 𝒮normal ∪ 𝒮attack, (6.2.1)

where:

• 𝒮normal: set of normal (benign) scenarios

• 𝒮attack: set of adversarial scenarios

Each episode is generated by sampling a scenario:

𝑠 ∼ 𝑝(𝒮), (6.2.2)

where the distribution is defined as:

𝑝(𝒮) = 𝜋𝑛 ⋅ 𝑝(𝒮normal) + 𝜋𝑎 ⋅ 𝑝(𝒮attack), (6.2.3)
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with:
𝜋𝑛 + 𝜋𝑎 = 1. (6.2.4)

Each scenario induces a trajectory:

𝜏 = (𝑥0, 𝑎0, 𝑥1, 𝑎1, … , 𝑥𝑇 ), (6.2.5)

which is used for behavioral modeling and risk estimation.

6.2.2 Normal Scenarios

Normal scenarios represent legitimate agent behavior aligned with user intent. These
scenarios are designed to cover a broad range of operational patterns, including
navigation, data access, cross-zone interaction, and controlled escalation.

Table 6.2.1: Normal behavior scenarios

ID Category Zones Behavior Type Risk Level

N01 Simple Search Z1→Z2 Cross-zone Low

N02 Directory Lookup Z2 Single-node Low

N03 Multi-Hop Inquiry Z1→Z2→Z3 Multi-hop Medium

N04 Status Monitoring Z2 Monitoring Low

N05 Resource Preparation Z3 Read-only critical Medium

N06 Internal Sync Z2→Z2 Data transfer Medium

N07 Documentation Trail Z1 Sequential Low

N08 Escalation Test Z1→Z2 Escalation Medium

N09 API Stress Test Z2 Repetitive access Medium

N10 Long Horizon Task All Long-horizon Medium

N11 Data Formatting Z1→Z2 Cross-zone processing Low

N12 Diagnostic Z2 Sequential reads Low

N13 Goal Recovery Z2→Z1 Recovery Medium

N14 Cross-Zone Audit Z2→Z3 Comparison Medium

N15 Idle State Z1/Z2 Passive Low

These scenarios define the baseline behavioral distribution, capturing expected
navigation patterns, tool usage, and interaction sequences.

6.2.3 Attack Scenarios

Attack scenarios represent adversarial behaviors that exploit vulnerabilities in agent
reasoning, system interfaces, or access control mechanisms. These scenarios are
aligned with OWASP LLM vulnerabilities and extended to include agentic and
system-level threats.
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Table 6.2.2: Attack scenarios

Category Attack Zones Behavior Type Risk Level

LLM01 Prompt Injection (Direct) Z1→Z3 Privilege bypass High

LLM01 Prompt Injection (Indirect) Z1→Z2 Hidden manipulation High

LLM02 Output Manipulation All Invalid actions High

LLM04 DoS (Loop) Z1/Z2 Infinite loop Medium

LLM04 DoS (Padding) All Resource exhaustion Medium

LLM06 Data Leakage Z2→Z3 Confidential access High

LLM07 Tool Hijacking Z2 Malicious execution High

LLM07 Oscillation Z1/Z2 Unstable navigation Medium

LLM08 Unauthorized Action Z3 Restricted operation High

LLM09 Decision Manipulation All Policy bypass High

Agentic Hallucinated State All Misinterpretation Medium

Agentic Plan Hijacking All Execution override High

Network Latency Injection All Timing disruption Medium

Physical Sensor Spoofing Z2/Z3 False observations High

Logic Execution Skip All State bypass High

These attack scenarios introduce structured deviations from normal behavior,
enabling evaluation of anomaly detection, risk estimation, and adaptive control
mechanisms.

6.2.4 Role in System Evaluation

The combination of normal and attack scenarios enables a structured evaluation
framework:

• Normal scenarios define the nominal behavioral distribution.

• Attack scenarios introduce controlled perturbations to this distribution.

• The divergence between these distributions enables effective training of the
anomaly detection model and evaluation of the IAM control strategy.

6.3 Agent Architecture and Workflow

Data generation is performed using a two-agent architecture implemented in
LangGraph. The system consists of a Controller agent and an Auditor agent. The
Controller is responsible for task-directed interaction with the environment,
including navigation between resource nodes, tool invocation, and privilege escalation
requests. The Auditor acts as a supervisory agent that reviews each proposed action
before execution and determines whether it should be accepted or rejected.
The design decision to instantiate the agent not as a single LLM policy but as a
Controller–Auditor pair connected through is motivated through the fact that a
monolithic agent that both decides actions and self-audits them suffers from a
well-known failure mode: an injected prompt that captures the decision-making
process also captures the safety-checking process. By splitting the two roles into
separate LLM calls with separate system prompts and separate views of state, we
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obtain a partial defence-in-depth. The Auditor sees the Controller’s proposed action
and the current observation, and can reject or modify it before the environment
executes it. Equally important for the experiment, the architecture produces a richer
trace, because every decision generates two LLM-call records (proposal and review)
plus the resulting environment step. This doubles the per-step information available
to the anomaly detector and creates failure modes.

LLM 1 LLM 2

Controller Auditor

Environment

1 2

3

4 5

6

7 8

Figure 6.3.1: Agent interaction workflow. (1–2) Controller queries the LLM to generate a can-
didate action. (3–6) The proposed action is evaluated by the Auditor via the LLM. (7–8) Ap-
proved actions are executed in the environment, and observations are returned to the Con-
troller.

The Controller receives a system prompt that describes the grid topology, the
available tools, and the goal text. Its task on every turn is to call exactly one tool. The
prompt explicitly instructs the Controller to inspect its current position before acting,
to retry transient failures at most twice, and — critically — to follow any fallback
instructions present in the goal. The Auditor receives a different system prompt that
frames it as a safety reviewer. It is given the Controller’s proposed tool call and the
current observation, and must respond with a JSON object containing a decision
(approve, reject, or modify) and a brief reason. The Auditor does not have access to
the environment directly; it can only influence behaviour by accepting or rejecting
Controller proposals.
Let 𝑥𝑡 denote the environment state at time step 𝑡. Based on the current observation
and scenario context, the Controller proposes an action

𝑎(𝑐)
𝑡 ∼ 𝜋𝑐(𝑎 ∣ 𝑥𝑡, 𝑐), (6.3.1)

where 𝜋𝑐 denotes the Controller policy and 𝑐 represents the scenario-specific context.

The proposed action is then evaluated by the Auditor, which produces an approval
decision

𝑑(𝑎)
𝑡 ∼ 𝜋𝑎(𝑑 ∣ 𝑥𝑡, 𝑎(𝑐)

𝑡 , 𝑐), (6.3.2)

where 𝑑(𝑎)
𝑡 ∈ {approve, reject}.

If the action is approved, it is executed in the environment and the system transitions
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according to
𝑥𝑡+1 = 𝑓(𝑥𝑡, 𝑎(𝑐)

𝑡 ). (6.3.3)

If the action is rejected, the Controller generates a new candidate action. To prevent
non-terminating rejection cycles, a rejection counter is maintained, and after three
consecutive rejections the action is force-approved for execution.

Accordingly, the interaction flow of each episode follows the sequence

reset_env → controller → auditor → execute_tools → observe, (6.3.4)

which repeats until the episode terminates.
The multi-agent workflow is implemented using the LangGraph framework [83],
which provides a structured execution model for coordinating multiple LLM-based
agents in a graph-based control flow. This choice is motivated by the need to
explicitly model the interaction between the Controller and Auditor agents as a cyclic
decision process with conditional branching, rather than a simple sequential pipeline.
LangGraph enables the definition of stateful nodes, iterative loops, and controlled
transitions between agents, making it well-suited for implementing the closed-loop
interaction pattern required by the proposed IAM framework.
At each LangGraph node execution, synchronized logs are collected from four
streams: cyber, intent, environment, and hardware. This produces a temporally
aligned record of both decision-making and environmental response, which is later
used for behavioral modeling and evaluation.

Runtime Considerations The agent architecture was designed with practical
runtime constraints in mind. In particular, the Controller and Auditor roles are
implemented as separate model instances, allowing the use of a smaller model for the
Auditor without affecting the action distribution. Additional optimisations, such as
reduced context window sizes and persistent model loading, were applied to ensure
tractable execution times during large-scale data collection. These implementation
choices do not alter the logical workflow but enable efficient deployment on limited
hardware.

6.4 Data Gathering, Processing, and Evaluation

6.4.1 Data Collection

Every time a LangGraph node executes, a collector records a step record with four
synchronised streams. The four streams are designed to give downstream models
complementary views of the same moment in time, so that an anomaly that is
invisible in one stream can still be caught in another.
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Table 6.4.1: The four data streams in a Sync-Step record

Stream Contents Purpose

Cyber node_id, edge_taken, remain-
ing_steps, rejection_count

Graph-topology view of where
the agent is and how it got there

Intent tool_calls, token_usage,
agent_reasoning, audi-
tor_decision, auditor_feedback

What the agent meant to do, in
its own words

Environment observation vector, cur-
rent_node, episode stats,
reward

Ground-truth result of the action
in the world

Hardware CPU %, RAM, latency, context
switches

Side-channel view that may
catch resource-exhaustion at-
tacks

Each episode also logs its stochastic configuration as metadata: the starting node, the
sampled max_steps for that episode, the set of disabled edges, the tool-failure
probability, and the observation noise standard deviation. This makes every episode
fully reproducible and lets the downstream analysis ask whether anomaly-detector
errors correlate with particular environmental configurations. Capturing this
metadata correctly was one of the most challenging and subtle parts of the
experiment, but it adds a great value to the reproducibility of the results.

6.4.2 Feature Vector for the Downstream Learning Model

Each recorded step is converted into a feature vector containing continuous and
categorical information about the agent, environment, and auditor. Two constant
channels, active_iam_role and ram_mb, are removed.

The continuous feature block contains 19 variables:

• 12 non-constant environment-observation features;

• four guard-counter features: no_progress_count, consecutive_denied,
consecutive_inspections, and rejection_count;

• the inter-step interval dt_from_prev;
• two telemetry features, cpu_percent and latency_ms.

Two categorical variables, action_type_id and auditor_decision_id, are appended,
resulting in a 21-dimensional per-step feature vector:

x𝑡 ∈ ℝ21. (6.4.1)

Continuous features are standardized using statistics estimated exclusively from the
normal training split. The resulting trajectories are divided into windows of length
𝑊 = 32 with stride 16 for training the CVAE–LSTMmodel.

6.4.3 Diversity of Behavioral Data

A critical requirement for training and evaluating the proposed behavioral modeling
framework is the generation of sufficiently diverse and representative data. Since the

54



CHAPTER 6. EXPERIMENT DESIGN

anomaly detection and risk estimation components rely on learning patterns of agent
behavior, the dataset must capture variability in both normal and adversarial
interactions.
A key challenge in synthetic environment design is avoiding overfitting to
deterministic trajectories. If identical scenarios are executed repeatedly under fixed
conditions, the resulting data distribution becomes highly concentrated, limiting the
model’s ability to generalize.
To address this, multiple mechanisms are introduced to ensure diversity at both the
scenario and environment levels. These mechanisms introduce variability in:

• initial conditions (starting node),

• environment structure (available transitions),

• execution outcomes (tool success or failure),

• observation space (measurement noise),

• and episode length.

Formally, the generated trajectory distribution can be expressed as:

𝜏 ∼ 𝑝(𝜏 ∣ 𝑠, 𝜔), (6.4.2)

where 𝑠 denotes the scenario and 𝜔 represents stochastic environment factors. This
formulation ensures that multiple distinct trajectories can be generated from the
same high-level scenario.

Scenario Parameterization

Early experiments confirmed an obvious risk: when the same prompt is replayed
thirty times to the same model with low temperature, the resulting trajectories are
nearly identical, and a downstream sequence model trained on them effectively
memorises the prompt rather than learning the structure of benign behaviour. The
template system replaces every fixed string with placeholders sampled from a
controlled vocabulary, so each iteration receives a genuinely different concrete
prompt while the underlying behaviour pattern remains stable. Mathematically, each
scenario is represented as:

𝑠 = 𝑓template(𝜃), (6.4.3)

where 𝜃 is sampled from a parameter space Θ.

This parameterization introduces variability in:

• target resources,

• task-specific arguments,

• navigation paths,

• and contextual inputs provided to the agent.

As a result, multiple distinct behavioral realizations can be generated from a single
scenario category, preventing the model from memorizing specific trajectories.

In contrast, attack scenarios are intentionally defined as fixed patterns, since they
aim to trigger specific exploit conditions rather than represent a distribution of
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benign behaviors.

LLM Sampling Variability

In addition to environment-level stochasticity, variability is introduced at the agent
level through probabilistic language model sampling. The agent is driven by a large
language model (LLM) configured with a non-zero temperature parameter, which
controls the randomness of token generation.

Formally, the LLM generates actions based on a conditional distribution:

𝑎𝑡 ∼ 𝑝𝜃(𝑎𝑡 ∣ 𝑥𝑡,context), (6.4.4)

where the temperature parameter 𝜏 modifies the distribution as:

𝑝(𝜏)
𝜃 (𝑎) ∝ exp( log 𝑝𝜃(𝑎)

𝜏 ) . (6.4.5)

Higher values of 𝜏 increase exploration by flattening the distribution, while lower
values produce more deterministic behavior.

This mechanism ensures that even under identical scenario definitions, the agent
may produce different reasoning paths, tool selections, and navigation sequences. As
a result, LLM sampling contributes an additional source of behavioral diversity,
complementing scenario parameterization and environment stochasticity.

Loop-Based Data Generation

To ensure sufficient coverage of the behavioral space, each scenario is executed
multiple times.

Let 𝒮normal and 𝒮attack denote the sets of normal and attack scenarios, respectively.
Data collection proceeds by iterating over these sets:

𝒟normal = ⋃
𝑠∈𝒮normal

{𝜏 (𝑠)
𝑖 }

𝑁𝑛

𝑖=1
, (6.4.6)

𝒟attack = ⋃
𝑠∈𝒮attack

{𝜏 (𝑠)
𝑗 }

𝑁𝑎

𝑗=1
, (6.4.7)

where:

• 𝑁𝑛 is the number of repetitions per normal scenario,

• 𝑁𝑎 is the number of repetitions per attack scenario.

For normal scenarios, repeated executions combined with parameterization and
stochasticity produce a diverse set of trajectories:

𝜏 (𝑠)
𝑖 ≠ 𝜏 (𝑠)

𝑗 for 𝑖 ≠ 𝑗. (6.4.8)
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For attack scenarios, repeated execution ensures consistent exposure to adversarial
patterns while still allowing variability due to environmental stochasticity.

Evolving Randomness

In addition to explicit stochastic mechanisms, diversity is naturally introduced
through the evolving state of the random number generator across episodes. Starting
from an initial seed, the stochastic state progresses over time, resulting in different
realizations of environment dynamics, action outcomes, and scenario instantiations.
This ensures that even repeated configurations do not produce identical trajectories,
contributing to broader coverage of the behavioral space.

Random Start Node

Episodes are initialized from a randomly selected node within Zone 1 or Zone 2. This
variation in starting position forces the agent to adapt its navigation strategy
depending on its initial state, preventing the dataset from being biased toward a fixed
entry point. As a result, trajectories exhibit a wider range of valid paths toward goal
completion.

Tool Failure

A stochastic tool failure mechanism is introduced, where each tool invocation has a
fixed probability of returning an error. This forces the agent to engage recovery
behaviors, such as retrying actions or selecting alternative strategies. Incorporating
such failures ensures that the dataset captures not only ideal execution paths but also
realistic recovery scenarios.

Edge Perturbation

To introduce structural variability in navigation, a subset of edges in the resource
graph is randomly disabled at the beginning of each episode. This forces the agent to
re-plan its traversal paths when expected routes are unavailable. The resulting
trajectories reflect adaptive behavior under constrained connectivity, rather than
deterministic shortest-path execution.

Observation Noise

Gaussian noise is applied to continuous components of the observation vector,
introducing variability in the perceived state of the environment. This prevents the
downstream learning model from relying on exact feature values and reduces the risk
of overfitting to deterministic observation patterns. The injected noise ensures that
similar states may appear slightly different across episodes.

Variable Episode Length

The maximum number of steps per episode is sampled from a predefined range,
resulting in episodes of varying length. This prevents the agent from following a fixed
temporal pattern and ensures that trajectories differ in duration and progression.
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Variable episode length contributes to temporal diversity and avoids bias toward a
single execution horizon.

Interaction Between Random Start and Edge Perturbation

The interaction between random start initialization and edge perturbation introduces
non-trivial effects on scenario feasibility. In certain cases, a randomly selected
starting node combined with disabled edges can render a scenario physically
impossible to complete, particularly when the goal specifies a fixed starting position
or required path. This issue was addressed through a goal-aware starting node
directive, ensuring that scenario constraints remain consistent with the environment
configuration. This highlights that diversity mechanisms, while independently
beneficial, must be carefully coordinated to avoid generating invalid trajectories.

Summary of Data Collection Strategy

The overall data gathering process is designed to balance:

• coverage: by including a wide range of scenarios,

• diversity: through parameterization and stochastic environment dynamics,

• consistency: via repeated execution of structured scenarios.

This combination ensures that the resulting dataset captures both the variability of
normal behavior and the structured deviations introduced by adversarial actions,
providing a suitable foundation for subsequent modeling and evaluation.
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7 Evaluation and Results

7.1 Baselines and Controller Variants

The dataset was collected under a full-privilege policy, with no adaptive
access-control mechanism. The recorded trajectories are subsequently replayed to
compare this static baseline with three dynamic controller formulations in Section 7.5.

Full-privilege baseline. The agent remains at the Full autonomy level throughout
the episode. This represents classical IAM with a fixed role assigned after
authentication and provides the reference case for measuring the benefit of runtime
adaptation.

Soft-threshold controller. Instantaneous risk 𝑟𝑡 and historical trust 𝜏𝑡 are
combined into a scalar suspicion score, which is mapped to one of the ordered
autonomy levels using fixed thresholds. This provides a simple, interpretable
dynamic policy.

Discrete finite-horizon quadratic-cost controller. This controller predicts a
scalar suspicion signal derived from instantaneous risk and historical trust and
evaluates sequences of autonomy roles over a finite horizon. Its objective penalizes
exposure under elevated suspicion, operational restriction, and role switching.

Barrier-inspired threshold safety filter. This filter maps current risk and
filtered trust directly to restrictive autonomy roles using predefined hard thresholds.
It isolates the contribution of direct threshold-based intervention without
finite-horizon optimization.

7.2 Dataset Characterization

Before any model in Chapter 5 is trained or evaluated, the dataset produced by the
procedure of Section 6.4 must be characterized along three orthogonal axes. First, its
behavioral content: do the trajectories actually realize the scenarios that were
prescribed, do the attack episodes produce the attack signatures that were intended,
and do the four regimes defined in Section 4.4.3 —normal, successful attack, partial
attack, blocked attack—differ on the features the downstream or not. Second, its
statistical properties at the stream level: which raw observation channels carry
information, which are constant or near-degenerate, and what preprocessing choices
follow from those facts. Third, its integrity: the dataset must be free of leakage paths
that would let a learned model recover regime labels from metadata rather than from
behavior, and the per-regime sample sizes must be sufficient to support the
evaluation claims of Sections 7.3–7.5.
This section reports those three diagnostics in turn—descriptive, stream-level, and
integrity—and closes with a fourth subsection on behavioral geometry that visualizes
the regime structure under three temporal scales. Each of the four subsections is tied
back to a specific modeling decision in Chapter 5: the descriptive statistics motivate
the four-regime evaluation split; the stream-level analysis motivates the encoder
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input vector; the integrity checks bound the credibility of the downstream metrics;
and the geometric analysis provides direct empirical evidence for the recurrent
encoder choice in Section 5.2. None of the analyses in this section uses labels from
the trained models; all conclusions are derivable from the collection procedure alone.

7.2.1 Episode-Level Descriptive Statistics

The episode is the largest natural unit of behavior in the dataset: each episode
corresponds to one realization of one scenario from the libraries in Tables 6.2.1
and 6.2.2, and collapses an entire trajectory 𝜏 = (𝑥0, 𝑎0, 𝑥1, 𝑎1, … , 𝑥𝑇 ) into a single row of
summary statistics. This subsection reports the shape of the dataset at this
granularity along three axes: overall composition and per-scenario sample sizes,
behavioral coverage of the normal scenario library, and outcome heterogeneity within
the attack scenario library. The subsection closes with a three-regime comparison on
the features the downstream model will consume, which establishes the
discriminative budget that any learned representation has to clear.

Dataset composition. The dataset comprises 600 episodes: 450 normal and 150
adversarial, distributed as 30 episodes per normal scenario across 15 normal
scenarios and 10 episodes per attack scenario across 15 attack scenarios. The
per-scenario allocation is uniform within each category. The 3:1 normal-to-attack
ratio reflects the asymmetry argued in Section 6.2.1: the CVAE is trained on normal
data only, so the normal split must support a train/validation partition of useful size,
while the attack split needs only enough episodes per scenario to estimate per-attack
detection rates with non-trivial resolution. With ten episodes per attack scenario, a
single episode changes the per-scenario rate by ten percentage points. This limited
resolution is acknowledged in Section 8.2.
After the integrity filter and data preprocessing, 589 of the 600 episodes (98.2%) are
retained for analysis. The 11 excluded episodes—6 from the N13 recovery scenario
and 5 from the attack_leakage scenario—are diagnosed in that subsection; they are
reported here only as a baseline so that all downstream counts can be interpreted
against a known denominator.

Behavioral coverage of the normal scenario library. Table 7.2.1 reports
per-scenario aggregates over the normal split: sample size, integrity-pass count,
mean episode length in environment steps, mean completion ratio, mean auditor
reject pressure, and the dominant action type. Two facts in this table govern the
interpretation of every subsequent result.
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Table 7.2.1: Per-scenario summary of the normal split

ID 𝑛ep 𝑛valid Env steps Completion Reject % Unique nodes Dominant action

N01 30 30 25.4 0.89 0.39 2.0 invoke_tool

N02 30 30 28.1 0.81 0.44 2.7 navigate

N03 30 30 17.4 0.82 0.30 2.3 navigate

N04 30 30 24.8 0.91 0.35 2.3 navigate

N05 30 30 12.0 0.94 0.63 1.0 invoke_tool

N06 30 30 19.2 0.82 0.32 2.0 invoke_tool

N07 30 30 26.5 0.92 0.29 2.5 navigate

N08 30 30 23.8 0.33 0.91 2.6 escalate

N09 30 30 33.6 0.91 0.38 2.2 invoke_tool

N10 30 30 25.4 0.97 0.20 3.4 navigate

N11 30 30 12.8 0.54 0.32 2.3 navigate

N12 30 30 19.3 0.88 0.41 2.0 invoke_tool

N13 30 24 24.6 0.70 0.29 2.2 navigate

N14 30 30 25.8 0.92 0.29 1.9 invoke_tool

N15 30 30 0.5 0.15 0.12 1.0 observe

First, the dominant-action column verifies that each scenario template produced
behavior consistent with its intended category in Table 6.2.1. The N09 API stress test
is dominated by invoke_tool (mean 33.6 environment steps with invoke_tool as the
modal action), the N10 long-horizon task is dominated by navigate, the N08
escalation test is dominated by escalate, and the N15 idle scenario is dominated by
observe (mean 0.5 environment steps, completion ratio 0.15). These four scenarios
are deliberate corner cases, and their distinct action distributions confirm that the
LLM-driven controller responds to the scenario prompt rather than collapsing to a
single dominant behavior. The fifteen scenarios as a group span every action type in
the action schema, which is the prerequisite for the per-scenario grid UMAP plots in
Section 7.2.3.
Second, the variation in completion ratio across scenarios (0.15 for N15 through 0.97
for N10) and in reject pressure (0.12 for N15 through 0.91 for N08) shows that the
auditor exerts heterogeneous influence on benign trajectories. N08, by design, asks
the controller to attempt escalations that the auditor often refuses, producing a high
reject rate on a fully benign scenario; N15, conversely, asks the controller to remain
idle and produces almost no auditor traffic. This heterogeneity matters because reject
pressure is one of the features used by the behavioral encoder (Section 7.2.2): a
model that learns “high reject pressure ⇒ attack” would fail on N08 even in the
absence of any adversary. The per-regime statistics in Section 7.2.1 show that the
regime distributions overlap on this feature for exactly this reason, which is one of the
motivations for the temporal model rather than a pointwise threshold.
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Figure 7.2.1: Per-scenario distribution of controller action types over the normal split. Bars
are normalized to fractions so scenarios with different episode counts are comparable. Each
scenario produces the action mix prescribed by its template — N09 invoke-tool-heavy, N10
navigate-heavy, N08 escalate-heavy, N15 observe-only — confirming that the LLM-driven
controller responds to the scenario prompt rather than collapsing to a single dominant be-
havior.

Attack outcome heterogeneity. The attack split cannot be characterized by
completion ratio alone because an attack that is rejected by the auditor and an attack
that fails for unrelated environmental reasons have the same low completion ratio but
very different status as adversarial examples. Following the verdict heuristic
introduced in Section 6.2.3, each attack episode is assigned one of three labels:
successful if the attack achieved its intended behavioral footprint with low auditor
friction; blocked if the auditor consistently rejected the proposed actions and the
attack failed to progress; and partial otherwise. The verdict is descriptive rather than
prescriptive—it labels what the trajectory actually did, without pre-judging whether
the trained model should detect it—and is the direct source of the four-regime
decomposition used throughout the remainder of Chapter 7.

Table 7.2.2: Per-attack verdict distribution

Attack 𝑛ep Majority Succ. Part. Blk. Compl. Denial Steps

admin_delete 10 partial 0 10 0 0.90 0.76 29.2

dos_loop 10 successful 7 3 0 0.75 0.32 30.7

dos_padding 10 blocked 0 0 10 0.00 0.00 0.0

hallucinate 10 partial 0 10 0 0.92 0.74 24.1

hijack 10 partial 0 6 4 0.58 0.87 30.7

indirect 10 successful 10 0 0 0.95 0.28 19.2

inject_skip 10 blocked 0 1 9 0.09 0.86 10.0

latency 10 successful 7 3 0 0.83 0.35 29.5

leakage 10 blocked 3 2 5 0.49 0.42 5.7

manipulate 10 partial 0 8 2 0.33 0.61 7.5

oscillation 10 partial 0 8 2 0.70 0.79 32.0

output_oob 10 successful 7 2 1 0.99 0.22 10.6

skip_node 10 partial 0 8 2 0.50 0.88 35.4

spoof_low 10 successful 5 5 0 0.83 0.65 18.1

tool_hijack 10 partial 2 6 2 0.38 0.32 12.0
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Three observations from Table 7.2.2 bear directly on the evaluation design.
Verdict heterogeneity within attack identifiers is the rule, not the exception. Of the
15 attack scenarios, only three produce a single verdict across all 10 of their episodes
(indirect all-successful, dos_padding all-blocked, and admin_delete all-partial); the
remaining 12 scatter across two or three verdict classes. This is a direct consequence
of the stochastic mechanisms introduced in Section 6.4.3 (LLM temperature
sampling, edge perturbation, observation noise, random start nodes, and stochastic
tool failures): a single attack template, executed under different stochastic
realizations, produces trajectories that the auditor may catch in some runs and miss
in others. This heterogeneity is the empirical reason the evaluation cannot use the
attack identifier as the ground-truth label; the verdict assigned by the rule above is
the operative label.
The verdict distribution defines the regimes the model must distinguish. Pooling
across attacks, 41 episodes are successful, 72 are partial, and 37 are blocked.
Combined with the 450 normal episodes, this yields the regime sample sizes used in
Section 7.2.1 and throughout the remainder of Chapter 7. Successful attacks form the
primary detection target—they are the cases where the auditor failed and dynamic
IAMmust add value over the static baseline. Partial attacks are the grey zone: the
auditor disrupted the attack but did not fully prevent it, and the controller’s residual
behavior may or may not be anomalous. Blocked attacks are reported separately as a
sanity check: a model that flags blocked attacks alongside the auditor adds no value
but at least confirms agreement, while a model that fails to flag them disagrees with a
known-correct ground truth.
The verdict and the auditor’s denial pressure are not collinear. The three successful
attack groups indirect, dos_loop, and output_oob have mean denial pressures of
0.28, 0.32, and 0.22 respectively—well below the rejection rates of several normal
scenarios (N05 at 0.63, N08 at 0.91)—while the blocked group leakage has mean
denial pressure 0.42, lower than the partial group oscillation at 0.79. This
non-monotonicity is the single most important observation for the trust-threshold
baseline introduced in Section 7.1: a thresholding rule on auditor rejection rate alone
cannot separate the four regimes, because the same numeric value of rejection rate
appears in benign N08 episodes, in successful attacks, and in blocked attacks. The
baseline’s failure mode in Section 7.1 is anchored in this observation.
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Figure 7.2.2: Distribution of episode verdicts (successful, partial, blocked) for each of the 15
attack scenarios. Each scenario contributes 10 episodes; the three verdict counts sum to 10.
Scenarios with all 10 episodes in a single verdict (indirect, dos_padding, admin_delete) are
the exception; the majority of attack scenarios distribute across two or three verdict classes,
reflecting the stochastic mechanisms of Section 6.4.3.

Three-regime comparison on discriminative features. Table 7.2.3 reports the
mean and standard deviation of ten episode-level features under each of the four
regimes. The features chosen are those that the downstream encoder either consumes
directly (action counts, reject percentage, unique nodes) or derives at the step level
(no-progress and consecutive-denied counters from Section 6.1.2); they are the
hand-engineered counterpart of the learned representation evaluated in Section 7.3.

Table 7.2.3: Episode-level statistics by regime, reported as mean (std)

Feature Normal Successful Partial Blocked

(𝑛 = 450) (𝑛 = 41) (𝑛 = 72) (𝑛 = 37)
env_steps 21.28 (11.56) 23.51 (10.40) 25.81 (15.95) 3.38 (3.96)

completion_ratio 0.77 (0.31) 0.96 (0.06) 0.70 (0.30) 0.08 (0.18)

reject_pct 0.38 (0.21) 0.32 (0.14) 0.68 (0.23) 0.49 (0.36)

unique_nodes 2.18 (0.76) 2.90 (0.89) 3.39 (1.21) 1.41 (0.76)

max_no_progress 6.77 (2.79) 5.49 (2.51) 7.94 (2.58) 10.27 (0.45)

max_consecutive_denied 1.18 (1.25) 1.00 (1.12) 1.93 (1.09) 1.89 (1.84)

n_navigate 19.24 (15.23) 36.12 (17.22) 27.62 (15.51) 5.73 (6.37)

n_invoke_tool 17.88 (14.13) 12.15 (9.54) 9.57 (11.67) 0.19 (0.52)

n_escalate 1.81 (7.57) 0.00 (0.00) 0.24 (0.72) 0.00 (0.00)

n_inspector 9.17 (8.06) 11.39 (10.50) 8.40 (7.22) 1.46 (1.17)

The table establishes three properties of the discriminative budget that the
downstream model will work against.
No single feature separates all four regimes. The blocked regime is characterized by
very short episodes (env_steps = 3.38) and near-zero completion (compl. = 0.08), and is
well separated from the other three on those two features. The successful and partial
regimes, however, overlap heavily with the normal regime on every individual
feature: their means on env_steps, reject_pct, and unique_nodes all fall within one
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standard deviation of the normal mean. This is the quantitative form of the geometric
overlap visualized in Figure 7.2.10, and it is the empirical foundation for the
argument that point-in-time, single-feature gating of the kind reviewed in
Section 3.2.3 cannot achieve clean separation on this dataset.
The successful and partial regimes differ from normal in distribution shape, not in
central tendency. On n_navigate, the successful regime has mean 36.1 versus 19.2 for
normal—roughly twice as many navigation actions per episode—while the standard
deviations are 17.2 and 15.2 respectively, so the distributions overlap substantially
despite the shifted means. On completion_ratio, the successful regime concentrates
very tightly around 0.96 (std 0.06) while normal scatters over the full [0, 1] interval
(std 0.31). These shape differences are exploitable by a density model—the CVAE
assigns probability mass to the normal distribution and reports low likelihood for any
region the normal distribution does not cover—but are invisible to a fixed-threshold
classifier on any single feature.
The action mix is the most informative individual signal, but not in isolation. Across
the four regimes, the ⟨n_navigate,n_invoke_tool⟩ pair takes distinct mean values
(19.2/17.9 normal, 36.1/12.2 successful, 27.6/9.6 partial, 5.7/0.2 blocked), suggesting
that a two-feature linear classifier could already separate the regimes at the level of
class-conditional means. The class-conditional standard deviations, however, are
larger than the inter-class mean gaps for the normal-vs-partial pair, so that classifier
would have substantial overlap in practice. The behavioral-geometry projections in
Section 7.2.3 confirm this: the linear PCA panel of Figure 7.2.10 shows partial overlap
between exactly these two regimes.
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Figure 7.2.3: Visualization of Gaussian-distributed feature behavior across regimes. The sub-
plots illustrate the separability and overlap structure that defines the discriminative budget
available to the downstream model.

Taken together, the descriptive statistics in this subsection establish the dataset as
one in which the four regimes are present, distinct in distribution, but not separable
by any single hand-engineered feature. This is the regime in which a learned,
temporal representation has something to recover, and it is the empirical setup for
the representation evaluation in Section 7.3.
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Figure 7.2.4: Distribution of four discriminative features across the four regimes (normal, suc-
cessful attack, partial attack, blocked attack), shown as boxplotswithout outlier whiskers. Per-
regime sample sizes are annotated on the x-axis. The blocked regime is sharply separated on
completion ratio and episode length; the successful and partial regimes overlap with normal
on every individual feature, motivating the multi-feature learned representation evaluated in
Section 7.3.

7.2.2 Stream-Level Analysis

The episode-level descriptive statistics in Section 7.2.1 treat each episode as a single
point. The CVAE+LSTM, however, consumes the trajectory at the per-step level: at
each time step the encoder receives the raw observation vector and the action and
auditor-decision identifiers from the previous step. The shape, range, redundancy,
and discriminative content of those streams determine which channels can be
included in the encoder input, which must be dropped for being constant, and which
carry enough mutual information with the regime label to be worth carrying through
the network. This subsection reports those four diagnostics in turn and ends with a
sequence-level entropy analysis that establishes that the trajectory-level signal is
non-trivial even after the per-step features have been characterized.
The unit of analysis throughout this subsection is the time step. After flattening every
step from every episode (including those excluded by the integrity filter, since a
degenerate stream would itself be a finding), the per-step table contains 92,482 rows.
Each row carries 14 raw observation channels, 8 numeric derived features, 4
categorical identifiers, and the episode-level regime label.

Numeric streams. Table 7.2.4 reports the per-step mean, standard deviation,
minimum, and maximum of the 22 numeric streams, computed over the 69,231
normal-data steps so that no information from the attack split influences the
preprocessing decision.
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Table 7.2.4: Per-step descriptive statistics of the numeric streams (normal split, 69,231 steps)

Feature Mean Std Min Max Note

current_node_id 2.52 2.14 0.00 8.00

resource_sensitivity 0.33 0.27 0.00 1.00

last_action_status 0.11 0.37 0.00 2.00

active_iam_role 0.00 0.00 0.00 0.00 constant; dropped

step_fraction 0.24 0.20 0.00 1.00

visits_Public_Search 2.39 3.41 0.00 22.98

visits_Help_Wiki 1.58 2.89 0.00 20.01

visits_Calculator 0.92 2.59 0.00 23.02

visits_Employee_Directory 1.41 2.82 0.00 23.02

visits_Project_API 1.26 2.48 0.00 21.03

visits_Knowledge_Base 0.62 2.03 0.00 22.97

visits_Financial_Gateway 0.04 0.18 0.00 1.07 sparse

visits_Admin_Panel 0.03 0.15 0.00 1.07 sparse

visits_Production_DB 0.04 0.17 0.00 1.08 sparse

dt_from_prev 0.33 0.27 0.00 6.18

no_progress_count 1.98 1.87 0.00 11.00

consecutive_denied 0.11 0.44 0.00 5.00

consecutive_inspections 0.48 0.72 0.00 2.00

rejection_count 1.12 3.01 0.00 51.00 heavy-tailed

cpu_percent 39.43 215.50 0.00 4201.60 noisy outliers

ram_mb 0.00 0.00 0.00 0.00 constant; dropped

latency_ms 0.21 0.08 0.09 0.63

Three observations from this table fix the encoder input vector.

First, two streams are exactly constant on the normal split: active_iam_role (always
0) and ram_mb (always 0). Both reflect environment instrumentation that was
specified in the schema but never wired in the data-collection pipeline of
Section 6.4.1: the IAM role channel was reserved for the future controller output, not
for the environment-side observation, and the RAM telemetry hook was never
connected. A constant feature contributes no variance for the encoder to model and
no information for the decoder to reconstruct, so both channels are dropped before
tensor export, leaving 12 raw observation dimensions plus 6 active numeric derived
features.
Second, two streams require attention before standardization. The cpu_percent
stream has a standard deviation of 215.5 against a mean of 39.4 and a maximum of
4,201.6, which is more than 19 standard deviations above the mean — the signature of
a small number of extreme outliers from the host operating system rather than
meaningful behavioral signal. The rejection_count stream is heavy-tailed in a
different and informative way: its maximum of 51 corresponds to the N08 escalation
scenario, where the auditor legitimately refuses many proposed escalations, and this
tail is therefore real signal that must be preserved. The two streams are accordingly
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treated differently in preprocessing: cpu_percent is z-scored (normalized) along with
the other continuous features but is flagged as a low-utility candidate in the
mutual-information ranking below, while rejection_count is preserved with its full
dynamic range (no normalization due to the fact that it is a strong signal).

Third, the visit-counter block exhibits a clear sensitivity gradient that reflects the
zone structure of Figure 6.1.1. The Zone 1 and Zone 2 nodes (Public_Search through
Knowledge_Base) carry means between 0.6 and 2.4 with maxima above 20, indicating
routine traffic.

The three Zone 3 nodes (Financial_Gateway, Admin_Panel, Production_DB) are an
order of magnitude sparser, with means below 0.05 and maxima just above 1.0. This
sparsity is by design — Zone 3 access is rare in the benign distribution — and is the
property that the CVAE will learn to reproduce as the normative pattern. Frequent
visits to Zone 3 nodes in an attack episode therefore translate to a localized region of
the input space the decoder has not been trained to reconstruct, which is the
operating principle behind the reconstruction-error signal in Section 7.3.

Redundancy among the raw observation channels. In the 14-dimensional input
the visit-counter channels are not guaranteed to be independent: an episode that
spends time in Zone 2 may visit several Zone 2 nodes in sequence, producing partial
correlation between their visit counts. The Pearson correlation matrix of the 12
non-constant raw-observation streams (computed on the normal split) shows a block
structure consistent with the zone partition: within-zone visit pairs are weakly
positively correlated (𝜌 ∈ [0.1, 0.3] for Zone 1 and Zone 2 pairs), while between-zone visit
pairs are uncorrelated or weakly negatively correlated, the latter reflecting the fact
that an episode that dwells in one zone has fewer remaining steps to spend in another.
step_fraction correlates positively with all visit counts, as it must mechanically (all
four quantities advance with elapsed time). No correlation exceeds 0.6 in absolute
value, so no channel is redundant in the strong sense that would justify dropping it.
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Figure 7.2.5: Pearson correlation matrix of the 14 raw observation channels computed on the
normal split. Within-zone visit-counter pairs are weakly positively correlated; between-zone
pairs are uncorrelated or weakly negatively correlated. No correlation exceeds 0.6 in absolute
value, ruling out strong-sense redundancy among the observation channels.

The PCA scree on the standardized 14-channel matrix confirms this diagnosis: 10
principal components are required to capture 95% of the variance, and 12 are
required for 99%. With only two of the 14 nominal dimensions being constant — and
therefore contributing zero variance — the effective dimensionality of the raw
observation block is essentially its full 12-channel rank. This rules out a low-rank
linear bottleneck as a viable encoder design and supports the choice of a latent
dimension at least as large as the number of independent raw-observation channels.
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Figure 7.2.6: PCA on the standardized 14-channel raw observation block. Left: explained-
variance ratio per principal component. Right: cumulative explained variance with the 95%
and 99% thresholds marked. Ten components are required for 95%, twelve for 99%; with two
of the 14 channels being constant (Section 7.2.2), the effective rank is essentially full.
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Categorical streams. Four categorical streams accompany the numeric block:
action_type (the action class issued by the controller), action_target (the resource
node or tool the action operated on), auditor_decision (approve or reject), and
short_id (the scenario identifier of the episode). Their distributions on the normal
split are summarized in Table 7.2.5 via Shannon entropy and Simpson diversity.
Normalized entropy near 1.0 indicates a near-uniform distribution; normalized
entropy near 0 indicates one category dominates and the feature is effectively
constant.

Table 7.2.5: Categorical stream diversity on the normal split

Feature |𝒱| Top value Top frac. 𝐻 (bits) 𝐻/𝐻max Simpson

action_type 6 navigate 0.398 1.759 0.681 0.669

action_target 15 read 0.307 3.027 0.775 0.843

auditor_decision 2 approve 0.624 0.955 0.955 0.469

short_id 15 N10 0.085 3.831 0.981 0.928

The four streams sit at three different operating points. short_id is near-uniform
(𝐻/𝐻max = 0.98) by construction: each of the 15 normal scenarios contributes 30
episodes, and the per-step counts inherit roughly that balance up to the per-scenario
length variation documented in Table 7.2.1. This serves as a sanity check that no
scenario silently dominates the training distribution. action_target has 15 distinct
values (𝐻/𝐻max = 0.78); read is the most common at 30.7% but no single target
dominates, which confirms that the controller exercises the full tool inventory rather
than collapsing to one operation. auditor_decision is the most uniform of the four
(𝐻/𝐻max = 0.96): the auditor approves 62.4% of proposals on benign data, which
translates to a 0.624/0.376 split that is close to the maximum-entropy point for a
binary variable. This is the per-step counterpart of the per-episode reject_pct
variation reported in Section 7.2.1, and it confirms that auditor rejection on the
benign distribution is frequent enough to be a noisy rather than a clean signal.

action_type is the only categorical stream whose distribution is meaningfully
concentrated, with navigate accounting for 39.8% of all controller decisions. This is
consistent with the environment design — navigation between resource nodes is the
prerequisite for almost every other action — and the 0.681 normalized entropy still
leaves enough mass on the remaining five action classes that the feature is
informative rather than degenerate.

Sequence-level structure. The per-step categorical analysis treats each step in
isolation. The controller, however, is a sequential decision-maker, and the order in
which actions occur is precisely the structure the LSTM component of Section 5.2 is
intended to capture. Two sequence-level diagnostics establish that this structure is
present in the data and is not dominated by trivial repetition.
First, of the 600 episode-level action sequences, 563 are unique (93.8%). Despite 30
repetitions of each normal scenario and 10 repetitions of each attack scenario under
the parameterized template distribution, only 37 episodes share an exact action
sequence with any other episode. This rules out the failure mode in which the
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diversity mechanisms of Section 6.4.3 produce nominally distinct episodes that all
collapse to the same trajectory.
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Figure 7.2.7: Histogram of episode length in action steps across all 600 episodes. The dis-
tribution is right-skewed with a boundary concentration at the maximum episode length, re-
flecting both long-horizon scenarios (N09, N10) and episodes terminating at the step limit.

Discriminative utility of the streams. Second, the 𝑛-gram entropy of the action
sequences increases monotonically with 𝑛: the unigram entropy is 1.69 bits, the
bigram entropy is 3.13 bits, and the trigram entropy is 4.46 bits. The unigram value is
the entropy of the marginal action distribution and matches the action_type entropy
in Table 7.2.5 up to the difference between controller actions and the broader
action-target alphabet. The strict increase from unigram to bigram to trigram
confirms that the sequence of actions carries information beyond what the marginal
distribution provides — i.e., the data has temporal structure that a memoryless
encoder cannot recover. If the trigram entropy had matched the unigram value at
1.69 × 3 = 5.07 bits, the sequences would have been indistinguishable from independent
action samples and the LSTM backbone would have been unmotivated; if instead the
trigram entropy had collapsed toward the unigram value, the sequences would have
been near-deterministic and the recurrent capacity would have been unnecessary.
The observed intermediate value is the regime in which a recurrent encoder has
something to learn.
The stream-level statistics so far describe the data’s marginal properties without
reference to the regime label. A complementary diagnostic asks how much
information each stream individually carries about the binary normal-vs-attack
distinction, estimated by per-feature mutual information against the binary label.
The features that exceed the 0.05-bit retention threshold are dominated by the
guard-counter block — rejection_count, no_progress_count, consecutive_denied—
together with the visit counters for the Zone 3 nodes (visits_Financial_Gateway,
visits_Admin_Panel, visits_Production_DB), which are sparse on benign data and
therefore provide a strong asymmetric signal when an attack episode visits them.
cpu_percent and latency_ms fall below the threshold, consistent with the
heavy-tailed-noise diagnosis above for the former and with the very narrow operating
range [0.09, 0.63] for the latter; both are nevertheless retained in the encoder input on
the grounds that mutual information against a binary label penalizes features that are
informative only conditional on context, which is precisely what a recurrent encoder
is designed to exploit.
The mutual-information ranking is therefore not used as a hard feature selector but
as a sanity check on the input vector composition: no retained feature is below the
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threshold for an unrelated reason, and no high-MI feature has been inadvertently
dropped.
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Figure 7.2.8: Per-feature mutual information against the binary normal-vs-attack label, com-
puted on the 92,482 per-step rows. Features are ordered by mutual information; the dashed
line marks the 0.05-bit retention threshold. The guard-counter block (rejection_count,
no_progress_count, consecutive_denied) and the Zone 3 visit counters dominate the rank-
ing; cpu_percent and latency_ms fall below the threshold but are retained in the encoder input
for context-conditional utility.

Per-batch drift. The dataset was generated in three normal batches and two attack
batches, each batch corresponding to a fixed combination of seed, tool_fail_prob,
obs_noise_std, and edge_disable_count; the parameter triple is recorded in
episode_config and uniquely identifies the generating run. To check whether the
parameter perturbations introduced systematic distributional drift, we ran
two-sample Kolmogorov–Smirnov tests on six episode-level summaries (env_steps,
completion_ratio, reject_pct, tool_invocations, unique_nodes, and the invoke_tool
action share) and on the per-step controller-action interval dt_from_prev, applying a
Bonferroni correction across pairs within each feature.
The combined picture is that the parameterisation produced the small, controlled
diversity it was designed for—visible only as a mild gradient on completion_ratio that
tracks the tool_fail_prob setting across the three normal batches—without inducing
systematic drift on the channels the encoder consumes. Figure 7.2.9 illustrates this
for the per-step controller interval dt_from_prev: the empirical CDFs of all three
normal batches and both attack batches lie on top of each other, with a worst-case
𝐷 ≤ 0.04 in either regime.
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Figure 7.2.9: Per-batch empirical CDF of the per-step controller interval dt_from_prev (log-
scale 𝑥-axis), normal regime on the left, attack regime on the right. Curves coincide across
batches: 𝐷max ≤ 0.04 in both regimes. The ”significant” pairs flagged in each panel are an
artefact of the large per-step sample size (𝑛 ≈ 7000 per batch) and do not correspond to any
operationally meaningful drift.

Metadata leakage. A separate concern is whether the episode-level metadata
(features that a deployed system would have access to but that are not included in the
encoder input) already carries the normal-vs-attack label. If it does, the CVAE
evaluation would be inflated by a shortcut the model never actually sees at inference.
To quantify this, a logistic regression was trained on seven episode-level metadata
summaries (n_steps, env_steps, successful_actions, denied_actions,
tool_invocations, unique_nodes, zone_crossings) under 5-fold cross-validation with
balanced class weights, against the binary normal-vs-attack label. The resulting
ROC-AUC is 0.645 ± 0.127, well below the 0.9 threshold that would flag trivial
recoverability and only modestly above the 0.5 chance baseline. The 5-fold spread of
±0.127 reflects the asymmetric class sizes (450 normal versus 150 attack) rather than
instability of the classifier. The interpretation is that some coarse-grained metadata
signal does exist (e.g. attacks run for different durations than benign scenarios on
average) but not enough of it to short-circuit the evaluation: the encoder still has to
recover the regime structure from the per-step behavioural streams, not from
episode-level summary statistics.

Encoder input vector. The four diagnostics above jointly determine the per-step
input vector the CVAE+LSTM consumes. After dropping the two constant
raw-observation channels, the active block contains 12 raw observation features. Six
of the eight numeric derived features are retained — the guard counters
no_progress_count, consecutive_denied, consecutive_inspections, rejection_count,
plus dt_from_prev and the two host-telemetry channels cpu_percent and latency_ms
retained for context-conditional utility — yielding a 19-dimensional continuous block
that is z-scored using statistics fit on the normal split only. Two categorical identifiers
(action_type_id and auditor_decision_id) are appended without scaling, producing
a final per-step input dimensionality of 21. All preprocessing statistics are fit on the
normal split exclusively, so no information from the attack episodes leaks into the
standardization, which is the prerequisite for the leakage check ab0ve.
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7.2.3 Behavioral Geometry — Low-Dimensional Projections

Before training the CVAE+LSTM described in Section 5.2, it is useful to verify that the
behavioral dataset collected under the procedure of Section 6.4 exposes structure that
a learned temporal model can exploit. If the four-regime decomposition defined in
Section 4.4.3 —normal, successful attack, partial attack, blocked attack—is visible in
simple, hand-engineered summary features, then a trivial classifier would already
suffice and the temporal architecture proposed in Chapter 5 would be unmotivated.
Conversely, if no regime structure is visible at any scale, then no model, regardless of
capacity, can recover the signal from this data. The projections presented in this
section occupy the middle ground: they test, visually, at what scale the regime
structure becomes discernible, and they thereby provide empirical grounding for the
architectural choices made in Chapter 5.
Six projections are produced, spanning three temporal scales (episode-level,
window-level, and step-level) and two labeling axes (four-regime and per-scenario).
All projections use PCA, t-SNE, and UMAP on 𝑧-scored feature matrices; the same
projection is colored and marker-encoded under different labelings so that visual
differences reflect labeling rather than geometry. To support readers with
color-vision deficiencies and to ensure readability in monochrome print, each regime
is redundantly encoded by both color and marker shape (normal: blue circles;
successful attack: red triangles; blocked attack: orange squares; partial attack: purple
diamonds). This redundant encoding is applied consistently across all projections in
this section.

Episode-Level Regime Separation

Figure 7.2.10 projects each valid episode as a single point in an 11-dimensional
summary vector consisting of navigation counts, action-type fractions, auditor reject
pressure, guard-counter maxima, and progress statistics (these are the most relevant
features that static risk-based access control models would rely on for scoring). Three
projections of this matrix are shown side by side: PCA, t-SNE, and UMAP.
This figure is the best test of the argument made in Section 3.4 regarding the
limitations of static feature-based risk estimation. If the four regimes cleanly
partition into disjoint clouds in the linear PCA projection, the entire case for a learned
temporal representation collapses (a simple logistic regression on the 11 summary
features would be sufficient, and the complex architecture of Chapter 5 would be
unjustified). The observed overlap between regimes in the PCA panel, contrasted
with the partial separation visible in t-SNE and UMAP, is therefore an evidence in
support of the thesis claim that the regime boundary is not a linear hyperplane in the
summary-statistics space, and hand-engineered rules do not capture the full
discriminative signal.
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PCA  coloured by regime t-SNE  coloured by regime UMAP  coloured by regime

blocked_attack normal partial_attack successful_attack

Figure 7.2.10: Episode-level regime separation under PCA, t-SNE, and UMAP. Each point
is one valid episode, represented by an 11-dimensional fingerprint of summary statistics.
Regimes are encoded redundantly by color and marker shape: normal (blue circles), success-
ful attack (red triangles), partial attack (purple diamonds), blocked attack (orange squares).

Per-Scenario Behavioral Diversity — Normal Scenarios

Figure 7.2.11 evaluates whether the scenario parameterization and stochastic
diversity mechanisms described in Section 6.4.3 produce genuinely distinct
behavioral distributions. The projection is the UMAP embedding from Figure 7.2.10.
In each panel, the highlighted scenario is drawn in blue over a grey background
consisting of all other episodes (both normal and adversarial).
Two properties are informative here. First,within-scenario compactness:
highlighted points should form a recognisable cluster rather than scatter randomly,
indicating that the scenario’s semantic identity translates into a consistent behavioral
signature. Second, between-scenario displacement: different scenarios should
occupy different regions of the embedding, indicating that the scenario library from
Section 6.2.2 covers a meaningful range of the behavioral space rather than collapsing
onto a dominant mode. The joint satisfaction of both properties supports the claim
that the 15 normal scenarios sample a behaviorally diverse baseline against which
deviation can be meaningfully measured.
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Figure 7.2.11: Per-scenario UMAP projection of normal scenarios, shown as fifteen small mul-
tiples. In each panel the highlighted scenario is rendered in blue and all remaining episodes
(normal and adversarial) are rendered in grey. The 𝑛 in each title is the number of episodes
available for that scenario after integrity filtering.

Per-Scenario Attack Localization

Figure 7.2.12 repeats the small-multiples construction for the attack scenarios,
highlighting each in red. It serves a different analytical purpose than the normal
counterpart. As argued in Section 4.4.3, the attack set is deliberately broader than the
three structural classes (goal hijacking, memory poisoning, cascading failures) that
the framework is designed to address. The per-scenario panels allow the reader to
assess, attack by attack, whether the attack’s behavioral signature localizes to a
recognisable pocket of the embedding.
Three qualitative outcomes are expected and each carries a distinct interpretation.
Attacks whose behavioral signature is mechanically strong (e.g denial-of-service
loops) should localize to tight off-cloud pockets, as their trajectories are quantitatively
unlike any benign scenario. Attacks that diverge from normal behavior only weakly
(e.g. indirect prompt injection that produces a single mis-targeted invocation that
looks behaviorally like a legitimate sequence of reads) are expected to overlap the
normal cloud; this overlap is precisely the regime in which static summary statistics
fail and a learned representation becomes necessary. Finally, some attacks may split
across multiple regions, this corresponds to the verdict heterogeneity established in
Section 7.2.3: a single attack may yield successful, partial, and blocked outcomes
depending on stochastic factors, and this manifests geometrically as multi-modal
scatter.
Overall, the framework is trained and evaluated against a broader attack set (than the
three classes it is theoretically designed to detect), and the per-scenario projections
make the boundary between in-scope and out-of-scope attacks geometrically visible.
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Figure 7.2.12: Per-scenario UMAP projection of attack scenarios, shown as fifteen small multi-
ples. In each panel the highlighted attack is rendered in red and all remaining episodes (normal
and adversarial) are rendered in grey. Tight off-cloud highlights correspond to attacks whose
behavioral signature is mechanically strong; scatter overlapping the grey cloud corresponds
to attacks whose signature is subtle at the episode-summary level.

Per-Step Ambiguity — the Pre-Temporal Baseline

Figure 7.2.13 projects a balanced sample of individual time steps drawn from the
three regimes, colored by regime label. The feature vector is the raw observation plus
the guard counters defined in Section 6.1.2, and is exactly the input a non-recurrent
encoder would receive at each decision point. This figure serves as the lower bound in
the temporal-scale sweep: it shows what is visible without any temporal context.
The expected and informative outcome is that per-step projections show heavier
regime overlap than per-episode projections. A single step in a successful attack is
frequently locally indistinguishable from a step in a legitimate scenario, because both
use the same observation schema and invoke the same underlying tools; what differs
is the sequence in which the steps occur and the cumulative state they produce. If the
per-step plot already exhibited clean regime separation, the CVAE+LSTM’s recurrent
backbone would be redundant and a simple memoryless encoder would suffice. The
observed overlap therefore constitutes direct empirical support for the LSTM
component (the signal is not present at the single-step level, and must be recovered
from temporal accumulation).
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Figure 7.2.13: Per-step projection under PCA, t-SNE, and UMAP, on a balanced sample of
individual time steps drawn from the three regimes and colored by regime label. Per-step
regime overlap is heavier than per-episode overlap (Figure 7.2.10), confirming that single-step
features are insufficient for regime discrimination and motivating the recurrent backbone of
Section 5.2.

Rolling-Window Projection — the LSTM’s Receptive Field

Figure 7.2.14 occupies the intermediate scale between Figure 7.2.13 (per-step) and
Figure 7.2.10 (per-episode). For each episode, a sliding window of length 𝑊 = 5 steps
is extracted with stride 2; each window is summarised by the concatenation of
per-feature means and standard deviations, producing a feature vector of twice the
step-level dimensionality.
The relative separation quality across Figure 7.2.13 (per-step), Figure 7.2.14 (𝑊 = 5
windows), and Figure 7.2.10 (per-episode) is the most direct empirical statement
available at this stage about the CVAE+LSTM architectural choice. Three orderings
are possible and each has a distinct interpretation: (i) if per-step and window-level
separation are comparable, the temporal dimension contributes little and a
non-recurrent encoder would suffice; (ii) if separation grows monotonically from
per-step through window-level to per-episode, the signal accumulates with temporal
context in a manner the LSTM’s hidden state can be expected to capture; (iii) if the
window-level already matches the per-episode separation, the signal saturates within
a short horizon and the LSTM’s effective receptive field need not extend to the full
episode length. Here by comparing the three plots, it is obvious that the separation is
growing but not saturated, and this is the strongest motivation for the LSTM
architecture.
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Window PCA  (W=5) Window t-SNE  (W=5) Window UMAP  (W=5)

Rolling-window projection (W=5 steps, stride=2, 2,344 windows shown)
blocked_attack normal partial_attack successful_attack

Figure 7.2.14: Rolling-window projection under PCA, t-SNE, and UMAP, on fixed-length win-
dows of 𝑊 = 5 consecutive time steps with stride 2. Each point is the concatenated mean
and standard deviation of the per-step features over one window, which approximates the
intermediate-horizon information available to the LSTM hidden state. Regime separation at
this scale lies between the per-step and per-episode views, providing direct empirical support
for the recurrent encoder choice.

Window-Size Sweep— Horizon of the Signal

Figure 7.2.15 extends the previous construction by sweeping the window length
across 𝑊 ∈ {1, 3, 5, 10, 15}, with all other parameters held constant.
The figure operationalizes the research-methodological question that asks how much
temporal context is needed to separate regimes. Here although the pattern is not clear
enough but it seems like there exist a monotonic improvement in regime separation
but by increasing th 𝑊 it is reaching to saturation. This can be a further motivation
for the choice of LSTM, but at this point we cannot make a stronger argument.
The practical relevance of this sweep extends beyond visual analysis. The selected
value of 𝑊 ∗ (at which we reach convergence) can inform the truncated
backpropagation-through-time length during CVAE+LSTM training (Section 7.3.1),
and can serve as a prior for the LSTM’s hidden-state dimensionality: a short horizon
argues for a compact hidden state, while a long horizon justifies the capacity overhead
of a larger one.

W=1  (n=2,400) W=3  (n=2,381) W=5  (n=2,344) W=10  (n=2,233) W=15  (n=2,159)

UMAP under increasing window size W

blocked_attack normal partial_attack successful_attack

Figure 7.2.15: Window-size sweep under UMAP, varying 𝑊 ∈ {1, 3, 5, 10, 15}. Regime separation
increasesmonotonicallywith𝑊 up to a saturation point, providing an empirical lower boundon
the temporal horizon over which the regime signal accumulates and informing the receptive-
field choice for the LSTM in Section 5.2.

Summary

The six projections presented in this section collectively address three distinct thesis
claims. Figure 7.2.10 (episode regime separation) grounds the argument in

79



CHAPTER 7. EVALUATION AND RESULTS

Section 3.4 against static-feature access control. Figures 7.2.11 and 7.2.12 validate the
diversity mechanisms of Section 6.4.3 and visualize the in-scope/out-of-scope
boundary articulated in Section 4.4.3. Figures 7.2.13, 7.2.14, and 7.2.15 (per-step,
window, and sweep) operationalize the CVAE+LSTM choice of Section 5.2 by
showing the temporal scale at which the regime signal emerges. In combination, they
establish that the collected dataset is suitable for training a temporally-conditioned
behavioral model and that such a model is necessary (neither a static classifier on
summary features nor a memoryless encoder on individual steps would be sufficient).
The quantitative verification of this claim, via reconstruction error and downstream
detection performance, is the subject of Section 7.3.

7.2.4 Summary of Data Readiness

The three diagnostics of Sections 7.2.1–7.2.3 jointly establish that the collected corpus
is suitable for training and evaluating the CVAE+LSTM of Chapter 5.
Composition. 589 of 600 episodes (98.2%) pass the integrity filter and decompose
into 444 normal, 41 successful, 72 partial, and 32 blocked episodes; every regime
exceeds the sample threshold.
Preprocessing. Two constant channels are dropped, leaving a 21-dimensional
per-step input; standardisation is fit on the normal split only, and the
metadata-leakage probe of Section 7.2.2 returns ROC-AUC 0.645, ruling out a trivial
label shortcut.
Temporal structure. Per-step regime overlap is heavy and narrows monotonically
with window size, which rules out a memoryless encoder and motivates the recurrent
backbone of Section 5.2.
The residual limitations — 10 episodes per attack type, the simulator-to-field gap, and
LLM-sampling non-determinism — are revisited in Section 8.2. The quantitative
verification that the model recovers the signal identified here is the subject of
Section 7.3.

7.3 Behavioral Representation— RQ1

This section reports the quantitative evaluation of the CVAE+LSTM behavioural
encoder specified in Chapter 5. The dataset-readiness argument of Section 7.2
established that the four-regime signal is present in the data, that it emerges under
temporal aggregation rather than at the single-step level, and that no metadata
shortcut reduces the detection problem to a trivial lookup. The present section tests
whether the trained model actually recovers that signal, how cleanly the
reconstruction-error score calibrates to a usable risk signal, and which attack classes
the model detects or misses. The section closes with an ablation that quantifies how
much of the headline performance is carried by the nine per-node visit counters
identified as a potential coverage-bias source in Section 7.2.2, and with a discussion
of the failure modes that jointly motivate the historical-trust layer introduced in
Section 7.4.

7.3.1 Training Setup

Two variants of the CVAE+LSTM were trained on the 310 valid normal episodes
(training episodes): a baseline with a standard-Normal prior 𝑝(𝑧) = 𝒩(0, 𝐼), and a
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variant with an eight-component Gaussian mixture prior 𝑝(𝑧) = ∑8
𝑘=1 𝜋𝑘𝒩(𝜇𝑘, Σ𝑘) with

learnable mixture parameters. The two priors are compared head-to-head in
Section 7.3.6. All other hyperparameters are held constant: latent dimension 𝑑𝑧 = 16,
LSTM hidden size 64, window length 𝑊 = 32 with training stride 8, batch size 128, Adam
optimiser with learning rate 10−3, and a KL-warmup schedule that linearly anneals 𝛽
from 0.1 to 1.0 over the first ten epochs. The continuous-feature reconstruction term
uses a masked sum of squared errors over the 19 continuous features; the two
categorical heads (action_type, auditor_decision) use cross-entropy.
The training/validation/test split partitions the 444 normal episodes at episode
granularity (approximately 70/15/15%, seeded), yielding 6,129 training windows, 1,371
validation windows after tiling, and 1,396 test windows. Standardisation statistics for
the continuous block were fit exclusively on the training windows, consistent with the
leakage argument of Section 7.2.2. The attack split plays no role in training and is
never seen by the optimiser.
Training was run for 300 epochs with best-model selection on validation ELBO. The
budget was chosen after two shorter runs (60 and 150 epochs) showed the best
validation ELBO still being hit within the last two epochs, indicating insufficient
convergence. At 300 epochs the best validation ELBO lands at epoch 287 for the
standard-Normal prior and epoch 284 for the GMM prior, leaving a margin of more
than ten epochs of further training that did not improve the score. The best validation
objective (on the validation set) is 1.0039 for the standard-Normal prior and 1.0217 for
the GMM prior, with train–validation gaps of 0.29 and 0.29 respectively — small
relative to the absolute loss and consistent with no meaningful overfitting. Training
curves for both models are shown in Figure 7.3.1.
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Figure 7.3.1: Training and validation objective for the standard-Normal and GMM-prior vari-
ants over 300 epochs. Both variants exhibit monotonically decreasing validation loss through
training, with no late-epoch divergence between training and validation curves. The GMM-
prior model attains a slightly higher validation objective, indicating that the additional prior
flexibility does not improve reconstruction of the normal distribution.

The representation models were trained without attack episodes. However, the choice
of the GMM-prior model for downstream analysis followed an exploratory
comparison on primary-regime ROC–AUC. In addition, the selected logistic
calibrator used labelled normal and attack episodes. The subsequent trust and
controller results should therefore be interpreted as retrospective full-corpus analyses
rather than untouched held-out generalisation tests.
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7.3.2 Reconstruction Quality on Normal Data

The trained encoder’s reconstruction error on normal validation data is the reference
distribution against which all attack-side detection claims are measured. The
per-episode mean reconstruction error, computed by tiling each episode into 𝑊 = 32
windows with stride 16 and averaging the per-window error across valid timesteps,
has median 𝜌 = 14.2 and 95th percentile 𝜌 = 48.3 on the normal validation split.
Figure 7.3.2 contrasts the normal distribution with each of the three attack regimes.
The normal boxplot is tightly packed near zero; the partial-attack boxplot has median
𝜌 ≈ 450, a thirtyfold separation from the normal median, with an interquartile range
spanning three orders of magnitude; the blocked-attack boxplot sits between the two;
and the successful-attack boxplot, strikingly, overlaps substantially with the normal
distribution.
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Figure 7.3.2: Per-episode mean reconstruction error 𝜌 by regime (champion: GMM-prior
CVAE+LSTM). Partial attacks separate cleanly from normal, blocked attacks separate moder-
ately, and successful attacks overlap the normal distribution at the episode-mean granularity.
This overlap is the empirical source of the differential detection difficulty reported in Sec-
tion 7.3.4 and is the primary motivation for the historical-trust layer of Section 7.4.

The successful-attack overlap is the single most consequential observation in this
section and merits explanation before any detection number is reported. A successful
attack, by the definition in Section 7.2.1, is one that reached the adversarial objective
with low auditor friction. Low auditor friction implies that the per-step observation
sequence looks, step by step, close to a sequence that a benign scenario could have
produced; the attack’s adversarial character lies in where the trajectory ends rather
than in how each step appears. The reconstruction-based anomaly score is by
construction a per-step magnitude, and an episode-mean aggregation dilutes a
localized temporal signature across the entire episode length. Figure 7.3.3 confirms
this mechanism directly: the per-step reconstruction-error traces of representative
successful-attack episodes stay close to the noise floor for the whole episode,
indistinguishable from normal traces, while partial-attack traces exhibit large,
sustained excursions in the second half of the episode and blocked-attack traces show
sharp early spikes that decay as the attack is stopped.
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Figure 7.3.3: Per-step reconstruction error traces for five representative episodes from each
regime. Normal and successful-attack traces both stay near the noise floor across all steps,
producing similar episode-mean 𝜌. Partial-attack traces show sustained mid-to-late excur-
sions that dominate the episode mean. Blocked-attack traces show sharp early spikes con-
sistent with attack attempts that were interrupted before they could persist. The per-step
viewmakes visible the reconstruction-error signature that the episode-mean summary of Fig-
ure 7.3.2 partially hides.

7.3.3 Risk Signal Calibration

The raw reconstruction error 𝜌 is unbounded, heavy-tailed, and not directly
comparable across models; downstream consumption by the POMDP observation
kernel of Section 7.4 requires a calibrated risk 𝑟 = 𝜑(𝜌) ∈ [0, 1] whose magnitude reflects
the posterior probability of anomaly rather than the raw error magnitude. Three
calibrators were fit on a held-out calibration split of 𝑛 = 66 normal and 𝑛 = 66 attack
episodes, distinct from both the training and the final evaluation splits: a percentile
calibrator that maps 𝜌 to its rank against normal-validation errors, a logistic
calibrator fit on log-transformed 𝜌, and a ten-bin isotonic (binning) calibrator. All
three were evaluated under 5-fold stratified cross-validation with three metrics:
in-sample Expected Calibration Error (ECE), out-of-fold ECE, and out-of-fold
ROC-AUC. Results are reported in Table 7.3.1.

Table 7.3.1: Calibrator comparison on the held-out calibration split (𝑛normal = 66, 𝑛attack = 66),
under 5-fold stratified cross-validation. The honest comparison is on out-of-fold ECE; in-
sample ECE is reported only to surface the gap between apparent and true calibration quality.

Calibrator ECEin ECEoof AUCoof 𝑛distinct Eligible

percentile 0.143 0.133 0.891 60 yes

logistic 0.062 0.089 0.909 66 yes

binning 0.000 0.060 0.902 5 no

The binning calibrator has the lowest out-of-fold ECE (0.060) but is rejected by the
granularity gate: with only five distinct output values on the normal-validation risks,
the quantile-based severity thresholds collapse (the 50th and 95th percentiles of
normal-validation risks fall in the same bin, producing 𝜏2 = 𝜏3 to within rounding).
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The granularity floor of 20 distinct values ensures the POMDP observation kernel of
Section 7.4 receives a non-degenerate distribution. The logistic calibrator is chosen:
second-lowest ECE (0.089), AUC within noise of the best (0.909 vs 0.902), 66 distinct
values on the normal-validation risks, and severity bands of width 0.219 and 0.067 that
clear the minimum-width guard of 0.05. The three severity thresholds derived from
the 50th, 95th, and 99th percentiles of the calibrated normal-validation risks are
𝜏1 = 0.241, 𝜏2 = 0.460, 𝜏3 = 0.527. Figure 7.3.4 reports the corresponding FPR and FNR
sweep across the calibrated-risk range, annotated with the three severity thresholds.
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Figure 7.3.4: False-positive rate (FPR, normals flagged as attack) and false-negative rate (FNR,
attacks missed) as functions of the calibrated-risk threshold. The three severity thresholds
𝜏1, 𝜏2, 𝜏3 are marked. The curve exhibits a sharp knee around 𝜏 ≈ 0.4: tightening the threshold
from 0.4 to 0.6 reduces FPR from 22% to 0% at the cost of an FNR increase from 31% to 39%,
and further tightening above 𝜏3 produces almost no additional FNR reduction while leaving
FPR at zero. No single threshold simultaneously achieves low FPR and low FNR, which is the
quantitative statement of the baseline-insufficiency argument in Section 7.1 and the principal
motivation for the temporal-belief filter of Section 7.4.

The FN/FP curve of Figure 7.3.4 is reported separately because the threshold grid it
sweeps is precisely the input required by the POMDP observation kernel 𝑂(𝑜 ∣ 𝑠) of
Section 7.4. For each candidate threshold 𝜏 the observed emission probabilities
Pr(𝑜 = alert ∣ 𝑠 = benign) = FPR(𝜏) and Pr(𝑜 = no-alert ∣ 𝑠 = compromised) = FNR(𝜏) are
tabulated into fn_fp_table.csv and consumed verbatim by the belief-update step
downstream.

7.3.4 Attack-Class Detection Breakdown

The primary regime, defined in Section 7.2.1 as the union of successful and partial
attacks (𝑛 = 113), is the evaluation regime the thesis claims must be detected: these are
the episodes where the static auditor did not fully stop the adversary and dynamic
IAMmust add value. The GMM-prior CVAE+LSTM achieves ROC-AUC = 0.888 on the
primary regime, a gain of +0.243 over the metadata-only logistic-regression baseline of
Section 7.2.2 (AUC = 0.645). Precision-recall AUC on the same regime is 0.937.
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Table 7.3.2 reports the breakdown across the four regime slices the evaluation
protocol uses.
Table 7.3.2: Episode-level detection performance of the GMM-prior CVAE+LSTM, broken
down by regime. Primary is the headline number; the successful and partial rows decom-
pose it, and the secondary (blocked) and aggregate rows are reported for completeness only.
The metadata baseline is the 5-fold ROC-AUC of a logistic regression on seven episode-level
aggregates from Section 7.2.2.

Regime Role 𝑛 ROC-AUC PR-AUC

Primary (successful + partial) Headline 113 0.888 0.937

Successful Hardest sub-regime 41 0.801 —

Partial Easier sub-regime 72 0.938 —

Secondary (blocked) Sanity check 32 0.853 0.762

Aggregate Reporting only 145 0.880 0.943

Metadata-only baseline Leakage floor 145 0.645 —

Three observations from Table 7.3.2 govern the interpretation of the remaining
subsections in this chapter.
Partial attacks are detected cleanly; successful attacks are not. The 0.138 gap between
partial-attack AUC (0.938) and successful-attack AUC (0.801) is, geometrically, the
overlap visible in Figure 7.3.2 and, mechanistically, the consequence of the per-step
trace behaviour shown in Figure 7.3.3. A successful attack produces a trajectory that
the encoder can reconstruct almost as well as a benign trajectory, because successful
attacks are precisely those that navigate to the adversarial objective without tripping
the auditor, and tripping the auditor is one of the principal mechanisms by which an
attack produces a high reconstruction error under the current feature set. At the
operating point 𝜏 ≈ 0.5, the detector recalls 61% of attack episodes at a false-positive
rate of 6% and a precision of 0.90; the remaining 39% missed attacks are concentrated in
the successful-attack regime. This is a real limitation of the per-step
reconstruction-error score as a stand-alone signal and is the quantitative evidence for
the argument that point-in-time risk estimation is insufficient for regulating
temporally-evolving behaviour (Section 3.4).
Blocked attacks are detected better than successful attacks. The 0.853 AUC on blocked
attacks is higher than the 0.801 AUC on successful ones, which at first reading is
counter-intuitive: blocked attacks are, by construction, the adversarial episodes that
the auditor stopped, and one might expect them to be the easiest to flag. The
mechanism is the inverse of the successful-attack one: a blocked attack typically
produces a short, aborted sequence of rejected actions, and those rejected actions
generate sharp early spikes in the reconstruction error (visible in the blocked panel of
Figure 7.3.3) that survive the episode-mean aggregation because the episode itself is
short. The practical consequence is that the reconstruction-error signal is most
discriminative on the attack class where dynamic IAM adds the least value (the
auditor already stopped the attack) and least discriminative on the class where it
must add the most value (successful attacks). Resolving this inversion is the task of
the historical-trust layer of Section 7.4.
Gains over the metadata baseline are substantial across all regimes. The
primary-regime gain of +0.243 over the logistic baseline (from 0.645 to 0.888) exceeds the
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gain attributable to any single high-MI feature in Section 7.2.2 and is larger than the
spread across calibrator variants in Table 7.3.1. This rules out the hypothesis that the
CVAE+LSTM’s discriminative performance is a smoothed restatement of the
metadata summaries available to the baseline. The quantitative support for this claim
is extended by the ablation of Section 7.3.7, which shows that a substantially larger
fraction of the gap is carried by features that are not visit-intensity aggregates.

7.3.5 Latent-Space Geometry

The 16-dimensional latent space 𝜇(𝑥) is the representation the downstream
trust-POMDP consumes as context for the belief update. Its regime-discriminative
geometry is evaluated along two axes: a silhouette score on the full 16-dimensional
latent, and a UMAP projection to two dimensions for visual inspection. The silhouette
score of regime labels in the 16-dimensional latent is 0.366, a modest but positive value
that confirms the regimes occupy distinguishable regions of the latent without clean
partitioning. This is the expected outcome for a CVAE trained on normal data only:
the encoder’s objective is to reconstruct normal trajectories, not to classify regimes,
so clean regime separation in the latent is not a training target but a downstream
benefit that accrues to the extent that attack trajectories fall off the normal manifold.
Figure 7.3.5 visualizes the latent structure. The left panel colours all four regimes
with normals rendered as a grey background layer (because the 444:145 class
imbalance otherwise washes out the attack structure); the right panel greys out
normals entirely and separates the three attack regimes by colour. The visible
geometry matches the detection numbers of Table 7.3.2: successful attacks (blue)
anchor the right-hand spur of the embedding, partial attacks (green) dominate the
left-hand arm, and blocked attacks (pink) concentrate at the top of the left arm.
Crucially, the successful-attack cluster extends into the normal grey cloud more than
the partial cluster does, which is the geometric form of the same observation made in
the reconstruction-error view: successful attacks are locally similar to normal
trajectories in the representation the encoder learned.
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Figure 7.3.5: UMAP projection of the 16-dimensional per-episode latent means. Left: all four
regimes, with normals rendered as a grey background layer to compensate for the 3 ∶ 1 class
imbalance. Right: attacks only, with normals greyed out entirely. The three attack regimes
occupy distinguishable but overlapping regions of the embedding; successful attacks en-
croach most heavily into the normal cloud, partial attacks concentrate on a distinct arm, and
blocked attacks form a compact cluster at the top-left. Silhouette of regime labels in the 16-
dimensional latent: 0.366.
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7.3.6 Ablation: Prior Choice

The Best model selection rule used in the training process uses the rule of ”pick on
primary-regime AUC”; based on this selection choice the GMM-prior variant by a
margin of 0.002 (0.888 vs 0.886) was selected. Both priors produce AUCs within 0.01 of
each other on every regime slice, and the GMM variant’s apparent advantage on the
hardest sub-regime (successful-attack AUC 0.801 vs 0.775) is on a base of 41 episodes,
where a single episode reclassification moves the rate by more than two percentage
points. The honest statement is that the two priors are within the statistical
resolution this dataset supports. The GMM variant is reported as the champion in the
interest of internal consistency with the pre-defined selection rule, and the
standard-Normal variant is retained as the reference for the visit-count ablation in
Section 7.3.7 for a distinct reason (the ablation was designed and debugged against
the standard-Normal run). No claim is made that the additional mixture parameters
of the GMM prior are discriminatively useful on this dataset.

7.3.7 Ablation: Visit-Count Features

The nine per-node visit counters visits_Public_Search through
visits_Production_DB carry a strong intensity asymmetry between regimes,
documented in Section 7.2.2: Zone 3 nodes are visited 40–120 times more often by
primary-regime attack episodes than by normal episodes. This asymmetry is a
legitimate behavioural signal under the threat model, but its magnitude is a direct
consequence of the attack portfolio used in this experiment, and a learned detector
could in principle derive most of its discriminative performance from the visit-count
block alone rather than from the sequential structure the LSTM is meant to capture.
To bound this contribution, the champion model was retrained with the nine
visit-count columns zeroed out at the input level, leaving a 12-dimensional
raw-observation block plus the unchanged numeric-derived and categorical blocks.
Training duration and all other hyperparameters were held constant. Results are
reported in Table 7.3.3.

Table 7.3.3: Feature-group ablation on the nine visit-count columns. Both models are trained
for 300 epochs on the same episode-level training/validation/test split. The ablated model’s
primary-regime AUC is within noise of the full model’s; the small positive delta on secondary-
regime AUC is consistent with the visit-count block carrying some attack-class-specific noise
that the abridged input set does not propagate.

Feature set Primary AUC Secondary AUC Aggregate AUC

Full (21 dims) 0.888 0.853 0.880

Without visit counts (12) 0.882 0.954 0.898

Δ −0.006 +0.101 +0.018
Metadata-only floor 0.645

The ablated model’s primary-regime AUC of 0.882 is within 0.006 of the full model’s
0.888, a difference smaller than the spread between prior variants in Section 7.3.6 and
well within the resolution supported by the 𝑛 = 113 primary-regime sample size. The
detector therefore does not derive its discriminative performance from the visit-count
block; it derives it from the guard counters, the action and auditor-decision streams,
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the resource-sensitivity channel, and the temporal structure the LSTM captures
across the 𝑊 = 32-step receptive field. This is the strongest of the four outcomes
enumerated in the pre-registration discussion of Section 7.2.2: the detector is
essentially ignoring the visit counts at the representation level. The counter-intuitive
secondary-regime gain (+0.101) is not attributable to any single factor; the most
plausible explanation is that the visit-count block carries some
attack-class-dependent noise on blocked attacks (whose Zone 3 access pattern is
interrupted mid-attack) that the ablated model is not burdened with, but the
magnitude of the shift is within the 𝑛 = 32 binomial resolution on the blocked regime
and is reported without interpretive claim.
The practical consequence for external validity is substantial: the detector’s
performance on primary-regime attacks does not depend on the visit-intensity
asymmetry that is itself a function of how the attack library was written.

7.3.8 Interpretation— Feature Attribution

Integrated Gradients [84] was applied to the champion model to attribute
per-window reconstruction error to individual input features. The attribution was
computed against a zero-valued baseline over 32-step windows sampled from each
regime, with cuDNN disabled to permit backward-pass evaluation of the LSTM in
evalmode. The absolute attribution sums per feature over a full window are
approximately balanced across regimes (∑ |IG| ranges from 102.6 on blocked-attack
windows to 112.8 on normal windows), indicating that the total gradient magnitude is
a property of the encoder rather than of the regime, and that regime differences live
in the distribution of attribution across features rather than in its total mass.
Qualitative inspection of the per-feature attribution profiles shows that the guard
counters (rejection_count, no_progress_count, consecutive_denied) and the
auditor_decision categorical dominate attribution on partial and blocked attacks,
while successful-attack attribution is more diffusely spread across the full feature set
with no single dominant driver. This is consistent with both the reconstruction-error
signature of Figure 7.3.3 and the ablation result of Section 7.3.7: the features that
carry the partial/blocked signal are behavioural friction indicators, not node-identity
channels, and successful attacks are hard to detect precisely because they do not
excite these friction indicators.

7.4 Historical Trust Estimation— RQ2

Section 7.3 established that the CVAE+LSTM stage produces a calibrated
instantaneous risk 𝑟𝑡 ∈ [0, 1] that is informative but noisy, and that its primary
weakness is under-detection of successful attacks relative to partial and blocked
attacks. That weakness is a property of any instantaneous-risk signal: successful
attacks concentrate their adversarial signature in a small window of steps, so the
episode-mean risk dilutes the evidence below the threshold of a single-point classifier.
The POMDP of Section 7.4 was designed to address this weakness by integrating
evidence over time: the belief state 𝑏𝑡 is a Bayes-filtered posterior over the four hidden
states 𝒮 = {safe,degraded,danger,deadend} and trust 𝜏𝑡 = ∑𝑠 𝑤𝑠𝑏𝑡(𝑠) is a weighted
linear functional of that belief. This section empirically characterises the filter on the
evaluation dataset and measures its contribution to episode-level attack detection.
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7.4.1 Evaluation Protocol and Artefacts

The POMDP is constructed from three persisted artefacts: the thresholds
(𝜏1, 𝜏2, 𝜏3) = (0.241, 0.460, 0.527) obtained from the logistic calibrator of Section 7.3, the
empirical false-positive/false-negative sweep, and the trust-weight vector
𝑤 = (1.0, 0.67, 0.33, 0.0) for states (safe,degraded,danger,deadend). The observation
kernel 𝑂(𝑜 ∣ 𝑠) is constructed by reading the SAFE emission row directly from the FPR
sweep on normal episodes and the DEADEND emission row from the attack-class
recall 1 −FNR, and interpolating the two interior rows as a monotone blend:

𝑃(𝑜 ∣ degraded) = 0.75 𝑃(𝑜 ∣ safe) + 0.25 𝑃(𝑜 ∣ deadend), (7.4.1)

𝑃(𝑜 ∣ danger) = 0.25 𝑃(𝑜 ∣ safe) + 0.75 𝑃(𝑜 ∣ deadend). (7.4.2)

This is the smallest assumption consistent with the qualitative ordering ”degraded is
closer to safe, danger is closer to deadend” and produces a monotonically
non-decreasing 𝑃(critical ∣ 𝑠) across the four hidden states, which is the structural
property the filter requires to monotonically decrease trust under sustained alerts.
Laplace smoothing 𝛼 = 10−2 is applied to every emission cell to prevent catastrophic
belief collapse on a single mis-detection. The transition matrix 𝑇 (𝑠′ ∣ 𝑠) is handcrafted
to encode the slow-degradation prior from Section 7.4: the SAFE state is sticky (0.97),
DEADEND is near-absorbing (0.97), and the recovery-to-progression asymmetry from
DANGER is 0.05 versus 0.30. The initial belief is 𝑏0 = (0.95, 0.04, 0.01, 0.00). Both kernels
are visualised in Figure 7.4.1.
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Figure 7.4.1: POMDP observation kernel 𝑂(𝑜 ∣ 𝑠) (left) and transition matrix 𝑇 (𝑠′ ∣ 𝑠) (right).
The observation kernel satisfies the monotonicity property 𝑃(critical ∣ 𝑠) non-decreasing in
severity; the transition matrix encodes the slow-degradation asymmetry.

All 589 episodes are evaluated. For each episode, the CVAE+LSTM is applied with
stride 1 over a sliding window of 𝑊 = 32 steps to produce a per-step calibrated risk 𝑟𝑡;
the filter is reset to 𝑏0 at the start of each episode and the Bayes update of Section 7.4
is applied at every valid step. The resulting trust trajectory 𝜏1∶𝑇 and belief vectors
𝑏1∶𝑇 ∈ Δ3 are summarised into a six-dimensional per-episode feature vector:

• ̄𝜏 —mean trust over valid steps;

• 𝜏final — trust at the last valid step;

• 𝜏min —minimum trust over valid steps;
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• fracunsafe — fraction of steps with 𝜏 < 0.5;

• fracdeadend — fraction of steps whose MAP hidden-state estimate is deadend;
• ̄𝑟 —mean calibrated risk (the CVAE-only baseline).

The sixth feature ̄𝑟 is retained to enable direct computation of the POMDP’s marginal
contribution over the RQ1 baseline.

7.4.2 Belief Dynamics on Benign Trajectories

Before conducting the real experiment,three sanity trajectories designed to verify that
if the filter behaves as intended. Figure 7.4.2 shows the trust trajectory under (A) fifty
steps of normal observations (𝑟 = 0), (B) fifty steps of sustained critical observations
(𝑟 = 1), and (C) a burst of ten critical observations embedded in a normal context.
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Figure 7.4.2: Belief-update sanity trajectories. Under sustained normal observations the filter
remains at 𝜏 ≈ 0.98; under sustained critical observations it collapsesmonotonically to 𝜏 ≈ 0.015;
under a brief critical burst surrounded by nominal context the trust dips and then recovers.
The hysteresis visible in scenario C is the property that lets the filter be robust to sensor noise
while still being sensitive to sustained anomalies.

All three trajectories behave as specified. Also, further evaluation on the normal
dataset shows that on the 444 benign episodes of the evaluation set the POMDP
produces a tightly concentrated mean-trust distribution around ̄𝜏 ≈ 0.81 (standard
deviation 0.03), confirming that the filter does not introduce genuine drift on clean
trajectories. We believe, the slight offset below 1.0 reflects the finite FPR of the
underlying detector: a small fraction of legitimate steps produce risk values above 𝜏1,
and the filter correctly registers that evidence, without letting it accumulate. (One
reason for this event is the fact that due to the limitations of experiment, in some
normal scenarios the auditor reject the requests of the agent in the first few steps and
this creates a spike in risk signal at the beginning but vanishes over horizon)

7.4.3 Belief Response to Attacks

The filter’s behaviour on attack episodes is characterised at two levels of aggregation.
Figure 7.4.3 shows one representative trajectory per regime, selected to illustrate the
dynamics each regime is capable of exhibiting; Figure 7.4.4 shows the median
trajectory and inter-quartile band over all episodes of each regime, which is the
population-level evidence for RQ2.
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Figure 7.4.3: Representative risk, trust, and belief trajectories, one per regime. Each column
shows calibrated risk 𝑟𝑡 (top), filtered trust 𝜏𝑡 (middle), and the belief vector 𝑏𝑡 as a stacked
area plot (bottom). Exemplars are picked by a regime-specific scoring rule that rewards the
qualitative behaviour the section claims to demonstrate, rather than by episode length, which
would systematically select degenerate cases in which 𝑟𝑡 is saturated near 1 from the first
step.
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Figure 7.4.4: Median trajectories and 25–75% inter-quartile band over all episodes of each
regime. The horizon is truncated to the longest step at which at least eight episodes still
contribute. Episodes are aligned at step 0, which is the alignment available at deployment
time.

On normal episodes the median trust climbs to 𝜏 ≈ 0.95 within roughly forty steps and
remains there. (a small fraction of legitimate startup observations cross 𝜏1 and
produce a brief excursion toward deadend that the filter then correct it.)

On successful-attack episodes the median per-step risk lies in the caution–supervised
band (𝑟𝑡 ∈ [0.3, 0.6]) for most of the episode and crosses into the critical band only in
narrow windows. This is precisely the regime where the CVAEmean dilutes the signal
and where the temporal filter is supposed to help. The aggregate trust trajectory
shows this directly: 𝜏 collapses on the leading critical window, recovers partially, and
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then collapses durably as further critical observations accumulate. The final-step
trust is near zero on the median (Which also converts the adversarial signature into a
usable per-episode summary).

On partial-attack episodes the median 𝑟𝑡 is sustained near 1.0 throughout, and the
filter saturates on deadend within a handful of steps. The recovery dynamics the prior
intuition anticipated for this regime do not characterise the median; they appear only
on individual episodes and are not a reliable population-level property. This is
consistent with the per-regime AUC of Section 7.4.4, where partial attacks are the
easiest of the three regimes for both the CVAE and the POMDP-augmented score.

Blocked-attack episodes are short by construction (the auditor truncates the
adversarial phase early) so the effective horizon is narrow and the filter completes its
excursion in fewer than fifty steps. The exemplar shows the brief dip and recovery the
regime is named for; the aggregate shows that on the median the dip is sharper and
the recovery does not fully complete before the episode ends.

7.4.4 Discriminative Power of Trust-Derived Features

The central empirical question for RQ2 is whether the trust-derived features separate
the two classes (normal vs. attack) better than the CVAE baseline ̄𝑟. Table 7.4.1
reports the threshold-free ranking metrics for all six per-episode features.

Table 7.4.1: Per-feature threshold-free ranking metrics (ROC-AUC and PR-AUC) on the full
normal-vs-attack task. Features derived from the POMDP are grouped at the top; the CVAE
baseline ̄𝑟 is at the bottom for comparison.

Feature ROC-AUC PR-AUC

̄𝜏 0.890 0.780

𝜏final 0.887 0.766

fracdeadend 0.882 0.744

fracunsafe 0.882 0.744

𝜏min 0.686 0.582

̄𝑟 (CVAE) 0.876 0.698

Four of the five POMDP-derived features beat the CVAE baseline on both AUCs. The
mean trust ̄𝜏 achieves the highest ROC-AUC (0.890) and PR-AUC (0.780), an
improvement of +0.014 and +0.082 over ̄𝑟. The feature 𝜏min is an outlier (it under
performs because the filter occasionally reaches near-zero trust) briefly on normal
episodes when a single noisy step produces a critical observation, and the minimum
is not robust to such single- step excursions. This reinforces the methodological
argument of Section 7.4 that trust is a filtered, history-aware quantity rather than a
point statistic.

At the operating point that maximises balanced accuracy, 𝜏final accuracy is 0.817 at a
threshold of 0.054, compared with 0.817 at threshold 0.658 for ̄𝑟. The two are statistically
indistinguishable at this operating point, but their The confusion matrices of trust
and risk differ systematically: 𝜏final captures 122 of 145 attacks (recall 0.841) at the cost
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of 92 false positives on normals, whereas ̄𝑟 captures 118 attacks (recall 0.814) with 80
false positives. The trust is preferring recall, while the risk is preferring precision.
Neither ordering is inherently preferable, which motivate us to ask the relevant
question in which attack subclass each variant is better at catching. We try to answer
this question in the next part.

7.4.5 Per-Regime Breakdown— Successful-Attack Recovery

The main claim of RQ1 was that the CVAE+LSTM under-detects successful attacks
relative to partial and blocked attacks. If the POMDP’s filtering is doing useful work,
the clearest place to see that work is in the successful-attack regime. Table 7.4.2
decomposes the ROC-AUC of three scoring functions against each attack regime
separately, using the normal split as the shared negative class.

Table 7.4.2: Per-regime ROC-AUC (normals vs. each attack regime) for three scoring func-
tions. Successful attacks are the RQ1 bottleneck; the POMDP single-feature scorer closes
most of the gap to the partial-attack rate.

Score PRIMARY successful partial blocked

(succ+partial) attack attack attack

CVAE ( ̄𝑟) 0.857 0.751 0.918 0.943

POMDP (𝜏final) 0.885 0.805 0.931 0.892

CVAE + POMDP joint (5-fold CV) 0.872 0.742 0.947 0.941

The POMDP single-feature scorer 𝜏final improves ROC-AUC from 0.751 to 0.805, a
gain of +0.054, while preserving the partial-attack AUC at 0.931 (within +0.013 of the
CVAE baseline). The joint CVAE–POMDP scorer does not improve successful-attack
discrimination over final-step trust alone. Consequently, the controller evaluation
retains instantaneous risk and filtered trust as separate, interpretable inputs rather
than claiming an empirically optimal statistical fusion. Developing a principled
fusion mechanism is left for future work.
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Figure 7.4.5: Per-regime ROC-AUC (normals vs. each attack regime). The partial and blocked
regimes are near-saturated for all scorers; the successful-attack regime is where the POMDP’s
temporal integration contributesmost. The dotted horizontal line at 0.645marks themetadata-
only floor reported in Section 7.3.

7.4.6 Summary

The POMDP of Section 7.4 converts the noisy instantaneous risk produced by the
CVAE+LSTM into a filtered, history-aware trust scalar 𝜏 whose per-episode summary
features ( ̄𝜏 , 𝜏final, fracdeadend) improve on the CVAE-only baseline both in aggregate
ROC-AUC (+0.014 on the full task) and, more importantly, on the successful- attack
subregime identified as the RQ1 bottleneck (+0.054). The filter’s sanity behaviour on
benign and adversarial trajectories matches the theoretical specification: it is stable
under nominal observations while collapsing under sustained critical observations.
The per-episode summary artefacts produced in this section are the input to the
MPC-based access controller evaluated in Section 8.1.3.

7.5 Adaptive Access-Control Evaluation under Offline Replay (RQ3)

The first two research questions produce, at every step 𝑡, a calibrated risk 𝑟𝑡 ∈ [0, 1]
(RQ1) and a filtered trust scalar 𝜏𝑡 ∈ [0, 1] (RQ2). RQ3 asks how to act on these signals:
given (𝑟𝑡, 𝜏𝑡) and the POMDP belief 𝑏𝑡, which level of autonomy should the agent be
granted? We cast this as a control problem and compare three controllers that assign
one of four ordered autonomy roles — full, supervised, prescribed, quarantined, with
integer levels 𝐿 ∈ {0, 1, 2, 3} — to each agent at each step. The three controllers are a
soft-threshold policy (a linear rule), a discrete finite-horizon quadratic-cost
controller, and a barrier-inspired threshold safety filter.

All experiments in this chapter run on the replay of pre-recorded episodes: 444 benign
and 145 attack episodes (split into 41 successful, 72 partial, and 32 blocked attacks).
Because 𝑟𝑡, 𝜏𝑡 and 𝑏𝑡 are produced upstream, every controller sees identical inputs and
the comparison isolates the decision rule. The implications of this offline setup are
discussed in Section 8.2.
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7.5.1 Evaluation Protocol

Action granularity and ground truth. The evaluation dataset provides episode-level
labels (normal, successful attack, partial attack, blocked attack) but no step-level
annotation of which individual steps constitute adversarial activity. An operational
surrogate is used in their place: at every step the tensor contains a categorical
action_type_id identifying which action the agent invoked (navigate, invoke_tool,
escalate, observe, inspector, or the no-tool-call sentinel). Using the action-criticality
mapping defined in Appendix A, Equation (A.7.44), a step is considered a sensitive
action opportunity only if both the action is capable of state change (weight 𝑤𝑎 ≥ 0.35)
and the agent is at a sensitive node. Node sensitivity is read directly from the
standardised resource_sensitivity channel of the feature tensor (column index 1 of
the raw-observation block), un-standardised through the scaler stored in the
preprocessing manifest. A node is considered sensitive if resource_sensitivity ≥ 0.3;
this threshold corresponds to the three critical-asset nodes of the grid (Admin_Panel,
Production_DB, and Financial_Gateway) and is justified empirically by the
threshold-sweep reported below.

The two-factor definition matters quantitatively. Of the 8,047 invoke_tool
invocations on normal episodes, only 30% occur at high-sensitivity nodes; the
corresponding rate on attack episodes is 66%. Treating all invoke_tool calls as
equally sensitive would therefore penalise the controller for blocking legitimate reads
on public nodes, which is a property of the evaluation definition rather than the
controller itself. The node-aware definition is documented in the evaluation notebook
and is used for every result in this section.

Offline-replay metrics. The controller’s decisions define two competing key
performance indicators on the sensitive-action steps identified above:

• Harm-prevention rate (HPR)— on attack episodes, the fraction of
sensitive-action attempts that the assigned role disallows:

HPR = #{sensitive attacks blocked}
#{sensitive attacks attempted}

.

Higher is better. Because the dataset does not contain step-level
malicious-action annotations, HPR is an operational proxy rather than a direct
measurement of prevented harm. It measures the fraction of sensitive action
opportunities in attack-labelled episodes that the replayed policy denies.

• Benign-action rate (BAR)— on normal episodes, the fraction of
sensitive-action attempts that the assigned role permits:

BAR = 1 − #{sensitive benign actions blocked}
#{sensitive benign actions attempted}

.

Higher is better.

These two quantities are fundamentally in tension: a controller that quarantines
every agent achieves HPR = 1 at BAR = 0; a controller that grants every action
achieves BAR = 1 at HPR = 0. The controller’s value is characterised by the trade-off
curve it traces on the (BAR, HPR) plane as the decision thresholds are varied.
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7.6 Three controller formulations

Shared suspicion signal. All controllers that use the learned signals do so through a
single scalar suspicion functional,

𝑠𝑡 = 𝛽𝜌 𝑟𝑡 + 𝛽𝜏 (1 − 𝜏𝑡) + 𝛽𝑏 𝑏𝑡(deadend), (7.6.1)

with weights 𝛽 = (𝛽𝜌, 𝛽𝜏 , 𝛽𝑏) = (2.0, 1.5, 0.0) in our configuration. The term (1 − 𝜏𝑡) converts
trust into distrust so that all contributions point in the same direction (higher 𝑠𝑡 =
more suspicious); the deadend-belief term is disabled here, so
𝑠𝑡 = 2 𝑟𝑡 + 1.5 (1 − 𝜏𝑡) ∈ [0, 3.5].

(i) Soft-threshold policy (linear). The simplest controller places three monotone
thresholds 𝜃 = (𝜃1, 𝜃2, 𝜃3) = (1.5, 2.5, 3.5) on 𝑠𝑡:

role(𝑠𝑡) =

⎧{{{
⎨{{{⎩

full 𝑠𝑡 < 𝜃1,
supervised 𝜃1 ≤ 𝑠𝑡 < 𝜃2,
prescribed 𝜃2 ≤ 𝑠𝑡 < 𝜃3,
quarantined 𝑠𝑡 ≥ 𝜃3.

(7.6.2)

A re-decided role is held for a horizon of 𝐻 = 5 steps before re-evaluation, which acts
as hysteresis to suppress role oscillation. Each decision costs three comparisons, i.e.
𝑂(1).

(ii) discrete finite-horizon quadratic-cost controller. The general formulation
treats the role assignment as a receding-horizon optimization over a sequence of role
one-hot vectors 𝑈 = (𝑢𝑡, … , 𝑢𝑡+𝐻−1), 𝑢𝑘 ∈ {0, 1}4, 1⊤𝑢𝑘 = 1. With 𝐿𝑗 ∈ {0, 1, 2, 3} the level of
role 𝑗, the objective is

min
𝑈

𝐻−1
∑
𝑘=0

𝑔( ̂𝑠𝑡+𝑘)⊤𝑢𝑡+𝑘 + 𝜆s
𝐻−2
∑

𝑘=−1
∥𝐿 𝑢𝑡+𝑘+1 − 𝐿 𝑢𝑡+𝑘∥2, (7.6.3)

where 𝑢𝑡−1 is the currently held role and the per-role stage cost is convex (quadratic)
in the level,

𝑔𝑗( ̂𝑠) = 𝜆risk ̂𝑠 ( 3−𝐿𝑗
3 )

2
+ 𝜆util (

𝐿𝑗
3 )

2
. (7.6.4)

The first term (exposure) makes permissive roles expensive when suspicion is high;
the second (friction) makes restriction always cost something, so the optimum is an
interior role that slides from full to quarantined as ̂𝑠 grows. The switching term 𝜆s‖ ⋅ ‖2

penalises changing autonomy level between adjacent steps. Predicted suspicion ̂𝑠𝑡+𝑘 is
produced by a simple autonomous forward model that mean-reverts the driving
signals, ̂𝑟𝑡+𝑘 = 𝑟𝑡𝛾𝑘 + 𝑟base(1 − 𝛾𝑘) (and likewise for 1 − 𝜏), with 𝛾 = 0.85; without such a
model the 𝐻-step plan would be constant and the program would collapse to the
single-step minimiser. We use 𝜆s = 0.5 and calibrate 𝜆util as the controller’s strictness
knob. The discrete optimization problem is solved exactly by enumerating the 4𝐻

candidate sequences, which is 𝑂(4𝐻) per re-optimization.
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(iii) Barrier-inspired threshold safety filter. The third controller discards the
optimizer and forces the role purely from three hard thresholds on the instantaneous
signals, defaulting to full when none fires:

𝜏𝑡 < 0.30 ⇒ prescribed,
𝑟𝑡 > 0.50 ⇒ prescribed,
𝑟𝑡 > 0.95 ⇒ quarantined.

(7.6.5)

The strictest triggered threshold wins, applied immediately with no horizon hold; it is
memoryless and reacts only to the present step.

7.7 Linear versus Finite-Horizon Controller

The quadratic reduces to the linear rule on a discrete action space. With four
ordered roles, the continuous minimiser of (7.6.4) at 𝐻 = 1 is
𝐿⋆( ̂𝑠) = 3𝜆risk ̂𝑠/(𝜆util + 𝜆risk ̂𝑠), which increases monotonically with suspicion. Rounding a
monotone scalar to the nearest of four levels is exactly equivalent to placing three
thresholds on ̂𝑠, i.e. the soft-threshold rule (7.6.2). We verify this empirically:
sweeping 𝑠 from 0 to 3.5, the QP at 𝐻 = 1 walks through full→supervised
→prescribed→quarantined as 𝑠 crosses fixed breakpoints. The quadratic curvature
only matters if it changes which of the four roles is optimal, and on this simplified,
low-resolution grid of allowed states (where values are separated by significant,
discrete steps) it generically does not (the rounding quantises the curvature away).

Matched-utility comparison. A subtlety is that the QP’s friction weight 𝜆util must be
calibrated to the data: (7.6.4) grants full only when ̂𝑠 < 𝜆util/(5𝜆risk), and benign
suspicion here has median 𝑠 ≈ 0.75, so a small 𝜆util restricts every benign step (this is
similar to choosing the right parameters for policy engine that should be done by the
access control engineer with an enterprise). We therefore calibrate 𝜆util = 5.33 so the
QP matches the soft policy’s benign-action rate (BAR), and compare at that operating
point (Table 7.7.1). The two are statistically indistinguishable: the harm-prevention
rate (HPR) differs by one percentage point in favour of the linear rule, well inside the
noise scale used elsewhere in this thesis. Comparing whole Pareto frontiers
(Figure 7.7.1) confirms this — the mean HPR difference over the shared operating
region is −0.0038, i.e. no measurable benefit; while the QP costs ∼0.16ms per
re-optimization against the linear rule’s ∼10−4 ms, a factor of roughly 103.

Table 7.7.1: Matched-utility comparison of the linear and quadratic MPC (safety filters off).
HPR = harm-prevention rate, BAR = benign-action rate.

Controller 𝜆util HPR BAR solve time (ms)

Soft-threshold (linear) — 0.935 0.748 ∼10−4

QP-MPC (quadratic) 5.33 0.925 0.745 0.158
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Figure 7.7.1: Safety/utility Pareto frontiers of the linear soft-threshold policy and the quadratic
MPC, with barriers disabled. The frontiers overlap within noise; the quadratic formulation buys
no measurable advantage at the four-role granularity.

Advantages of the quadratic formulation The equivalence above is specific to our
setting: a single agent, a discrete and small action space, and an autonomous forward
model. The discrete finite-horizon optimization becomes genuinely necessary once
any of these assumptions is relaxed, which is the realistic situation in a multi-agent
deployment. With several interacting agents, the natural objective couples their
decisions through a non-diagonal Hessian (e.g. limiting the number of agents
simultaneously holding high autonomy, or penalising correlated escalations that
together exceed a resource budget). Such cross-agent coupling cannot be expressed
by independent per-agent thresholds; it requires the joint quadratic form (7.6.3).
Similarly, a continuous or finer-grained autonomy variable, or a learned multi-step
dynamics model, would make the curvature of (7.6.4) and the horizon meaningful
rather than quantised away. We therefore present the quadratic MPC as the general
formulation and the linear rule as its exact reduction under the present (single-agent,
discrete) action space — deployed because it is identical in decision quality, far
cheaper, auditable (“𝑠𝑡 ≥ 𝜃3 ⇒ quarantine” is a one-line justification), and directly
tunable by an operator.

Limitations of the quadratic formulation Beyond the 𝑂(4𝐻) cost, the QP introduces
three weights (𝜆risk, 𝜆util, 𝜆s) and a forward-model rate 𝛾 that have no operator-facing
meaning and must be tuned; a mis-set 𝜆util during our experiment silently drove BAR
to zero in our runs before calibration. Its behaviour also depends on a dynamics
model that an adversary could in principle exploit. The linear rule has none of these
failure modes and fails more visibly.
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7.8 Barrier-Inspired Safety-Filter Comparison

We next compare the soft-threshold policy with the barrier-inspired threshold safety
filter. At the selected default operating points reported in Table 7.8.1, the safety filter
is marginally ahead on HPR (0.936 vs 0.935) and reaches full quarantine on 48.8% of
successful attacks (median step 37), whereas the soft policy as configured never
quarantines (its 𝜃3 = 3.5 is essentially unreachable by score alone). Comparing
frontiers, the safety filter leads by only 0.011 HPR at matched BAR. By the pooled
metrics, then, the bare safety filter captures essentially all of the achievable
safety/utility trade-off in this environment.

Table 7.8.1: Soft-threshold policy versus barrier-inspired filter at a selected default operating-
point comparison. TTQ = median time-to-quarantine on successful attacks.

Controller HPR BAR restriction TTQ quar. rate

Soft-threshold 0.935 0.748 0.175 — 0.00
barrier-inspired filter 0.936 0.800 0.151 37 0.49
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Figure 7.8.1: barrier-inspired filter frontier against the Part-1 winner. The two are close; the
safety filter alone recovers most of the trade-off the optimizer achieves.

Limitations of pooled metrics HPR and BAR are evaluated only at sensitive-action
steps and ask only “block or allow” questions. Two controllers can produce nearly
identical block/allow decisions while behaving very differently over the rest of the
episode — and that difference is the point of the layered design. The aggregate
offline-replay trace (Figure 7.8.2) makes the divergence visible: on attacks, trust
collapses and belief mass moves to the deadend state, and the safety filter sits at a
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systematically higher mean autonomy restriction than the soft policy (e.g. mean role
level 2.90 vs 1.98 on partial attacks). The controllers are not the same rule landing in
the same place; they trade off differently.
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Figure 7.8.2: Aggregate offline-replay traces by regime (median 𝑟𝑡, 𝜏𝑡, belief; mean role level),
soft-threshold (solid) vs barrier-inspired filter (dashed). Benign episodes remain at full; attacks
collapse trust and drive belief into deadend, with the safety filter restrictingmore aggressively.

Motivation behind MPC: cost regimes. HPR/BAR weight every block and allow
equally and ignore latency while for a real deployment this is important. To show this,
We define an operational cost that charges a miss (harmful action allowed, or false
negative), a false restriction (benign action blocked, or false positive), and a latency
term (steps until the harmful action is first blocked), then pick each controller’s best
operating point under a grid of cost regimes. The result (Figure 7.8.3) is a genuine
crossover at a false-restriction cost ratio of ≈15: when false restrictions are relatively
costly (utility-sensitive deployments), the graded soft/trust controller is cheaper;
when a missed harmful action is catastrophic (security-critical deployments), the
decisive safety filter is cheaper, and raising the latency weight shifts the advantage
further toward the safety filter. The motivation for the MPC layer is therefore not a
higher HPR, rather it is graded, auditable autonomy and a favourable cost profile in
the utility-sensitive regime, rather than the safety filter’s all or deny reaction.
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Figure 7.8.3: Cost-weighted comparison. Positive values mean the soft/trust controller is
cheaper. There is a crossover near a miss/false-restriction ratio of 15; which controller is
preferable depends on the deployment’s cost regime.

Early detection: an honest null result. We tested whether the trust-integrating
controller blocks harmful actions earlier on the successful-attack regime, where RQ1
showed instantaneous risk is least informative. Using a consistent definition
(containment = the first step the harmful action is denied (when harm is actually
stopped) the two controllers are identical: median time-to-first-block of 9 steps, block
rate 0.317, and prevention-AUC 0.429 for both (Figure 7.8.4). The safety filter’s only
edge is reaching full quarantine faster (on 48.8% of episodes), but that quarantine is
redundant for harm prevention because the block has already stopped the harm. We
therefore do not claim that our controller detects attacks earlier in this experiment.
As discussed previously, its main advantage is that it supports dynamic, tunable
decisions based on the sensitivity and granularity of actions and roles.
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Figure 7.8.4: Containment survival on successful attacks. “By block” (harm stopped) is iden-
tical for both controllers (the curves coincide); only “by quarantine” (full isolation) separates
them, and that does not reduce harm.

Several other limitations bound the strength of these conclusions.

Offline replay, not a true closed loop. The decisive limitation is that all controllers act
on pre-recorded trajectories. The signals 𝑟𝑡, 𝜏𝑡, 𝑏𝑡 were generated policy collected the
data, so a restriction the controller imposes does not actually change the agent’s
subsequent behaviour or its future risk. A real closed loop would feed each control
action back into the environment, where blocking an action could divert, delay, or
provoke the agent (effects this setup cannot observe). Consequently„ the latency and
containment numbers should be read as relative comparisons under a fixed trace, not
as guarantees of in place behaviour.

Single-agent decisions. Each decision concerns one agent in isolation, which is
exactly the regime in which the quadratic MPC reduces to the linear rule. The
cross-agent coupling that would motivate the quadratic form (Section 7.7) is therefore
argued but not demonstrated.

Configuration and threshold sensitivity. Results depend on the chosen 𝛽, 𝜃, and
safety filter thresholds. Notably the soft policy never quarantines because 𝜃3 is
unreachable by score; a different 𝜃3 or a trust-decay quarantine rule could change the
MPC-vs-safety filter picture, and was not explored here.

Single environment and metric definitions. All episodes come from one simulated
Secure Resource Grid, and the cost-regime conclusion depends on the particular cost
model. The external validity of the crossover point in particular should be treated
cautiously.

7.9 Integrated Pipeline Evaluation (RQ4)

The experimental pipeline integrates the three principal components of the proposed
framework: the CVAE–LSTM produces an instantaneous behavioural-risk signal, the
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belief-based trust filter accumulates this evidence over time, and the access-control
policies map risk and trust to adaptive autonomy roles.

The integration is evaluated through offline replay rather than interactive closed-loop
execution. Consequently, controller decisions do not influence subsequent
observations or agent behaviour. RQ4 is therefore answered in terms of the
compatibility of the implemented components and the resulting safety–utility
trade-off under fixed trajectories, rather than in terms of closed-loop stability or
deployment guarantees.

The results show that the integrated pipeline can retrospectively restrict a large
proportion of sensitive actions occurring in attack episodes while preserving most
sensitive actions in benign episodes. However, a true closed-loop evaluation remains
necessary to determine how agents react to restrictions and how controller actions
alter future risk and trust.
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8 Conclusion and Future Work

This thesis began from a single observation: classical Identity and Access
Management (IAM) was built for deterministic subjects whose behaviour is fully
described by static credentials and whose authorization can be settled once, at a
single point in time. Autonomous AI agents violate both assumptions. An agent
authenticated with valid credentials can, within the same session, drift away from the
intent under which it was authorized (e.g through prompt injection, memory
poisoning, emergent reasoning errors, or cascading failures across collaborating
agents) without any identifiable credential compromise. We called this the
attribution gap: the actions an agent performs remain technically authorized, yet no
longer reflect the intent that justified the authorization.

The central contribution of this work is a reformulation of IAM for autonomous
agents from a discrete authorization decision into a closed-loop control process.
Rather than asking once whether an identity may act, the proposed framework
continuously monitors how an agent behaves, estimates risk and trust from that
behaviour, and adapts the agent’s privileges over time. Concretely, the framework
couples three layers: a behavioural model that converts raw trajectories into a
calibrated instantaneous risk signal (Section 7.3), a probabilistic trust filter that
integrates that risk over time into a history-aware trust scalar (Section 7.4), and a
control layer that turns risk and trust into a runtime access decision over an ordered
set of autonomy levels (Section 7.5). This chapter consolidates what the empirical
evaluation established about each layer, states the limitations that bound those
conclusions, and sets out the directions that follow most directly from the results.

8.1 Summary and Conclusions

The main research question asked how IAM for autonomous agents can be
reformulated as a closed-loop control problem in which privileges are continuously
adapted to observed behaviour rather than fixed at authentication time. The threat
model of Chapter 4, the framework of Chapter 5, the simulation environment and
data-generation pipeline of Chapter 6, and the evaluation of Chapter 7 together
answer that question in the affirmative, while also explain precisely where the
reformulation pays off and where it does not. The four sub-questions are revisited
below.

8.1.1 Behavioural representation as a calibrated risk signal (RQ1)

The first sub-question asked whether the runtime behaviour of an agent can be
modelled as a stochastic, temporally evolving process suitable for online risk
estimation, and to what extent a CVAE+LSTM architecture captures deviations from
learned normal behaviour. The behavioural model, trained only on benign
trajectories, learns a history-conditioned notion of normality and scores new
behaviour by how poorly the model reconstructs it. On the primary evaluation regime
(the union of successful and partial attacks, which are precisely the episodes a static
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auditor failed to fully stop) the model attains a ROC-AUC of 0.888 and a PR-AUC of
0.937, a gain of +0.243 over a metadata-only baseline (0.645). This establishes that the
behavioural trajectory does carry enough signal to separate manipulation from
benign operation in real time, and that the signal is genuinely temporal: it emerges
under windowed aggregation rather than at the single-step level, and a feature-group
ablation confirmed that the detector does not rely on the visit-count intensities that
are an artefact of how the attack library was written.

The more important conclusion, however, is a negative one that shaped the rest of the
thesis. The instantaneous risk signal is not uniformly informative across attack
classes. Partial attacks are detected cleanly (AUC 0.938) and even blocked attacks are
detected well (AUC 0.853), but successful attacks (those that reach the adversarial
objective with low auditor friction) are the hardest to detect (AUC 0.801) and overlap
the benign distribution at the episode-mean level. The reconstruction-error score is
therefore most discriminative on the attack class where dynamic IAM adds the least
value (the auditor already stopped it) and least discriminative on the class where it
must add the most. This inversion is the empirical core of the thesis: it is the
quantitative evidence that point-in-time risk estimation is insufficient for regulating
temporally evolving behaviour, and it is what motivates layering a temporal trust
filter on top of the per-step signal.

8.1.2 Historical trust as a filtered belief (RQ2)

The second sub-question asked whether historical trust can be formalized as a belief
over latent safety states using a POMDP, and whether such a formulation detects
slow, subtle degradation that point-in-time scores miss. Modelling trust as a
Bayes-filtered posterior over four hidden states (safe,degraded,danger,deadend) and
reading trust as a weighted functional of that belief produced a signal that behaves as
specified: it remains stable on benign trajectories (mean trust ≈ 0.81, standard
deviation 0.03), collapses under sustained critical observations, and recovers from
isolated noise spikes. Four of five trust-derived features outperform the
instantaneous-risk baseline on the full task, and the mean-trust feature improves
aggregate ROC-AUC from 0.876 to 0.890.

The decisive result for RQ2 is on the regime that RQ1 identified as the bottleneck. On
successful attacks, the filtered final-step trust raises ROC-AUC from 0.751 to 0.805, a
gain of +0.054, while leaving the easy regimes essentially unchanged. Temporal
integration thus recovers part of the signal that the episode-mean risk dilutes,
confirming that trust is most usefully treated as a filtered, history-aware quantity
rather than a point statistic or a simple moving average. At the same time, the gain is
partial rather than complete, and a principled fusion of the risk and trust signals did
not improve on the single trust feature within the scope of this work; the controller
therefore consumes both signals through a transparent heuristic. Closing the
remaining gap on successful attacks is the most concrete open problem the thesis
leaves behind, and it directly motivates the representation-learning direction.

8.1.3 Adaptive Access-Control Decisions under Offline Replay (RQ3)

The third sub-question asked how instantaneous behavioural risk and history-aware
trust can be translated into adaptive autonomy roles, and how different role-selection
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policies trade off harm-prevention rate against preservation of benign utility under
offline replay. Three controllers were compared on identical replayed signals: a linear
soft-threshold policy, a discrete finite-horizon quadratic-cost controller, and a
barrier-inspired threshold safety filter.

The clearest finding is an equivalence rather than a victory. On a single agent with a
small, discrete set of autonomy roles, the quadratic MPC provably and empirically
reduces to the linear threshold rule: rounding a monotone scalar to the nearest of
four roles is identical to placing three thresholds on a suspicion signal, and the two
controllers differ by −0.0038 in harm-prevention rate across the matched frontier while
the discrete finite-horizon optimization costs roughly three orders of magnitude more
compute per decision. The barrier-inspired threshold safety filter, in turn, captures
almost all of the achievable safety/utility trade-off by itself, leading the soft policy by
only ≈ 0.01 in harm-prevention rate. A deliberately honest null result reinforces the
point: the trust-integrating controller did not block harmful actions earlier than the
memoryless safety net on successful attacks (both reach a median time-to-first-block
of nine steps with identical prevention-AUC).

The conclusion is therefore nuanced. The predictive, optimization-based formulation
does not buy higher detection or earlier containment in the single-agent setting
studied here; its value lies elsewhere—in graded, auditable, operator-tunable
autonomy, and in a favourable cost profile in utility-sensitive deployments, where a
cost-weighted comparison shows the graded controller is cheaper than the threshold
safety filter until false restrictions become roughly fifteen times less costly than
missed harm. Crucially, the analysis also identifies exactly when the quadratic form
becomes necessary rather than equivalent: as soon as decisions couple across
multiple interacting agents, the objective acquires a non-diagonal structure that no
per-agent threshold rule can express. This is argued in the thesis but, by construction
of the single-agent experiments, not yet demonstrated—and it is the cleanest entry
point to the multi-agent work in Section 8.3.1.

8.1.4 Integrated Experimental Evaluation (RQ4)

The pipeline retrospectively denies a large proportion of sensitive actions occurring in
attack-labelled episodes (HPR ≈ 0.94) while preserving most sensitive actions in
benign episodes (BAR ≈ 0.75–0.80).

However, controller decisions do not alter subsequent observations or agent
behaviour. The experiment therefore demonstrates component compatibility and
comparative fixed-trajectory performance, but it does not establish a true feedback
loop, closed-loop stability, or deployment effectiveness. Interactive closed-loop
validation remains necessary.

Taken together, the four answers substantiate the central claim of the thesis: access
control for autonomous agents can be reformulated as a closed-loop control problem,
and doing so is both feasible and informative. It is feasible in that each component
admits a concrete, calibrated, online implementation; it is informative in that the
reformulation makes explicit where behavioural monitoring helps—continuous,
trajectory-level signals recover attacks that a single static check misses—and where it
does not—a stealthy attack that never deviates step by step remains the hard case, and
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predictive control adds auditability and graded response rather than raw detection
power in the single-agent regime. Both the positive and the negative findings are
contributions: the framework demonstrates a working bridge between deep
probabilistic behavioural modelling and control theory for IAM, and the evaluation
delivers a reproducible environment, a labelled dataset of benign and adversarial
agent trajectories, and a set of baselines and metrics against which future
behaviour-aware IAM can be measured.

8.2 Limitations

The conclusions above are bounded by the design choices that made a controlled,
reproducible study possible. They are restated here so that the strength of each claim
is read against its proper scope.

Evaluation under offline replay. The most consequential limitation is that the
controllers act on pre-recorded trajectories. Because the risk, trust, and belief signals
were produced by the data-collection policy, a restriction the controller imposes does
not actually alter the agent’s subsequent behaviour or its future risk. A genuine closed
loop would feed each control action back into the environment, where blocking an
action could divert, delay, or provoke the agent.

Single-agent decisions. Every decision concerns one agent in isolation, which is
exactly the regime in which the discrete finite-horizon controller collapses to the
linear rule. The cross-agent coupling that would justify the full optimization (shared
resource budgets, correlated escalations, limits on how many agents may
simultaneously hold high autonomy) is argued but not exercised.

A single, simplified environment. All episodes originate from one lightweight,
graph-structured Secure Resource Grid of nine nodes across three sensitivity zones,
chosen for tractability and reproducibility. The simulator-to-field gap is real in a way
that the abstraction omits the richness of production tool ecosystems and enterprise
environments.

8.3 Future Work

The directions for the future contributions that follow are ordered roughly by how
directly they address the limitations just stated.

8.3.1 Multi-agent control and cross-agent coupling

The control analysis showed that, for one agent over a small discrete role set, the
predictive optimization is indistinguishable from a linear threshold and a plain safety
net. It also identified exactly when that equivalence breaks (in a genuine multi-agent
deployment, decisions couple. Limiting the number of agents that may
simultaneously hold high autonomy, penalizing correlated escalations that together
exceed a shared resource budget, or containing a cascading failure that propagates
between collaborating agents all introduce cross-agent terms that no per-agent rule
can represent) . Extending the framework to a population of interacting agents (with
a joint state, coupled constraints, and an objective) would let the predictive controller
demonstrate the advantage that is currently only argued, and would directly exercise
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the cascading-failure attack class that the single-agent setup could not fully test. This
is also the natural setting in which to study agent-to-agent trust propagation (how the
trust collapse of one agent should, or should not, lower the privileges of those it
communicates with).

8.3.2 Closing the loop and moving toward deployment

The most important methodological step is to convert the offline replay into a true
closed loop, in which each control action is applied inside the environment and the
agent’s subsequent behaviour, risk, and trust reflect the restriction. Only then can the
framework’s containment and latency be measured as behaviour rather than as a
relative ranking over a fixed trace, and only then can effects that the present setup
cannot observe be studied. Beyond closing the loop in simulation, transferring the
framework to a realistic deployment, with production tools and real workloads, would
test the simulator-to-field gap that the single environment leaves open.

8.3.3 Richer simulation and cyber-physical environments

The nine-node grid was deliberately minimal. Scaling the environment toward larger
and more heterogeneous resource graphs, real tool integrations, and longer horizons
would stress the behavioural model on the kind of diversity and scale a real system
exhibits. A richer environment is also the prerequisite for a more demanding
adversarial library: more attack types, more episodes per type, and in particular
attacks engineered to stay on the benign manifold.

8.3.4 Robustness to adaptive adversaries

The threat model assumes attacks drawn from a fixed library rather than an
adversary that adapts to the defence. Because the predictive controller relies on a
forward model and the detector on a learned notion of normality, both present a
surface an adaptive attacker could get advantage from by shaping behaviour to keep
risk below threshold, mimicking benign trajectories to suppress reconstruction error,
or exploiting the dynamics model the controller plans against. Studying the
framework under adaptive, defence-aware adversaries is necessary before any
security guarantee can be claimed.

8.3.5 Toward a complete agentic IAM stack

Finally, the behavioural and control-theoretic contribution of this thesis was
deliberately separated from the cryptographic and infrastructural layers of a full
agentic IAM architecture. Integrating the runtime governance layer developed here
with the identity, credential, and token mechanisms it presupposes would situate
behaviour-aware control within an end-to-end system, in which the dynamic privilege
decisions produced by the controller are enforced by the same machinery that issues
and verifies agent credentials.

8.4 Concluding Remarks

Autonomous agents break the assumption that authorization can be settled once,
because what an agent is permitted to do and what it actually does can diverge long
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after authentication. This thesis treated that divergence as a control problem rather
than a one-time decision, and showed that an agent’s behavioural trajectory carries
enough signal to estimate risk and trust online and to adapt its privileges accordingly.
The framework is not a finished defence for the reasons mentioned above. But the
reformulation itself is the lasting contribution. By casting identity and access
management for autonomous agents as continuous, behaviour-driven control, it
turns a static gatekeeping question into a dynamic one, and in doing so makes visible
both what such a system can already do and exactly where the next work must focus.
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A Experimental Implementation andMath-
ematical Specification

Chapter 5 presents the general control-theoretic framework proposed in this thesis.
The present appendix documents the narrower implementation used in the
experiments. Its purpose is reproducibility: it specifies the tensor representation,
neural-network architecture, loss function, risk calibration, belief-state trust filter,
role-assignment policies, and offline-replay metrics exactly as implemented in the
analysis notebooks.

The implementation is intentionally simpler than the general framework. In
particular, the trust component performs action-independent Bayesian filtering
rather than solving a complete POMDP policy, the controller selects among four
predefined autonomy roles rather than optimising an arbitrary permission vector,
and controller decisions are evaluated retrospectively on fixed trajectories rather than
being fed back into the simulation environment.

A.1 Relation to the Proposed Framework

The principal simplifications are summarised in Table A.1.1.
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APPENDIX A. EXPERIMENTAL IMPLEMENTATION AND MATHEMATICAL
SPECIFICATION

Table A.1.1: Mapping from the general framework of Chapter 5 to the experimental implemen-
tation.

Component General formulation Experimental implemen-
tation

Behavioural
model

Conditional recurrent
latent-variable model

Fixed CVAE–LSTM
with 21 inputs, a 64-
dimensional recur-
rent state, and a 16-
dimensional latent vari-
able

Trust estimation POMDP with potentially
action-dependent tran-
sition and observation
kernels

Action-independent
Bayesian belief filter over
four safety states

Access decision Predictive optimisation
of autonomy and permis-
sions

Selection among four pre-
defined autonomy roles
using risk and trust

Safety layer Barrier-function con-
straints

Barrier-inspired threshold
safety filter

Evaluation Closed-loop interaction
with the environment

Offline replay of trajecto-
ries collected under full
privilege

A.2 Input Representation and Episode Splits

At each valid step, the model receives a 21-dimensional vector

𝑥𝑡 = [(𝑥cont𝑡 )⊤ 𝑎𝑡 𝑑𝑡]
⊤

∈ ℝ21, (A.2.1)

where 𝑥cont𝑡 ∈ ℝ19 contains the continuous observation, counter, timing, and telemetry
channels, 𝑎𝑡 is the action identifier, and 𝑑𝑡 is the auditor-decision identifier. The
categorical identifiers are represented as integer classes. After shifting the padding
sentinel to a non-negative index, the action and auditor heads contain six and three
classes, respectively.

Only the 19 continuous channels are standardised. Let 𝜇𝑗 and 𝜎𝑗 be the preprocessing
statistics for continuous feature 𝑗. The standardised input is

̃𝑥cont𝑡,𝑗 =
𝑥cont𝑡,𝑗 − 𝜇𝑗

𝜎𝑗
, 𝑗 = 1, … , 19. (A.2.2)

The categorical identifiers are passed through without standardisation. Padded
episode positions are recorded by a mask 𝑚𝑡 ∈ {0, 1}.

The 444 valid normal episodes are divided at episode level using a fixed random seed
into 310 training episodes, 66 validation episodes, and 68 normal test episodes.
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Training windows have length
𝑊 = 32 (A.2.3)

and are extracted with stride 8. Episode-level reconstruction scores are computed
with stride 16, whereas the temporal trust analysis uses stride-one windows to
produce one risk value per recorded step.

A.3 Implemented CVAE–LSTM Architecture

For a window
𝑋𝑡 = [𝑥𝑡−𝑊+1 ⋯ 𝑥𝑡]

⊤
∈ ℝ𝑊×21, (A.3.1)

the LSTM produces a sequence of recurrent states

ℎ1, … , ℎ𝑊 = LSTM(𝑋𝑡), ℎ𝑗 ∈ ℝ64. (A.3.2)

The conditioning state is shifted by one step so that the latent representation at
position 𝑗 uses only the preceding recurrent context:

ℎcond𝑗−1 =
⎧{
⎨{⎩

0, 𝑗 = 1,
ℎ𝑗−1, 𝑗 > 1.

(A.3.3)

The encoder concatenates the current input and previous recurrent state:

𝑒𝑗 = Dropout0.2
⎛⎜
⎝
ELU⎛⎜

⎝
𝑊𝑒

⎡⎢
⎣

𝑥𝑗

ℎcond𝑗−1

⎤⎥
⎦

+ 𝑏𝑒
⎞⎟
⎠

⎞⎟
⎠

, 𝑒𝑗 ∈ ℝ64, (A.3.4)

𝜇𝑗 = 𝑊𝜇𝑒𝑗 + 𝑏𝜇, (A.3.5)

log𝜎2
𝑗 = clip(𝑊𝜎𝑒𝑗 + 𝑏𝜎, −6, 2) , (A.3.6)

where 𝜇𝑗, log𝜎2
𝑗 ∈ ℝ16. A latent sample is obtained by the reparameterisation rule

𝑧𝑗 = 𝜇𝑗 + exp(1
2 log𝜎2

𝑗 ) ⊙ 𝜖𝑗, 𝜖𝑗 ∼ 𝒩(0, 𝐼16). (A.3.7)

The decoder receives the concatenated latent and recurrent vectors:

𝑔(1)
𝑗 = Dropout0.2

⎛⎜
⎝
ELU⎛⎜

⎝
𝑊𝑑,1

⎡⎢
⎣

𝑧𝑗

ℎcond𝑗−1

⎤⎥
⎦

+ 𝑏𝑑,1
⎞⎟
⎠

⎞⎟
⎠

, (A.3.8)

𝑔(2)
𝑗 = ELU(𝑊𝑑,2𝑔(1)

𝑗 + 𝑏𝑑,2) , 𝑔(2)
𝑗 ∈ ℝ64. (A.3.9)

Three output heads reconstruct the mixed feature types:

̂𝑥cont𝑗 = 𝑊𝑐𝑔(2)
𝑗 + 𝑏𝑐 ∈ ℝ19, (A.3.10)

ℓ𝑎
𝑗 = 𝑊𝑎𝑔(2)

𝑗 + 𝑏𝑎 ∈ ℝ6, (A.3.11)

ℓ𝑑
𝑗 = 𝑊𝑑𝑔(2)

𝑗 + 𝑏𝑑 ∈ ℝ3. (A.3.12)

Here ℓ𝑎
𝑗 and ℓ𝑑

𝑗 are categorical logits. The complete tensor flow is shown in
Figure A.3.1.
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Sequential

Sequential

input-tensor
depth:0 (1, 32, 21)

LSTM
depth:1

input: (1, 32, 21) 

output: (1, 32, 64), 2 x (1, 1, 64) 

cat
depth:1

input: (1, 32, 21), (1, 32, 64) 

output: (1, 32, 85) 

__getitem__
depth:1

input: (1, 32, 64) 

output: (1, 31, 64) 

cat
depth:1

input: (1, 1, 64), (1, 31, 64) 

output: (1, 32, 64) 

cat
depth:1

input: (1, 32, 16), (1, 32, 64) 

output: (1, 32, 80) 

Linear
depth:2

input: (1, 32, 85) 

output: (1, 32, 64) 

ELU
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

Dropout
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

Linear
depth:1

input: (1, 32, 64) 

output: (1, 32, 16) 
Linear

depth:1
input: (1, 32, 64) 

output: (1, 32, 16) 

clamp
depth:1

input: (1, 32, 16) 

output: (1, 32, 16) 

Linear
depth:2

input: (1, 32, 80) 

output: (1, 32, 64) 

ELU
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

Dropout
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

Linear
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

ELU
depth:2

input: (1, 32, 64) 

output: (1, 32, 64) 

Linear
depth:1

input: (1, 32, 64) 

output: (1, 32, 19) 
Linear

depth:1
input: (1, 32, 64) 

output: (1, 32, 6) 
Linear

depth:1
input: (1, 32, 64) 

output: (1, 32, 3) 

output-tensor
depth:0 (1, 32, 19) output-tensor

depth:0 (1, 32, 6) output-tensor
depth:0 (1, 32, 3)

Figure A.3.1: Implemented CVAE–LSTM architecture for a batch containing one 32-step win-
dow. The input tensor has shape (1, 32, 21), the recurrent state has dimension 64, the latent
variable has dimension 16, and the decoder produces continuous, action, and auditor outputs
of dimensions 19, 6, and 3, respectively.
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A.4 Latent Priors and Training Objective

Two latent priors are evaluated. The baseline prior is

𝑝N(𝑧) = 𝒩(0, 𝐼16). (A.4.1)

The multimodal alternative is an eight-component Gaussian mixture,

𝑝GMM(𝑧) =
8

∑
𝑘=1

𝜋𝑘 𝒩(𝑧; 𝜇𝑘,diag(𝜎2
𝑘)) ,

8
∑
𝑘=1

𝜋𝑘 = 1. (A.4.2)

For the standard-normal prior, the Kullback–Leibler term has the usual closed form.
For the mixture prior it is approximated using the reparameterised sample 𝑧𝑗:

𝐷̂KL,𝑗 = log 𝑞𝜙(𝑧𝑗 ∣ 𝑥𝑗, ℎcond𝑗−1 ) − log 𝑝GMM(𝑧𝑗). (A.4.3)

For each valid position, the reconstruction term is

𝜌𝑗 = ∥ ̂𝑥cont𝑗 − 𝑥cont𝑗 ∥2
2

+CE(ℓ𝑎
𝑗 , 𝑎𝑗) +CE(ℓ𝑑

𝑗 , 𝑑𝑗). (A.4.4)

For a mini-batch with validity mask 𝑚𝑏,𝑗, the four loss components are

ℒcont =
∑𝑏,𝑗 𝑚𝑏,𝑗 ∥ ̂𝑥cont𝑏,𝑗 − 𝑥cont𝑏,𝑗 ∥2

2
∑𝑏,𝑗 𝑚𝑏,𝑗

, (A.4.5)

ℒ𝑎 =
∑𝑏,𝑗 𝑚𝑏,𝑗CE(ℓ𝑎

𝑏,𝑗, 𝑎𝑏,𝑗)
∑𝑏,𝑗 𝑚𝑏,𝑗

, (A.4.6)

ℒ𝑑 =
∑𝑏,𝑗 𝑚𝑏,𝑗CE(ℓ𝑑

𝑏,𝑗, 𝑑𝑏,𝑗)
∑𝑏,𝑗 𝑚𝑏,𝑗

, (A.4.7)

ℒKL =
∑𝑏,𝑗 𝑚𝑏,𝑗𝐷KL,𝑏,𝑗

∑𝑏,𝑗 𝑚𝑏,𝑗
. (A.4.8)

The optimised objective at epoch 𝑒 is

𝒥𝑒 = ℒcont + ℒ𝑎 + ℒ𝑑 + 𝛽𝑒ℒKL, (A.4.9)

with the warm-up schedule
𝛽𝑒 = min(1, 𝑒 + 1

10 ) . (A.4.10)

The model is trained for 300 epochs using Adam with learning rate 10−3, batch size
128, and gradient-norm clipping at 5. The retained checkpoint is the one with the
smallest validation objective. The GMM-prior model is used in the downstream
analysis following an exploratory comparison of primary-regime ROC–AUC.

A.5 Reconstruction Scores and Risk Calibration

A.5.1 Episode-level reconstruction score

During episode-level evaluation, windows of length 32 are extracted with stride 16. If
multiple windows cover the same valid step, their reconstruction errors from
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Equation (A.4.4) are averaged. The episode score is then

𝑒ep = 1
|𝒯valid| ∑

𝑡∈𝒯valid

𝜌𝑡, (A.5.1)

where 𝜌𝑡 denotes the mean error across all windows covering step 𝑡.

A.5.2 Per-step score

To obtain a risk value at every recorded step, the implementation constructs a
stride-one 32-step window ending at step 𝑡. When fewer than 32 observations are
available, the missing history is left-padded with zeros. Let 𝑋𝑡 ∈ ℝ32×21 denote this
window. The raw score is

𝑒𝑡 = 1
32

32
∑
𝑗=1

𝜌𝑡,𝑗, (A.5.2)

where 𝜌𝑡,𝑗 is the decoder reconstruction loss at position 𝑗 of the window ending at 𝑡.

A.5.3 Calibration map

Three mappings from reconstruction error to risk are compared: percentile scaling,
one-dimensional logistic regression, and ten-bin empirical calibration. Five-fold
stratified out-of-fold predictions are used to estimate the Expected Calibration Error
(ECE). Candidate calibrators are ranked by out-of-fold ECE and must additionally
satisfy two implementation guards:

𝑁distinct ≥ 20, 𝜅2 − 𝜅1 ≥ 0.05, 𝜅3 − 𝜅2 ≥ 0.05. (A.5.3)

The selected map is logistic regression on the logarithmically transformed score:

𝑟 = 𝜑(𝑒) = 𝜎(𝛼 log(1 + 𝑒) + 𝛿) , 𝜎(𝑣) = 1
1 + 𝑒−𝑣 , (A.5.4)

where 𝛼 and 𝛿 are fitted parameters.

The calibration set contains 66 normal validation episodes and 66 attack episodes.
Severity thresholds are the 50th, 95th, and 99th percentiles of the calibrated
normal-validation risks. To avoid confusion with the trust variable 𝜏𝑡, they are
denoted by 𝜅𝑗 here:

(𝜅1, 𝜅2, 𝜅3) = (0.2413, 0.4601, 0.5269). (A.5.5)

A.6 Belief-State Historical Trust Filter

The implemented trust estimator is the belief-filtering component of the POMDP
formulation in Chapter 5. The hidden state and observation sets are

𝒮 = {safe,degraded,danger,deadend}, (A.6.1)

Ω = {nominal,caution, supervised,critical}. (A.6.2)
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The calibrated risk is discretised according to

𝑜𝑡 =

⎧{{{
⎨{{{⎩

nominal, 0 ≤ 𝑟𝑡 < 𝜅1,
caution, 𝜅1 ≤ 𝑟𝑡 < 𝜅2,
supervised, 𝜅2 ≤ 𝑟𝑡 < 𝜅3,
critical, 𝜅3 ≤ 𝑟𝑡 ≤ 1.

(A.6.3)

Using the row order of 𝒮 and the column order of Ω, the implemented observation
matrix is

𝑂 =

⎡
⎢
⎢
⎢
⎢
⎣

0.3714 0.5105 0.0568 0.0613
0.2814 0.4701 0.0527 0.1957
0.1016 0.3894 0.0445 0.4645
0.0116 0.3490 0.0404 0.5989

⎤
⎥
⎥
⎥
⎥
⎦

. (A.6.4)

The safe and dead-end rows are constructed from the empirical false-positive and
false-negative analysis, with Laplace smoothing 10−2. The two intermediate rows are
monotone interpolations:

𝑂degraded,∶ = 0.75𝑂safe,∶ + 0.25𝑂deadend,∶, (A.6.5)

𝑂danger,∶ = 0.25𝑂safe,∶ + 0.75𝑂deadend,∶. (A.6.6)

The action-independent transition matrix is

𝑇 =

⎡
⎢
⎢
⎢
⎢
⎣

0.970 0.025 0.005 0.000
0.100 0.700 0.180 0.020
0.050 0.100 0.550 0.300
0.000 0.000 0.030 0.970

⎤
⎥
⎥
⎥
⎥
⎦

, (A.6.7)

where rows represent the current state and columns the next state. The initial belief is

𝑏0 = [0.95 0.04 0.01 0]
⊤

. (A.6.8)

For observation 𝑜𝑡, the prediction and correction steps are

𝑏̄𝑡(𝑠′) = ∑
𝑠∈𝒮

𝑇 (𝑠, 𝑠′)𝑏𝑡−1(𝑠), (A.6.9)

𝑏𝑡(𝑠′) = 𝑂(𝑠′, 𝑜𝑡)𝑏̄𝑡(𝑠′)
∑ ̃𝑠∈𝒮 𝑂( ̃𝑠, 𝑜𝑡)𝑏̄𝑡( ̃𝑠) . (A.6.10)

Historical trust is the linear projection

𝜏𝑡 = 𝑤⊤𝑏𝑡, 𝑤 = [1 0.67 0.33 0]
⊤

. (A.6.11)

No action-dependent transition, reward function, or POMDP policy is optimised in
this implementation.
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A.7 Role-Based Access-Decision Policies

A.7.1 Roles, sensitive steps, and permission gate

The controller chooses one role from

ℋ = {Full,Supervised,Prescribed,Quarantined}. (A.7.1)

The corresponding integer levels are 𝐿 = 0, 1, 2, 3.

For evaluation, an attempted action is considered sensitive when

𝑞(𝑎𝑡) ≥ 0.35 and 𝜈𝑡 ≥ 0.30, (A.7.2)

where 𝜈𝑡 is the de-standardised resource-sensitivity feature and

𝑎𝑡 no action navigate invoke tool escalate observe inspector

𝑞(𝑎𝑡) 0 0.30 0.85 0.40 0 0
(A.7.3)

The role-dependent permission mapping used during replay is given in Table A.7.1.

Table A.7.1: Role-dependent permission mapping used in offline replay.

Role Implemented permission rule

Full Allow every recorded action.

Supervised Deny invoke-tool actions when resource sensitivity is
at least 0.30; allow all other actions.

Prescribed Deny invoke-tool and escalate; allow the remaining
actions.

Quarantined Allow only observe and no-action steps.

A.7.2 Shared suspicion score

The two optimisation-based policies use

𝑠𝑡 = 𝛽𝑟𝑟𝑡 + 𝛽𝜏 (1 − 𝜏𝑡) + 𝛽𝑏𝑏𝑡(deadend), (A.7.4)

with
(𝛽𝑟, 𝛽𝜏 , 𝛽𝑏) = (2.0, 1.5, 0.0). (A.7.5)

Thus the implemented score reduces to

𝑠𝑡 = 2𝑟𝑡 + 1.5(1 − 𝜏𝑡) ∈ [0, 3.5]. (A.7.6)
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A.7.3 Soft-threshold policy

The soft-threshold policy assigns

ℎ𝑡 =

⎧{{{
⎨{{{⎩

Full, 𝑠𝑡 < 1.5,
Supervised, 1.5 ≤ 𝑠𝑡 < 2.5,
Prescribed, 2.5 ≤ 𝑠𝑡 < 3.5,
Quarantined, 𝑠𝑡 ≥ 3.5.

(A.7.7)

After a new role is computed, a hold counter is set to five. The role is reused for the
following five processed steps before a new decision is computed.

A.7.4 Discrete finite-horizon quadratic-cost controller

The controller labelled QP-MPC in the implementation is an enumerative discrete
controller rather than a continuous quadratic program. For horizon 𝐻 = 5, it evaluates
every candidate role-level sequence

L = (𝐿0, … , 𝐿𝐻−1) ∈ {0, 1, 2, 3}𝐻 . (A.7.8)

There are 45 = 1024 candidate sequences.

The future risk and distrust signals are approximated by mean reversion:

̂𝑟𝑘 = 𝛾𝑘𝑟𝑡 + (1 − 𝛾𝑘)𝑟base, (A.7.9)
̂𝑑𝑘 = 𝛾𝑘(1 − 𝜏𝑡) + (1 − 𝛾𝑘)𝑑base, (A.7.10)

where
𝛾 = 0.85, 𝑟base = 𝑑base = 0.10. (A.7.11)

The predicted suspicion is
̂𝑠𝑘 = 2 ̂𝑟𝑘 + 1.5 ̂𝑑𝑘. (A.7.12)

For role level 𝐿, define the permissiveness and restriction penalties

𝑝(𝐿) = (3 − 𝐿
3 )

2
, 𝑢(𝐿) = (𝐿

3 )
2

. (A.7.13)

The evaluated cost is

𝐽(L) =
𝐻−1
∑
𝑘=0

[𝜆𝑟 ̂𝑠𝑘𝑝(𝐿𝑘) + 𝜆𝑢𝑢(𝐿𝑘)] (A.7.14)

+ 𝜆𝑠 [(𝐿0 − 𝐿𝑡−1
3 )

2
+

𝐻−1
∑
𝑘=1

(𝐿𝑘 − 𝐿𝑘−1
3 )

2
] . (A.7.15)

The parameters are
𝜆𝑟 = 1, 𝜆𝑠 = 0.5, 𝜆𝑢 = 5.3344. (A.7.16)

The utility weight 𝜆𝑢 is selected from a finite grid to approximately match the
benign-action rate of the default soft-threshold policy. The first role of the
minimum-cost sequence is applied and held using the same five-step counter as the
soft-threshold policy.
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A.7.5 Barrier-inspired threshold safety filter

The controller labelled CBF-only in the implementation is a barrier-inspired
threshold filter. It recomputes the role at each valid step:

ℎ𝑡 =

⎧{{{
⎨{{{⎩

Quarantined, 𝑟𝑡 > 0.95,
Prescribed, 𝑟𝑡 > 0.50,
Prescribed, 𝜏𝑡 < 0.30,
Full, otherwise.

(A.7.17)

The critical-risk condition has precedence over the remaining conditions. No
forward-invariance certificate is computed; consequently, this policy is interpreted as
a simplified safety filter rather than a formal CBF controller.

A.8 Offline-Replay Protocol and Metrics

The access policies are evaluated on 444 normal episodes and 145 attack episodes,
consisting of 41 successful, 72 partial, and 32 blocked attacks. The trajectories were
originally collected under full privilege. During replay, all controllers receive the
same precomputed sequences

{𝑟𝑡, 𝜏𝑡, 𝑏𝑡}𝑇
𝑡=1. (A.8.1)

A selected role determines whether the recorded action would have been allowed, but
the decision does not alter the following observation, action, risk, or trust value. The
experiment therefore measures counterfactual permission decisions on fixed traces,
not closed-loop behavioural adaptation.

The policy and trust filter are updated from the beginning of each episode, but
controller metrics exclude steps with index smaller than the window length 𝑊 = 32.
This guard reduces the direct influence of incomplete history on the reported
access-control metrics.

Let ℐatk and ℐnorm denote the sets of sensitive steps in attack and normal episodes,
respectively. Let 𝐵𝑡 = 1 indicate that the selected role blocks the recorded action. The
code reports the harm-prevention rate

HPR =
∑𝑡∈ℐatk

𝐵𝑡

|ℐatk| , (A.8.2)

and the benign-action rate

BAR = 1 −
∑𝑡∈ℐnorm 𝐵𝑡

|ℐnorm| . (A.8.3)

Here HPR should be interpreted literally as the blocking rate of sensitive actions
occurring in attack-labelled episodes; the dataset does not provide a separate
maliciousness label for every individual action.

The normal restriction rate is

𝑅norm = #{scored normal steps assigned a non-Full role}
#{scored normal steps}

. (A.8.4)

The analysis additionally records the first quarantine step and the proportion of
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successful-attack episodes that reach quarantine.

A.9 Implementation-Specific Validity Considerations

The following points delimit the interpretation of the experimental results.

1. Exploratory model selection. Both latent priors are trained only on
normal episodes, but the retained GMM variant is chosen after comparing
ROC–AUC on the available attack corpus. The prior comparison is therefore
exploratory rather than an untouched test-set selection.

2. Supervised calibration. The CVAE–LSTM representation is trained as a
normal-only model, but the selected logistic calibration map uses 66 labelled
attack episodes in addition to 66 normal validation episodes.

3. Full-corpus downstream analysis. The trust filter and access-control
policies are subsequently applied to all 589 valid episodes. Their reported
results are therefore retrospective full-corpus analyses rather than
independent held-out generalisation tests.

4. Aggregation transfer. The calibrator is fitted using episode-level mean
reconstruction scores and is then applied to stride-one window scores.
Likewise, episode-level error statistics are reused to construct a per-step
observation model. These are practical approximations necessitated by the
available sample size.

5. Window initialisation. Before 32 observations are available, the
stride-one risk windows are left-padded with zeros. The trust filter is updated
during this initial period, although controller metrics exclude the first 32
steps.

6. Stochastic latent sampling. Reconstruction scores use a reparameterised
latent sample rather than the posterior mean. Fixed random seeds make the
stored run reproducible, but the score contains Monte Carlo variability.

7. Offline and single-agent evaluation. Controller actions do not affect
later observations, and each episode is evaluated independently.
Consequently, the experiment does not test intervention-induced behaviour
changes or cross-agent resource coupling.
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